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Abstract

Complex networks have become essential tools for understanding diverse phenomena in social systems, traffic sys-
tems, biomolecular systems, and financial systems. ldentifying critical nodes is a central theme in contemporary
research, serving as a vital bridge between theoretical foundations and practical applications. Nevertheless, the intrin-
sic complexity and structural heterogeneity characterizing real-world networks, with particular emphasis on dynamic
and higher-order networks, present substantial obstacles to the development of universal frameworks for critical
node identification. This paper provides a comprehensive review of critical node identification techniques, categoriz-
ing them into seven main classes: centrality, critical nodes deletion problem, influence maximization, network control,
artificial intelligence, higher-order and dynamic methods. Our review bridges the gaps in existing surveys by system-
atically classifying methods based on their methodological foundations and practical implications, and by highlighting
their strengths, limitations, and applicability across different network types. Our work enhances the understanding of
critical node research by identifying key challenges, such as algorithmic universality, real-time evaluation in dynamic
networks, analysis of higher-order structures, and computational efficiency in large-scale networks. The structured
synthesis consolidates current progress and highlights open questions, particularly in modeling temporal dynamics,

© The Author(s) 2025. Open Access This article is licensed under a Creative Commons Attribution 4.0

£ International License (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, shar-
ing, adaptation, distribution and reproduction in any medium or format, for any purpose, even commercially, as long as you
give appropriate credit to the original author(s) and the source, provide a link to the Creative Commons license, and indicate
if changes were made.

m www.oaepublish.com/comengsys



https://creativecommons.org/licenses/by/4.0/
www.oaepublish.com/comengsys
OAE
图章


Page 2 of 46 Chen et al. Complex Eng. Syst. 2025, 5, 11 | http://dx.doi.org/10.20517/ces.2025.34

advancing efficient algorithms, integrating machine learning approaches, and developing scalable and interpretable
metrics for complex systems.

Keywords: Complex network, critical nodes, network structure, complex system

1. INTRODUCTION

Complex networks and systems are fundamental to diverse fields, including social network analysis, urban
traffic modeling('!, biomolecular structure analysis [?/, and financial systems!®), where understanding the in-
terplay between network structure, system architecture, and functionality is a central research focus*l. A
typical network consists of nodes, representing entities within a real system, and edges, which encode rela-
tionships between them. By leveraging graph structures to model real-world systems, researchers can system-
atically analyze the interactions that govern their dynamics. A key challenge in complex network research
is identifying important nodes, a topic that has garnered significant attention due to its broad applications.
In neural brain networks, neurons are interconnected through nerve fibers, and the transmission of signals
enables autonomous decision-making. In transportation networks, identifying critical nodes aids in traffic
prediction, optimization, and infrastructure planning. Similarly, in epidemiological networks, infections orig-
inating from a few individuals can rapidly propagate through contact links, posing significant risks to public
health. In communication networks, detecting key nodes enhances resource allocation and strengthens net-
work security. Likewise, in social networks, pinpointing influential individuals or communities facilitates
targeted marketing and improves user engagement. Advances in structural analysis and feature extraction
continue to refine our understanding of network robustness, efficiency, and optimization, shedding light on
the fundamental principles that govern complex systems.

Recent years have seen a growing number of review articles providing systematic overviews of node impor-
tance in complex networks. Various terms - such as key nodes, critical nodes, important nodes, and influence-
maximizing nodes - have been used to describe structurally and functionally significant elements, leading to
the development of a wide range of methods for assessing node importance in different contexts. For instance,
Liu et al.!®) reviewed advances in node influence ranking by considering both network structure and diffusion
dynamics, analyzing the strengths, limitations, and applicability of different approaches. Ren et al.[*) intro-
duced over 30 methods for identifying important nodes, categorizing them based on criteria such as node
neighbors, network paths, feature vectors, and contraction techniques. Their study evaluated node impor-
tance from the perspectives of network robustness, vulnerability, and diffusion dynamics, yet the effectiveness
of these methods remains constrained by network size and computational complexity. Lalou et al.[” focused
on the Critical Node Deletion Problem (CNDP), classifying solution algorithms based on problem variants and
constraints related to network fragmentation. While their work systematically examined the impact of node
removal on network connectivity and vulnerability, its applicability to dynamic and real-world networks re-
mains an open challenge. More recent reviews have explored influence maximization (IM) and node ranking in
greater depth. Hafiene et al.!®) addressed the IM problem in social networks, aiming to select a set of users that
maximize influence spread. However, existing IM approaches often struggle with high computational costs
and scalability in large-scale networks. Zhang et al.!*! classified influential node ranking methods (INRM) and
compared validation models based on cascade failure, linear threshold, and epidemic processes, yet integrat-
ing these models with real-time applications remains a challenge. Li et al.!'®) summarized key challenges in
diffusion models, such as computational complexity and parameter tuning, and examined how reinforcement
learning and graph learning improve efficiency and generalizability. Nevertheless, machine learning-based
approaches often require extensive training data and careful model selection. Jaouadi et al.''] provided a
comprehensive classification of IM models, highlighting their evolution from static to dynamic networks and
emerging trends in handling large-scale systems, though trade-offs between accuracy and efficiency remain a
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Table 1. Comparison of existing studies on critical node identification across different methodological aspects

Centrality CNDP IM Control Al Higher-order Dynamic
Liu et al.[5 v X X X X X X
Ren et al.[6] v X X X X X X
Lalou et al.[7] X v X X X X X
Hafiene et al.[8] X X X v X X X
Zhang et al.[9] X X X X X X X
Li et al.[0] X X v X X X X
Jaouadi et al.[M X X v X X X v
Liu et a/.[12] X X X X X v X
Chen et al. (Ours) v v v v v v v

concern. In addition to traditional network models, recent efforts have extended node importance analysis to
higher-order networks. Liu et al.['?l reviewed statistical indices for hypergraphs and simplicial complexes,
intro-ducing physically meaningful measures such as degree-dependent indicators, clustering coefficients,
centrality metrics, and entropy-based indices. These studies highlight the diversity of methods for
evaluating node im-portance, as well as significant progress in influence propagation, network robustness,
and higher-order struc-tures. However, most previous reviews have focused on specific types of network
structures, such as static or higher-order networks, and there is still a lack of comprehensive and unified
analyses covering multiple network forms. From the perspective of application scenarios, including IM and
network fragmentation, the importance of nodes in relation to network control and stability has been largely
overlooked. Similarly, from a methodological perspective, while centrality measures, node deletion
strategies, and infection models have been discussed, systematic reviews of machine learning-based
approaches and comprehensive index-based methods remain insufficient. This paper provides a
comprehensive review of recent advances in identifying critical nodes in complex networks. Our key
contributions are as follows:

o Categorization of application scenarios: From the application scenario oriented perspective of key nodes,
this study systematically classifies existing methods into three key categories as depicted in Figure 1: (1)
topological representation, which assesses node importance by structural metrics such as degree, eigen-
values, and path-based centrality; (2) IM, where the goal is to select a set of Top-k influential seed nodes,
{vi,va,..., v}, to maximize information spread under diffusion models; and (3) network robustness ex-
amines the impact of node removal on network connectivity, modeled as an optimization problem with an
objective function f(G \ ), where S C V represents the set of removed nodes.

« Bridging gaps in existing surveys: Despite prior studies focusing on specific aspects such as centrality, influ-
ence propagation, and critical node deletion problems, there exists a lack of unified discourse regarding the
methods and application scenarios of machine learning techniques in recent years. As presented in Table 1,
this study bridges this gap by integrating artificial intelligence methods. These methods will be classified
based on their methodological foundations and practical applications. Via comparative analysis, the study
underscores the advantages, limitations, and applicability of these methods across different network types.

« Comprehensive review of methodologies: From a methodological standpoint, this study analyzes nine key
node identification techniques across various network structures and dynamic environments as tabulated
in Table 2. This includes traditional topology-based approaches (e.g., centrality and shortest paths), opti-
mization and control-based frameworks, information diffusion models, machine learning-driven methods,
and recent advances in dynamic and higher-order networks.

In this paper, we conduct a structured and comprehensive study of this field. We not only review the existing
identification of key nodes in the network and the understanding of application scenarios from the perspective
of network structure, methodology, and application scenario, but also discuss key challenges and unresolved
issues. Note that the definitions of symbols used in this paper are provided in Table 3.
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Table 2. Overview of structure, categorization and contributions.

Ranking methods

Categories

Details and contributions

Neighbors-based

2.1 Degree centrality

2.2 K-shell decomposition
2.3 H-index

2.4 K-truss

2.5 Structural hole

2.6 Neighborhood similarity

Focus on local structural features, including node degrees,
coreness, neighbor influence, and cohesive subgraphs,
providing intuitive and efficient influence estimation.

Eigenvector-based

3.1 Eigenvector centrality
3.2 Katz centrality

3.3 Pagerank algorithm
3.4 Voting mechanism

Utilize spectral properties and iterative propagation
principles to assess global influence, emphasizing
connections to other influential nodes.

Path-based

4.1 Betweenness centrality
4.2 Closeness centrality
4.3 Random walk

Measure node importance based on shortest paths,
traversal distances, or probabilistic walks, capturing both
local and global topological information.

Control-optimization based

5.1 Network control

5.2 Maximization of connected component
5.3 Minimization of pair connectivity

5.4 Minimum spanning tree

Formulate node selection as optimization or control
problems, identifying key nodes for structural stability,
synchronization, or influence maximization.

Machine learning-based

6.1 Information entropy
6.2 Clustering coefficient
6.3 Machine learning

6.4 Reinforcement learning

Leverage machine learning models, including classical,
deep, and reinforcement learning, to learn influence
patterns from structural or dynamic features.

Comprehensive index-based

7.1 Gravity formula
7.2 Multiple metrics
7.3 Topsis and entropy-weight

Integrate multiple metrics or criteria into unified indices,
achieving more balanced and adaptable node ranking by
considering multiple dimensions of importance.

Information propagation-based

8.1 Diffusion model
8.2 Dynamical sensitivity

Estimate node influence through simulation or modeling of
propagation dynamics, linking rankings to spreading.

Higher-order networks

Capture complex relational patterns beyond pairwise
links to improve influence identification accuracy.

Dynamic networks

Address temporal evolution of networks to track time-
dependent variations in node importance.

Table 3. Table of symbols

Symbol

Definition

G

V={vi,v,..., Va}

Graph
Set of nodes

Set of edges, ¢;; denotes an edge connecting nodes v; and v,

Set of first-order and second-order neighbors of node v

E={en,e3,..., eijlvi,vj € V}

n=1V| Number of nodes

m=|E| Number of edges

' (v) Set of first-order neighbors of node v
N(v)

dij Path between vertices v; and v;

oy Shortest path length between two nodes
A ={aij}tnxn Adjacency matrix

k(vi) Degree of vertex v;

Aijk Triangle formed by nodes v;, v;, and v
X =[x1,x,..., Xn] Eigenvector of the network
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Critical Nodes
Identification in
Complex Network

Network
Robustness

High-order Networks

Figure 1. Taxonomy of critical node identification methods in complex networks.

2. NEIGHBORS-BASED RANKING METHODS

In complex network analysis, the contribution of neighbors can better measure the importance of nodes, and
the essence of the node’s position and role in the network can be captured through domain information. This
section discusses node ranking methods based on the neighbor information of nodes in the network topology
as displayed in Table 4. They can provide a detailed perspective on node importance by considering the local
network structure, strike a balance between computational efficiency and accuracy, and are suitable for large-
scale networks.

2.1 Degree centrality

In the study of social network structures, Bavelas et al.!'*! introduced the concept of centrality, and Niemi-
nen et al.l'4 addressed the complex and cumbersome calculation of point centrality metrics by proposing a
direct measure of node importance through the adjacency matrix. Specifically, the degree of node v; is defined

as follows:

D'(v;) = Zaij, aij € A ={aij Yuxn- (1)

J=1

The advantage of this metric is that it is intuitive and easy to understand, with simple computation. However,
the node degree metric cannot have comparability across networks of different scales. Building on this, the
concept of degree centrality for the entire network is introduced, defined as:

n

k(Vi):Zaij/n_l- ()

J=1
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The improved metric enables comparisons across networks of varying sizes. Intuitively, a node with more
neighbors is likely to be more influential. However, this metric only considers the local state of node v; and
cannot take into account the local environment of the node. To address the limitations of high computational
cost and low local relevance in centrality measures, Chen et al. [15] introduced semi-local centrality (SLC),
which incorporates the degrees of both first and second-order neighbors with flexible parameters. While de-
gree centrality performs effectively in scenarios with low diffusion probabilities, SLC is better suited for larger
diffusion probabilities, capturing broader network influence. To mitigate the sensitivity of centrality measures
to diffusion probabilities, Ma et al.[*! proposed Laplacian centrality, which measured node influence by the
energy change of a network after node removal. It can be easily computed using node degree, significantly
reducing computational complexity and offering good scalability, though it only considered nodes and their
first-order information. Zhu et al. '”) introduced an Improved Laplacian Centrality (ILC) based on the self-
consistency concept, incorporating global topological structure information.

2.2 K-shell decomposition

Kitsak et al.'8) proposed the k index based on node local neighbors, which characterizes the topological
structure of each node in the network. The method starts by removing all nodes with k(v) = 1 from the
network, and these nodes are defined as ks(v) = 1. This process repeats until only nodes with k(v) > 2
remain. Next, all nodes with k(v) = 2 in the subgraph are removed, and these nodes are assigned an index
of ky = 2. This process continues until only nodes with k(v) > 3 are left. The procedure stops when no
nodes remain in the subgraph. In this way, each node is assigned to a corresponding k-shell layer, and the
overall k-shell decomposition is obtained. This method has low time complexity, but it cannot distinguish the
importance of nodes within the same layer.

To distinguish the importance of nodes within the same k-shell layer, the k-shell index overlooks the edges
connected to the deleted nodes and the removal order of nodes during the node ranking process. Zeng et al. [l
proposed the Mixed Degree Decomposition (MDD), which combines the degree of remaining and removed
nodes to better distinguish nodes in the same k-shell layer. This method is effective in networks with special
structures, such as trees, stars, and regular graphs. Li et al.[?°) further classified neighbors by removal order and
assigned weights to more accurately capture a node’s spreading capability. Liu et al. 2! estimated node influence
using the shortest distance to core nodes, while Zareie et al.!*?) used the distance to the network boundary as
a proxy for core proximity. However, the O(n?) computational complexity of shortest path calculations poses

challenges for large-scale networks.

Extensive numerical simulations have shown that in some networks, nodes with high k-shell indices, even
those classified as core nodes, are not always the most influential in information propagation>-??, This in-
dicates a discrepancy between the actual network core and the k-shell decomposition index. Ibnoulouafi et
al.?! introduced M-Centrality, which integrates the k-shell index with the degree variation features of both
nodes and their neighbors. This metric demonstrates robust performance in dynamic transmission and net-
work connectivity, while maintaining a time complexity of O(n). Liu et al.*! proposed a link entropy metric
that quantifies link diversity within shells by averaging the link diversity of nodes within the same shell. By
normalizing for varying node counts, this method effectively distinguishes true core nodes from quasi-core
groups. Additionally, Liu et al.*! argued that dense interconnections among core nodes could hinder effec-
tive information diffusion. They introduced edge diffusion importance by removing edges with low diffusion
intensity between nodes, and applying k-shell decomposition to the pruned network, yielding a more accurate
characterization of node importance.
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2.3 H-index
H-index is originally designed to gauge the impact of academic journals and researchers. Lii et al.**) extended
the H-index to measure node importance in networks. The H-index of node v; is defined as:

hi=H(kji,kjo, ... kjx), (3)

where H(-) is the operator that finds the largest integer / such that the node has at least 4 neighbors with degree
no less than 4. If the H-index of node v; is &, it means that node v; has at least & neighbors with degree no less
than £. In large-scale social citation networks, nodes with the same H-index are often hard to distinguish. To
address this, Liu et al.?”) proposed the LH-index, incorporating both node and neighbor information. Gao
et al.?*) introduced the Weighted H-index for weighted networks by integrating edge weights. Furthermore,
Zareie et al.|**) proposed the Extended H-index centrality (EHC), which considers the cumulative contribu-
tions of all neighbors.

2.4 K-truss

Cohen et al.*°! introduced the concept of K-truss decomposition for a given unweighted undirected network.
Let ¢;; represent the edge between nodes v; and v;. In the K-truss decomposition, the support of edge e;; is
the number of distinct triangles it forms, denoted as:

sup(eij) = |Aijk : Aijk € A, (4)

where A;j; represents a triangle with vertices i, j, and k, k is a common neighbor of the two nodes, and Ag is
the set of all triangles in network G. The higher the support of an edge, the higher its clustering characteristic.
The decomposition proceeds based on edge support. Initially, set the parameter to k = 3. Then, remove edges
in the network with support less than k — 2, and reduce the support of the two other edges forming a triangle
with each edge by 1, updating the network topology. Continue removing edges with support less than & — 2
until all edges in the network have support greater than or equal to k — 2. Nodes removed in this stage are
assigned to the k-truss layer. For the next step, increase k + 1, and repeat the process of removing edges with
support less than k& — 2 until all nodes in the network are completely assigned to the corresponding layers.
Malliaros et al. >} introduced a triangle-graph-based k-core decomposition that refines the analysis of densely
connected networks. Their method calculates the "Trustworthness” of an edge, defined by its participation in a
k-truss (the number of triangles it is part of). This approach offers a more detailed analysis compared to k-shell
decomposition, making it particularly effective for identifying influential communities within networks.

2.5 Structural hole

Yu et al.*?) introduced the concept of “structural hole” to identify key nodes in a network by defining a node

influence matrix P. If there is no direct connection or indirect redundancy relationship between two entities

or communities, the obstruction between them is called a structural hole:
aijj

Pij (5)

Zjerey) @ij’
where p;; represents the proportion of total effort that node v; contributes to maintaining node v, as a neighbor,
and I'(v;) is the set of neighbors of node v;. The network constraint coeflicient of node v; is calculated as:

2
G = Z (Pij+ZPiqqu), q+i,j, (6)

€T (vy) q

where ¢ is an intermediate node connecting v; and v;, and p;, and p,; represent the total effort proportions
of nodes v; and v; in maintaining their neighborhoods with a common neighbor g. A smaller constraint
coeflicient signifies a larger structural hole, making the node more influential in information propagation.
Yu et al.[**! proposed an improved structural hole method (ISH) that integrates degree and nearest-neighbor
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Table 4. Comparison of neighbors-based ranking methods

Title Related works Advantages/Disadvantages
+ Simple and computationally efficient

Degree centrality 03-17]1 — Fails to capture global network structure, only reflects local connectivity of neigh-
bours

+ Suitable for large-scale networks, identifies core nodes
k-shell index (8-25] - Cannot differentiate nodes within the same layer; information spread may not
correlate directly with k-shell values

+ Incorporates degree and neighbor influence
H-index [26-29] - Cannot distinguish nodes with the same H-index, dependent on neighborhood
degree distribution

+ Identifies community cores and modules

K-truss [30.31 ) ) - S

- High computational cost, ineffective in sparse networks
Structural hole [32-37] + Identifies bridging nodes, effective for information spread

- Computationally expensive, requires global information
Neighborhood similarity (38-42] + Beneficial for social networks and recommendation systems

- High computational complexity in large networks

information, effectively identifying critical nodes for information propagation by considering edge weights
based on neighbor degrees.

In contrast, while the k-shell index prioritizes central nodes, it overlooks neighbor interactions and broader
topological features. To address this, Xu et al.**l introduced a local centrality measure (VKC) that combines
neighborhood information with structural hole concepts, using outward-link diversity and network constraint
coefficients. Building on these ideas, Liu et al.**! developed an information control capability index (ICC),
integrating k-shell values and enhanced structural hole theory. Zhao et al.[*® further refined this approach
with the SHKS node ranking index, combining k-shell and structural hole metrics, identifying vital bridging
nodes with lower k-shell indices. While “structural holes” focus on nodes controlling parts of the network,
they typically overlook the broader network topology. The combination of structural hole theory and k-shell

methods enhances the overall network capacity 7).

2.6 Neighborhood similarity

In a network, two similar nodes are more likely to be interested in transmitting the same information, and the
likelihood of information propagating through the edges between the nodes is higher. Wang et al.!*®! defined
the similarity between nodes v; and v; based on the number of their common neighbors. Specifically, the more
common neighbors two nodes have, the more similar they are. The similarity is mathematically defined as:

ITi) NT(v()))I

N CATNINCI ]Ik

(7)

where v; and v; represent the starting node and the randomly selected neighboring node, respectively. Lu et
al.3°! proposed an Extended Similarity Coefficient Ranking Method (ESCRM), which connected the impor-
tance of nodes to the local structural similarity between nodes and their neighbors. Ai et al.[*°! introduced
Resource Allocation Similarity (RAS), simulating resource transfers based on the inverse sum of common
neighbors to capture both structural and functional similarities. Rao et al.!*!! discovered small communities
from the multilayer network by dice neighborhood similarity (DNS), merging smaller communities and gener-
ating larger communities to maximize community influence and find k seed nodes in the multilayer network.
Tong et al.!*?! proposed an Extended Tanimoto Correlation (TC) for topological clustering of neighborhood
sets to measure node importance.
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3. EIGENVECTOR-BASED RANKING METHODS

Eigenvector-based methods evaluate node importance by considering both the number and influence of con-
nections through eigenvector analysis and iterative computation as detailed in Table 5. These methods extend
beyond simple neighbor counting by incorporating the significance of connected nodes. They are extensively
used in social network analysis to identify influential entities, in web search algorithms for page ranking, and
in biological networks to detect critical components. The key strength of these methods lies in their ability to
capture the recursive nature of importance: a node is deemed important if it is connected to other important
nodes. This property enables more accurate assessment of node significance compared to approaches based
solely on local neighborhood information. Nevertheless, such methods entail several limitations, including
high computational cost, sensitivity to parameter settings, and the necessity for cautious interpretation across
diverse network contexts.

3.1 Eigenvector centrality
Eigenvector Centrality (EC) takes into account the importance of a node’s neighbors [“>#41, Tt uses the eigen-
vectors and eigenvalues of the network’s adjacency matrix to measure the importance of nodes. The main idea

is to assume that the importance of node v; is denoted as x;. Thus, the eigenvector centrality of node v; is
defined as:

n

EC(Vi)in=CZa,'jx]', (8)
Jj=1
where c is the proportionality constant, and initializing x = [x1,x2, . .., x,], after several iterations, it converges

'x, meaning x is the eigenvector corresponding to the eigenvalue ¢~! of the

to x = cAx, rewritten as Ax = ¢~
adjacency matrix A. Building on this, Ilyas et al.*3 introduced Principal Component Centrality (PCC) to
identify social hubs in large-scale networks, measuring node influence based on its position using eigenvectors
of the adjacency matrix. To identify influential members in social networks, Estrada et al.[**! defined subgraph
centrality, which sums closed paths within a node’s subgraph, with shorter paths contributing more. Ahajjam
et al.”] proposed the LeadersRank algorithm, ranking nodes based on eigenvector centrality and identifying
communities through second-order neighbors. However, this algorithm primarily bases node importance on

immediate neighbors, leading to slow convergence and neglect of external influences.

To address eigenvector centrality’s localization issue, which concentrates weight on a few nodes, Martin et al. [4*!
introduced a method based on a non-backtracking matrix. This method avoids localization while yielding
similar results to eigenvector centrality in dense networks. Zhong et al.[**! combined Jaccard similarity with
the dissimilarity between nodes and proposed the eigen-centrality from the differences and similarities of
structure (ECDS) centrality method, which takes the weighted sum of the centralities of its neighboring nodes
to form an iterative formula similar to the eigenvector centrality.

3.2 Katz centrality
Katz centrality [*°] extended eigenvector centrality by adding a constant term to describe the importance of the
central node itself. It is defined as:

N
x,-:cZA,',jxj + 3, (9)
=1
where 3 is a constant, and in matrix form, it can be given as x = cAx+4, which is equivalent to x = (I-cA)~! .
Here, x represents the Katz centrality vector for all nodes in the network. It assigns different weights to all paths
in the network, assuming that longer paths are less important than shorter ones. However, it has a high time
complexity and is only applicable to smaller networks with few loops. To address the limitation of betweenness
centrality, which only considers the shortest paths and ignores non-shortest paths, Zhang et al.*'l proposed
the BKC algorithm, which combines path-information and Katz centrality. This approach considers both local
and global features, overcoming the limitation of evaluating node importance based solely on neighboring
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Table 5. Comparison of eigenvector-based ranking methods

Title Related works Advantages/Disadvantages

+ Considers neighbor importance, widely used in networks

Eigenvector centrality [43-49] or impor
- Suffers from localization issues, slow convergence

+ Balances local and global influence

i [50,51]
Katz centrality - High computational cost, sensitive to parameters
. [52-56] + Scales well for large networks, robust
PageRank algorithm - Sensitive to damping factor, ignores node attributes
: ) [57-63] + Simple and adaptable for various networks
Voting mechanism - Affected by network structure, struggles in dense graphs
nodes.

3.3 Pagerank algorithm

Traditional ranking methods for webpages rely on "keyword density”, but this can be undermined by "malicious
keywords”” Page et al.[5? proposed the core algorithm of Googles search engine, Pagerank. The value of node
v; at time 7 is defined as:

PRi(1) = Znajiw, (10)

Jeout
] J

J=1

where k?“’ represents the out-degree of node v;. However, in practice, there are cases where webpages are
unreachable. To address this issue, a random jump probability ¢ is introduced:

PR:(1) = (1 —C)ZajiPR‘,-(t— 1)/k%" + c/n, (11)
J

where c is a constant derived from experiments. In the PageRank algorithm, each node has the same random
jump probability, and the parameter ¢ can be flexibly adjusted based on the network characteristics. The
algorithm measures the importance of a webpage based on the quality and quantity of its inbound links. If a
webpage is linked by many pages or high-quality pages, it is considered to have greater importance.

To address the limitations of PageRank, such as its failure to incorporate node attributes or external informa-
tion, Yang et al.[®* described the frequency and duration of contact between nodes in a directed weighted
network to capture the importance of nodes based on their in-degrees and out-degrees. They proposed the
Two-Way-PageRank method to identify important nodes in directed weighted networks. Hsu et al.!**) intro-
duced the AttriRank model, which integrates node attribute similarity into the ranking process. This model
utilizes random walks, capturing associations between nodes based on both network structure and attribute
similarity. The random walk is framed as a Markov chain, with a transition matrix that balances information
propagation across the network and node attributes. Building on this, Sheng et al.[**! proposed the Trust-
PageRank (TPR) algorithm, which combines attribute similarity and trust values, defined through structural
degree ratios. TPR effectively merges node attributes and network structure to refine node rankings. Su et
al.>*! introduced a cascade failure and directionally weighted PageRank method tailored for power grid net-
works. This approach incorporates grid connectivity, electrical topology, and power flow direction, thus en-
hancing the grid’s resilience by mitigating the impact of cascading failures.

3.4 Voting mechanism

To address the parameter adjustment issue in the PageRank algorithm, Lii et al.[*”) introduced a background
node g in the network, which establishes bidirectional connections with all other nodes, making the network
strongly connected. They proposed the LeaderRank (LR) algorithm. Initially, all pages are assumed to have a
LR value of 1, while the background node has a LR value of 0. After convergence, the LR value for node 7 is
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defined as:
LR,(1.)

LR; = LR;(t.) + — (12)
After traversing all the nodes in the network, the LR value is obtained. Compared to PageRank, LR has stronger
robustness in resisting spammer attacks and random interference. Building on this, Li et al.*®! introduced the
weight-LeaderRank algorithm for weighted networks, which modifies the standard random walk by incorpo-
rating a biased random walk. This adjustment ensures that neighboring nodes receive higher scores, thereby
improving the identification of influential propagators. To address the issue of overlapping influence in meth-
ods such as PageRank, ClusterRank, and k-shell, Zhang et al.!*! proposed the iterative VoteRank method. In
this approach, nodes receive votes from their neighbors, and their importance is determined by the number
of votes they accumulate. This method reduces to degree-based ranking when all nodes have the same voting
ability.
Building on the information of node neighborhood within the network topology, Kumar et al.*°! proposed
the NCVoteRank method, which adjusts the voting weights according to the core degree of neighboring nodes,
adding flexibility to the voting framework. Sun et al.[!] enhanced this concept by introducing the weight-
VoteRank method, which incorporates both the number of neighbors and edge weights, allowing for a more
nuanced measure of node importance in weighted networks. Li et al.l%?] further refined the VoteRank algo-
rithm with the introduction of Linearity and Importance (DIL) (3] This method initializes node scores and
voting abilities based on local importance, and updates the voting capabilities of neighbors in each round.
Through iterative voting, the Top-k nodes with the highest scores are selected, improving the efficiency and
accuracy of the ranking process. These methods collectively advance the VoteRank algorithm by integrating
node neighborhood information, edge weights, and local importance, thereby enhancing the precision and
efficiency of node ranking in complex networks.

4. PATH-BASED RANKING METHODS

Path-based ranking methods assess node importance through the analysis of paths connecting nodes, tak-
ing into account their positions and roles within network connectivity and information dissemination. These
methods characterize the global structure and connection patterns of networks by evaluating shortest paths,
average distances, and random walk processes as detailed in Table 6. Applications include identifying inter-
mediaries and pivotal communicators in social networks, locating critical hubs in transportation systems, and
understanding material or information transfer mechanisms in biological networks. The primary advantage
of these approaches lies in their capability to capture the global influence of nodes and highlight those that
function as bridges or central connection points within the network. However, these methods are compu-
tationally intensive, particularly for large-scale networks, necessitating simplifications or approximations to
ensure practical feasibility.

4.1 Betweenness centrality
Freeman et al.!%* reviewed traditional centrality measures to determine the importance of nodes in social
networks. Based on the connectivity between nodes, they introduced Betweenness Centrality (BC), which

measures the importance of a node by counting the number of shortest paths that pass through the node. It is
defined as:

|dij(V)\
BC(v) = , (13)
v iZ \dij |
JEY
where |d,- j| is the number of shortest paths between nodes v; and v, and |d,~ J (v)| is the number of shortest paths
between nodes v; and v, that pass through node v. BC takes into account the global features of the network,
but its path computation has a high time complexity. Hage et al.[** proposed using the maximum distance

between a node and all other nodes in the network as a measure of the node’s eccentricity centrality, ECC. The
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eccentricity centrality of node v; is defined as:

ECC(V,) = max(d,-]-), j=12,...,n, (14)
J

where the network diameter is the maximum eccentricity value among all nodes in the network G, and the
network radius is defined as the minimum eccentricity value among all nodes. Clearly, the node whose eccen-
tricity centrality value equals the network radius is the central node. Boccaletti et al.[*%) proposed the Average
Shortest Path (ASP) index, which measures a node’s importance based on its effective information transfer to
all other nodes. The ASP index is defined as the sum of the shortest path distances from a node to all other
nodes, standardized by the total number of node pairs in the network. However, the ASP index becomes in-
effective when a node is removed, as it can disconnect the network. To address this, Lii et al.[*”) introduced
the Relative Change of Average Shortest Path (RASP) centrality, which focuses on the change in the average
shortest path in the network after a node is removed. RASP measures the node’s importance in maintaining
network connectivity by calculating the relative change in the average shortest path.

To address the high time complexity of betweenness centrality, Song et al.[%8) introduced load centrality (LC),
which measures the change in network paths after node removal to assess the node’s impact on connectivity.
Ventresca et al.[*°! developed the CNDP algorithm, which determines node connectivity and capacity based
on path length, the number of paths, and network scale. Many real-world networks display hierarchical and
modular structures. Zhang et al.””) proposed a multi-scale node importance metric using a kernel function,
where bandwidth determines the range of interactions. Small bandwidth captures short-range interactions,
while large bandwidth highlights long-range interactions, offering insights into node influence across difter-
ent scales during dynamic processes. In power systems, Yang et al.[”"] introduced the Electric Observability
Capability Index (EOCI) and the Electrical Dynamic Characteristics Index (EkI) to identify critical nodes
influencing power system observability and controllability. Kianian et al.!”?) used degrees and independent
influence paths to approximate influence propagation, reducing computational cost by pruning insignificant
nodes. Xiao et al.[”*! applied Local Average Shortest Path with extended Neighborhood concept (LASPN) the-
ory to identify critical nodes, combining local average shortest paths and extended neighborhoods for efficient
processing in large-scale networks.

4.2 Closeness centrality

To address the interference of special values in paths, Freeman et al.'”* introduced Closeness Centrality by
calculating the average distance of a node to all other nodes in the network. The smaller the average shortest
distance d; from node v; to other nodes in the network, the closer node v; is to the other nodes in the network.

[74]

The reciprocal of d; is defined as the closeness centrality of node v;:

ccly=+ -t (15)

d D J# dij ‘
In a connected network, the smaller the average distance between a node and all other nodes in the network,
the larger the closeness centrality of that node. This can be understood as determining the importance of a
node by the average transmission time of information in the network. To improve closeness centrality for
network efficiency, Latora et al.”*] extended betweenness centrality to disconnected networks and proposed
the EFF index. However, this approach requires calculating the distances between all node pairs, which is
computationally expensive for large networks. To reduce this complexity, Salavati et al.”¢) applied the Louvain
community detection algorithm to identify network communities. By maximizing modularity, they extracted
community structures and selected key nodes using betweenness centrality. They also introduced a method to
identify gateway nodes linking communities and reduced computation by focusing on a subset of special nodes.
Okamoto et al.””! proposed the RAND algorithm to estimate average node distances efficiently. It selects
top candidate nodes based on these estimates and ranks them precisely, balancing computational efficiency
with accuracy. Sheng et al.[”® introduced the global and local structure(GLS) method, which calculates the
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Table 6. Comparison of path-based ranking methods

Title Related works Advantages/Disadvantages

+ Captures shortest paths, global influence, robustness

Bet tralit [64-73] - - o
etweenness centrality - High computational cost, sensitive to network changes
+ Measures reachability efficiency, effectiveness
Closeness centrality [74-78] — Ineffective in disconnected networks, computationally expensive in large

graphs

+ Models information spread, considers network topology, improves influ-
Random walk [79-81] ence ranking
- Computationally intensive, rely on walk length

influence of nodes by considering common neighbors and structural characteristics. This method combines
local and global structural influence based on their information exchange capabilities.

4.3 Random walk

Currently, methods for identifying key nodes based on heuristic centrality measures are used only for specific
network topologies or unique dynamic models for analysis and demonstration. Tannelli et al.!”®) proposed a
method based on the random walk effective distance Ds.W(/l) between pairs of nodes, using the adjacency
matrix A;; and the diffusion dynamic parameter A to quantify the influence of nodes during the network
diffusion process. The ViralRank score for node v; is defined as the average random walk effective distance
between all source nodes and target nodes in the network:

n) = 5 3 (DEY 0+ DEY ().
' L (16)
DEY()=-In (If - e_AP(j))' e pt),
k%) 8
where i # j, DXV =0, PU 10 e RIN-DX(N-D are partition matrices of the Markov matrix, (P);; =
A;ij/ Xk Aik, and the identity matrix (/);; = 6;; are obtained by removing the i-th row and j-th column, respec-
tively. p/) is the j-th row of P after removing the v;-th element. A node’s smaller average effective distance
means a higher ViralRank score, indicating central nodes cause larger outbreaks than peripheral ones as "seed”
nodes. Dong et al.[®) proposed the Semi-Local Centrality (SLC) method, integrating topological features with
dynamic processes. SLC starts a random walk from node v;, adding influential neighboring nodes to the path.
The SLC of a node is defined by the length of the random walk path formed by its influential neighbors, im-
proving the accuracy. To address the limitations of current centrality measures and their incompatibility with
distributed environments, Kermarrec et al. [8!] proposed second-order centrality, which calculates the standard
deviation of return times recorded by each node during a random walk. This approach supports distributed
computation and provides a local value for each node, reflecting its relative importance. It allows unbiased
identification of key nodes through random walk, enabling a global understanding of network topology.

5. CONTROL-OPTIMIZATION BASED RANKING METHODS

Control optimization-based ranking methods identify key nodes by employing network control theory and
optimization techniques. These methods aim to characterize the influence of nodes on network dynamics,
controllability, and connectivity, offering valuable insights for applications in security, robustness enhancement,
and regulation of dynamic processes as detailed in Table 7. In security, they help detect vulnerable links and
improve resilience against attacks. In infrastructure networks, they aid in designing effective control strategies.
The primary advantage of these approaches lies in their ability to offer a dynamic and interactive perspective
on node importance, revealing the impact of individual nodes on overall network functionality and stability.
However, these methods face challenges such as high computational complexity and control and optimization
theory.
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5.1 Network control

Existing research has highlighted the importance of specific nodes in regulating network dynamics and func-
tionality. Li et al.l®?] employed the Watts-Strogatz propagation model to explore spreading mechanisms in
small-world networks. Their analysis of delayed control propagation with linear and nonlinear feedback con-
trollers demonstrated how network parameters influence stability and oscillatory behavior. Ghosh et al. [8?]
emphasized the critical role of dynamic synchronization in maintaining global network coherence. Their
findings showed that proper weighting procedures significantly enhance synchronization in static complex
networks, with key nodes exerting disproportionate influence on system stability. D’Souza et al.!**} proposed
a framework for network control that integrates node dynamics and macroscopic network properties, refining
control strategies through higher-order interactions. Liu et al.!*> developed analytical tools to assess the con-
trollability of arbitrary directed networks, establishing that the number of driver nodes required for full control
is primarily dictated by the network’s degree distribution. Their work uncovered a fundamental relationship
between network structure and control feasibility: sparse, heterogeneous networks are the most difficult to
control, whereas dense, homogeneous networks require fewer driver nodes. The controllability of a system
governed by linear time-invariant dynamics:

ds(t)

~ = = Ax(r) + Bu(@), (17)

where x(#) € R represents the system state of N nodes at time 7, A € RV*V is the adjacency matrix encoding
interaction dynamics, and B € R¥*M identifies the driver nodes influenced by control inputs u(z) € RM. The
system is controllable if and only if the controllability matrix, C = (B, AB, ..., A""'B) € RVNM The system
is controllable if and only if Rank(C) = N, meaning it can transition from any initial state to any final state
within a finite time. Furthermore, the minimum number of driver nodes Np required for full control can
be estimated using the structural controllability framework as Np = max{l, N — rank(A)}. To address the
problem of identifying an optimal driver node set for minimizing control cost, recent studies have proposed
formulations such as
: ) . dx(1)

min lu(r)|~  subject to ek Ax (1) + Bu(r), (18)
which seeks the control input u(#) with the smallest energy expenditure required to guide the system toward the
desired state. To address the minimal-cost control problem, Ding et al.[#®! proposed the Projection Gradient
Method Extension (R-PGME) algorithm, which leverages Monte Carlo simulations and identifies a minimal
set of key nodes for effective control. Lu et al.!*”) applied the Warshall algorithm to Boolean control networks
(BCNs), determining the smallest set of nodes required for stability in large-scale systems. Expanding on
these approaches, Zhu et al.!*¥) integrated structural information and developed a low-complexity structural
controller for large-scale Boolean networks, efficiently identifying the minimal feedback node set for robust
control.

The eigenvalues of the Laplacian matrix play a critical role in pinning control and network controllability, di-
rectly influencing the selection of optimal driver nodes for synchronizing large-scale networks. Yu et al.[*]
proposed a distributed adaptive strategy that adjusts coupling weights based on local node dynamics to achieve
synchronization, later extending their work to establish synchronization criteria for various network topolo-
gies, including strongly and weakly connected graphs[*°). Ding et al.[*!) demonstrated that denser and more
homogeneous networks exhibit superior controllability, with controlled nodes typically having lower in-degree
than the network average. Amani et al.[*? introduced the Eigenvalue Sensitivity Index (ESI), which ranks
nodes using extremal Laplacian eigenvectors to estimate their importance in pinning control. They further
developed a computationally efficient method based on sensitivity analysis of the Laplacian matrix to identify

93l Liu et al.[** evaluated pinning effectiveness via the smallest eigenvalue of the

near-optimal driver nodes
grounded Laplacian, linking controllability to network structure. Several optimization strategies have been in-
vestigated. Wang et al. %) achieved full network control through structural perturbations using a single driver

node. Bof et al. | showed that energy-efficient control depends on the left and right Perron eigenvectors of the
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network matrix. Zhou et al.!*”) proposed the ControlRank metric, validating degree-based rankings in scale-
free networks. Liu et al.[®! refined driver node selection by prioritizing nodes with the largest eigenvector com-
ponents corresponding to the dominant Laplacian eigenvalue. Bomela et al.!*) applied the Moore-Penrose
pseudoinverse of the Laplacian to identify Most Influential Nodes (MIN) in oscillatory networks. Recent stud-
ies have emphasized minimal intervention strategies. Jiang et al.!'°! showed that large-scale synchronization
can often be achieved with minimal control effort or higher-order interactions. Sun et al.['] analyzed opti-
mal control in reaction-diffusion networks, revealing the influence of topology and diffusion parameters on
epidemic dynamics. Collectively, these works highlight the strong interdependence between spectral proper-
ties, network structure, and dynamic processes, underscoring the value of targeted interventions for achieving
efficient and robust network control.

The contribution of network edges, including loops, to overall network dynamics is fundamentally governed
by the eigenvector corresponding to the smallest nonzero eigenvalue of the Laplacian matrix, known as the
Fiedler vector. The cumulative effect of all edges is encapsulated in the network’s algebraic connectivity, which
dictates synchronization and diffusion properties. Zhang et al.!'°? analyzed the impact of adding feedback
edges in directed acyclic graphs (DAGs) on consensus behavior in multi-agent systems. They identified dis-
ruptive feedback edges that degrade convergence speed and formulated a necessary and sufficient condition
for their identification. Mo et al.1°*) extended this by introducing a topology-based optimization framework
for directed graphs, enabling the systematic selection of edges that enhance convergence. They demonstrated
that in strongly connected weighted digraphs, the second smallest Laplacian eigenvalue remains real and estab-
lished conditions for edge selection that improve consensus dynamics. Jiang et al.!'°* proposed a method to
assess the importance of loops in complex networks, ranking key loops based on their influence on the Fiedler
value. Similarly, Cao et al.!'°5) developed a theoretical framework for synchronization acceleration by opti-
mizing directed edge placement and weights. They derived a necessary and sufficient condition for selecting
edges that enhance convergence, allowing efficient identification through Laplacian eigenspace computations.
Zhang et al.!'% reaffirmed the existence of disruptive feedback edges in DAGs and explicitly constructed
conditions for their identification. Gao et al.!'”} further examined how weighted edge additions influence
algebraic connectivity in directed graphs, proving that changes in Laplacian eigenvalues are localized within
subgraphs containing the added edges. Their findings underscore the dependence of algebraic connectivity on
edge weight, range, and distribution along network paths. These studies further reveal how interventions of
network edges and cycles control dynamic behavior, highlighting the role of spectral properties in optimizing
synchronization and controllability.

5.2 Maximization of connected component

In a network, there exists a set of important nodes that influence the network’s robustness and connectivity.
By removing these nodes or attacking the network, we can identify a critical set of nodes. Deleting this set of
nodes can minimize or maximize the connectivity components (such as the largest connected component or
node pair connectivity) in the remaining network, which is known as the Critical Nodes Deletion Problem.
Aringhieri et al.'®] designed a general framework to address several classic critical node problems (CNPs),
specifically: (1) Pairwise connectivity: Minimize the number of connected node pairs in the remaining net-
work by deleting up to K nodes, ensuring the pairwise connectivity is reduced to a threshold P. (2) Largest
connected component: Minimize the size of the largest connected component in the remaining network by
deleting up to K nodes, ensuring its size cannot exceed a threshold L. (3) Number of connected components:
Maximize the number of connected components in the remaining network by deleting the fewest nodes possi-
ble, ensuring it meets or exceeds a threshold N. It discusses greedy algorithm design rules for these problems
and proposes general algorithms for solving various CNPs, providing solutions for subsequent derivations and
improvements of CNP models. Alozie et al.['! focused on optimizing distance-based connectivity metrics
by removing a subset of nodes. They aimed to minimize two specific metrics: (1) the number of node pairs
connected by the longest path, and (2) the Harary index or efficiency of the graph. To achieve this, they pro-
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Table 7. Comparison of control optimization-based ranking methods

Title Related works Advantages/Disadvantages

+ Beneficial for dynamic networks and control applications, quantifies node
Network control [82-107] controllability
- Requires accurate network topology information; relies on control theory

+Increases network fragmentation, applicable to security and IDS applica-
[108-121] tions

- Excessively breaks the network, affecting normal operations

Maximization of connected
Component optimization

Minimization of pair [122-139] + Effective in suppressing spreading and network attacks
Connectivity optimization - High computational demand in large-scale network

+ Simple and computationally efficient

i | [140-145]
Minimum spanning tree - cannot fully capture network complexity and dynamics

posed a general mixed-integer programming formulation and a separation algorithm based on breadth-first
search (BFS) tree generation, designed to solve the constraint inequalities.

Thulasiraman et al. ') evaluated node value using cut vertices and edges for network diagnostics and security,
employing link testing and node connection statistics. In protein interaction networks, Boginski et al.['!]
aimed to identify key nodes by solving the Cardinally Constrained-CNDP (CC-CNDP), defined as minimizing
the set of deleted nodes R such that the largest connected component in the remaining subgraph G(V \ A) of
the network cannot exceed L, as follows:

minimize Zvi
iev
st ej+vi+tv; =1, VG, j)eE, (1)
eijtep—en <1, Y, j,k)eV, (2)
ejj—ejr+en <1, V(@ jk)eV, (3) (19)
—ejteten <1, V(i j k) eV, (4)
Die <L (9
ijev
vie{0,1}, VieV,e;€{0,1}, VijeV, (6)

—

where ¢;; represents the edge between nodes v; and v;, (1) ensures that there is an edge between nodes v; and
v, meaning that both nodes are in the network, (2-4) constrain the connectivity of the node set (i, j, k) to be
minimal, and (5) constrains the size of the largest connected component in the network. This CNDP problem
is transformed into an integer programming optimization problem to identify critical network disruptions
and target proteins for drug neutralization. In self-organizing networks, Karygiannis et al.!''?) defined critical
nodes as breakpoints under failures or attacks. They used graph theory’s vertex and edge cut principles to
reveal network vulnerability through subgraph generation and involved solving optimization problems where
their removal satisfies specific constraints.

Furthermore, Arulselvan et al.[113] proposed a risk management-based method to detect a set of nodes that,
when deleted, cause the connectivity index of the resulting subgraph to fall below a threshold. This problem
is defined as the cardinality-constrained critical node problem (CC-CNP) and modeled as an integer linear
programming (ILP) problem, which is solved using a heuristic genetic algorithm. In social networks, there
exists a set of k mediator nodes aimed at maximizing the probability of information activation from a source
node to a target node. Li et al.[''*l defined this problem as the k-Mediators problem. Based on the independent
cascade propagation model, they optimized information propagation by considering path probability effects
and structural connectivity, using the product of edge weights to more accurately simulate the information
spread process. They proposed a three-step greedy method to iteratively construct the best propagation tree
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(BPT), connecting all source and target nodes and optimizing the propagation paths to maximize activation
probabilities. Ventresca et al.!''* developed a multi-objective critical node detection algorithm. It removes
nodes to maximize the connected components in the remaining network while minimizing the size variance
among these components. Veremyev et al.['') introduced two critical node deletion problems: (1) deleting
K nodes to minimize the remaining connected node pairs; (2) deleting the fewest nodes to ensure the largest
component has no more than L nodes. They reduced the solving time through constraints, making it possible
to tackle large-scale network optimization issues. Ren et al.!''”) proposed a reverse greedy strategy to identify
nodes crucial for maintaining connectivity. Starting from an empty network, it adds nodes with the least
impact on the largest component, ranking by addition order, with the last added node deemed most critical.

To address the high computational costs of greedy algorithms on large networks. Wang et al.!''8) developed
a community-based greedy algorithm using node edge weights for propagation speed, incorporating infor-
mation diffusion for community detection and dynamic programming to identify influential nodes. Lam et
al.'*) ysed simulations in the NetLogo multi-agent environment to identify critical infrastructure compo-
nents, assessing node failure impacts via attack scenarios and the giant component metric. Ventresca et al.[2°]
proposed a depth-first search method with O (|V|+|E|) complexity, integrated into greedy algorithms for quick
key node identification in large networks, enabling efficient CNDP objective function solving. Tang et al.[12!]
introduced a Discrete Shuffling Frog Leaping Algorithm based on virtual frog population topology, featuring

novel encoding, evolution rules, and a local degree-based replacement strategy for efficiency.

5.3 Minimization of pair connectivity

122

To minimize pairwise connectivity by removing a fixed number of nodes, Di Summa et al.['??! proposed an

ILP model with non-polynomial constraints, as follows:

maximize Z ejj
ijEV,i#]
s.t. ZV,‘SK, (1)
9%

Vi+v;>ejijeE, (2 (20)
eij+ejr—en =00, j,keK,i<j<k, (3)
eij—ejx+en =00, j,keVi<j<k, (4

—ejteptex 20,i<j<k, (5
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where constraint (1) limits the number of deletions to K, while (2) ensures that removing an edge implies
removing both its endpoints. Constraints (3)-(5) enforce connectivity dependencies, ensuring that if {7, j} is
disconnected in the remaining graph, then the node pairs (i, k) and (k, j) cannot be connected.

In small-scale networks, heuristic algorithms are commonly used to identify critical nodes that impact con-
nectivity. Arulselvan et al.'?*] employed a combinatorial heuristic integrating integer programming to effi-
ciently minimize pairwise connectivity by selectively removing nodes. Similarly, Shen et al.[?%] introduced an
adaptive algorithm that identifies critical nodes without requiring full recalculations after topological changes,
enhancing efficiency and response speed. Ventresca et al.!'>*! developed an approximation algorithm for
undirected, unweighted graphs, combining ILP with randomized rounding. By handling vertex and trian-
gle inequality constraints separately, their method effectively reduces subgraph connectivity while capping
the number of deleted nodes at k, with solution quality bounded by a constant factor. Dinh et al.['?¢] assessed
network vulnerability under dynamic conditions using expected pairwise connectivity (EPC) as a metric, trans-
forming the problem into a stochastic optimization framework based on probabilistic graphs. Sarker et al.[1?7]
proposed an enumeration algorithm that accounts for connection costs and node weights, achieving high time
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efficiency and controlled complexity. Their approach, applied to river drainage networks, confirms power-law
fragmentation behavior following the removal of critical nodes.

To address the complexity and accuracy balance in identifying critical nodes in large-scale networks, Pul-
lan et al.['?®) proposed a Greedy Randomized Adaptive Search Procedure (GRASP) with Path Relinking. The
algorithm introduces an evolutionary path relinking mechanism during the path search process. It was shown
that the GRASP with Path Relinking is more efficient than algorithms such as neighborhood search and sim-
ulated annealing in solving the CNDP. Addis et al.[*?°! proposed a "hybrid” heuristic algorithm based on the
basic greedy algorithm. By combining two greedy rules, "node addition and deletion,” the algorithm addresses
the CNDP problem of removing K nodes to minimize the residual network connectivity. The algorithm alter-
nates between node addition and deletion operations in the feasible solution space, effectively avoiding local
optimal solutions. Chen et al.[*°! focused on the critical node fragmentation problem in weighted networks.
They proposed a non-convex mixed-integer quadratic programming (MIQP) model for undirected weighted
networks. A greedy algorithm is employed to approximate the optimal solution, and the algorithm iteratively
selects K critical nodes (Critical Node Set, CNS) that cause the most significant decrease in network pairwise
connectivity, identifying the critical node combination that maximizes network performance.

To mitigate the high computational complexity of the critical node deletion problem, Ventresca et al.['*'] em-
ployed a population-based incremental learning algorithm combined with combinatorial simulated annealing
to detect critical nodes, leveraging depth-first search to minimize pairwise connectivity. For dense networks
where pairwise connectivity computations remain O (n?), Shen et al.['*?! developed a hybrid iterative linear pro-
gramming rounding (HILPR) algorithm, which transforms the problem into ILP, improving solving efficiency
through local search and constraint pruning. Ventresca et al.!'**) proposed a region-growing dual-criterion
method using LP relaxation to iteratively expand a fixed-radius ball, providing a logarithmic approximation
for optimal node removal. Addressing weighted social networks, Yin et al.[**l introduced the Mixed Strength
Decomposition (MSD) method, dynamically setting thresholds for node removal based on connection weights,
improving the precision of critical node identification. These advancements enhance computational efficiency
in solving CNDP, enabling more effective identification of critical nodes in large-scale networks.

Recent studies have focused on optimizing critical node detection and network robustness under adversarial
conditions. Zhang et al.[**] formulated the Critical Node Detection problem in interdependent networks as a
Bi-objective Optimization Problem (BICND) and designed a method integrating single-layer and multi-layer
network transfer. This approach reduced algorithmic complexity while enhancing accuracy in identifying
critical nodes. Fortz et al.'**) proposed a compact integer programming formulation for the node attack
optimization problem using pseudo-components within a two-level model, addressing performance limita-
tions of prior iterative methods. Jiang et al.[*”] introduced the EBC method, leveraging loop structures to
assess network robustness against targeted attacks and precisely identify edges critical to resilience. Kouam
et al."*®) simulated adversarial behavior to evaluate node influence, modeling attack progression toward the
target. Zhou et al.'*) examined the NP-hard nature of the protection node problem and optimized key node
selection via an influence redundancy mechanism. By minimizing the adjacency matrix’s spectral radius after
key node removal, they demonstrated submodular properties in the objective function and achieved an approx-
imation ratio of O(N log N). These advances enhance network resilience by refining critical node and edge,
offering efficient solutions for targeted attacks. The multi-area power system can be described using power
grid models and associated control models. In contrast, the networked 7 — S fuzzy system is modeled using
T — S fuzzy models that consist of multiple fuzzy rules. The research on "Critical-metrics-based attack strategy
and resilient H,, state estimator design for multi-area power systems” presents a critical-metrics-based attack
strategy. From the attacker’s perspective, this strategy targets the critical information packets in the key areas
of the power system, thereby amplifying the impact of the attack on system performance. Correspondingly,
from the defender’s perspective, a resilient state estimator is designed to alleviate the adverse effects of potential
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critical-metrics-based attacks.

5.4 Minimum spanning tree

Chen et al.[%°] evaluated the relative importance of two sets of nodes by comparing the number of spanning
trees in the remaining network after node deletion. The fewer the number of spanning trees in the correspond-
ing network after removing a set of nodes and their associated edges, the more important that set of nodes is
considered to be. This method is simple to compute and provides a more accurate reflection of node impor-
tance. When the network size is large, the algorithm complexity of solving the problem increases. To improve
the solving efficiency, the objective function is decomposed into multiple subproblems. Di Summa et al.!*#!]
studied the minimization of the number of connected node pairs in the remaining graph after node deletion,
designing the network as a tree structure to extend the solution to the CNP subproblem. Hermelin et al.[14?]
discussed the Critical Node Cut (CNC) problem: given a graph G with n vertices, determine k nodes, and after
their removal, the remaining graph has at most x connected node pairs. Using a parameterized method, they
proved that the problem can be solved in polynomial time by preprocessing it into a subproblem with lower
complexity.

Regarding the linear framework of the network traffic and connectivity constraint problem, Addis et al.[14?]

focused on the combinatorial problem of node deletion. They provided a dynamic programming recursive
method for solving the tree decomposition problem based on graphs, which can solve the CNP problem in
polynomial time on general and special graphs (split graphs, bipartite graphs, and the complements of bipar-
tite graphs). Aringhieri et al.!'*
neighborhood search frameworks to achieve maximum fragmentation of graphs. They designed two com-
putationally efficient neighborhoods, evaluated different exploration strategies, and found that the improved
strategy produced a large number of new best solutions. Using betweenness centrality, they were able to re-
duce the runtime without compromising the solution quality. Wang et al.['**) combined the advantages of the
minimum spanning tree (MST) structure and the minimum connected dominating set (MCDS) properties,
introducing edge weight normalization to calculate the connection strength between nodes. They defined the
MCDS efficiency (SEW) and excluded non-critical endpoints, further distinguishing node importance.

proposed two metaheuristics based on iterative local search and variable

6. MACHINE LEARNING-BASED RANKING METHODS

Machine learning-based ranking methods have transformed the identification of influential nodes in com-
plex networks by leveraging advanced techniques such as information entropy, clustering coeflicients, graph
neural networks, and reinforcement learning to capture intricate structural patterns and relationships. These
methods find applications in diverse domains, including social network analysis, information diffusion, net-
work security, and infrastructure management as detailed in Table 8. Compared to traditional approaches,
machine learning enables more accurate and nuanced assessment of node importance, while also being capa-
ble of handling large-scale networks and capturing nonlinear dependencies that conventional methods may
overlook. However, these approaches introduce new challenges, such as the requirement for extensive training
data, dependence on model design and generalization capability, and limitations in computational resources.

6.1 Information entropy

Entropy-based measures quantify the uncertainty or diversity in information propagation and have been widely
applied to assess node centrality. Nikolaev et al.["*®! introduced entropy centrality, which evaluates a node’s
potential for dissemination via discrete Markov processes. Specifically, a node’s entropy centrality is defined as

N
H == () + pii) logy(p}? + pii). (21)
=1
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The term pf]'.) + pl(]') represents the probability that an object originates from node v; and that during 7 time

periods, the node itself is found to possess node v;. Higher entropy indicates a more uniform spread, implying
greater unpredictability in the information’s destination. Building on this foundation, Zareie et al.!'*”) incor-
porated Shannon entropy and Jensen-Shannon divergence to develop the Diversity Strength Ranking (DSR)
and Extended DSR (EDSR) algorithms, which account for both neighbor dispersion and influence range.
Other studies have leveraged entropy in various contexts. Nitt et al.!'*8) proposed a degree centrality mapping
entropy (ME) to identify critical nodes through local interactions. Similarly, Fu et al.['**! defined global node
information entropy based on the k-shell index. To address the issue in the VoteRank algorithm where all
nodes are roughly assigned the same voting capacity and attenuation factor during voting, Guo et al.[**°! ad-
dressed limitations in VoteRank by introducing the EnRenew algorithm, which integrates connection-based
entropy and an attenuation factor to update nodes’ propagation capabilities. In response to the susceptibility
of road networks to cascading failures caused by traffic accidents or abnormal events, Xu et al.[*>!] applied
entropy concepts in the Origin-Destination Entropy and Flow (ODEF) and Crossroad Ranking (CRRank) to
evaluate node importance using vehicle trajectory data. Tulu et al.'5?) further developed a Community-based
Mediator (CbM) method that combines internal and external density entropy with node degree to identify
critical mediators in large-scale networks.

Network entropy is typically used to characterize the amount of information encoded in a network structure.
Based on the assumption that removing more important nodes may lead to greater structural changes, Ai
et al.'* defined node importance as the change in network entropy before and after its removal. Wu et
al.[34 proposed k-order entropy combined with betweenness centrality to capture global and local informa-
tion through different order neighbor dependencies. Based on K-shell, the internal and external effects of
155] respectively, to identify
the information disseminator. Li et al.'5¢) further extended this approach by incorporating mutual infor-
mation to derive a centrality measure (EMI) that considers both direct and second-order neighbor eftects,
effectively quantifying redundant and complementary information flows. These entropy-based approaches

neighbor subnet structure are defined as information entropy and cross-entropy!

offer a rigorous framework to evaluate node importance by measuring the uncertainty and diversity inherent.

6.2 Clustering coefficient

The clustering coefficient is a crucial factor in determining the local influence of nodes. Chen et al.!'5”) com-
bined the number of node neighbors, the influence of neighbor nodes, and the clustering coefficient to propose
the ClusterRank method for local node importance ranking, specifically defined as:

si =c(v;) Z (k;?”’ +1). (22)
)

Jel(vi

The local clustering coefficient ¢(v;) of node v; is defined as: ¢(v;) = R(v;)/k(vi)(k(v;) — 1), where R(v;)
represents the number of triangles formed by node v;, and T; denotes the neighbors of node v;. The term ”+1”
accounts for the degree contribution of the node itself to its neighboring nodes. When ranking nodes based
on local centrality, traditional methods overlook the structural connections among neighbors. To address
this, Gao et al.['%8] proposed Local Structural Centrality (LSC), which integrates both the number of a node’s
neighbors and their topological interconnectivity. By incorporating the local clustering coefficient, LSC quan-
tifies the extent to which a node’s neighbors are interconnected, capturing structural nuances often ignored in
purely degree-based metric. The local clustering coeflicient reflects the density of connections among a node’s
immediate neighbors, offering insights into its influence within the network. Nodes with similar local central-
ity values but higher clustering coefficients tend to exhibit stronger propagation capabilities, as their tightly
connected neighborhoods facilitate more effective information diffusion. In addition, the traditional K-truss
method, which decomposes networks based on edge clustering, may be affected by “false cores” when cluster-
ing characteristics are not accurately captured. Yang et al.!'>*) proposed an improved K-truss approach that
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Table 8. Comparison of machine learning-based ranking methods

Title Related works Advantages/Disadvantages

+ Robustness to various network structures

Inf ti t [146-156] )
nrormation entropy — Dependent on accurate data, hard for large or dynamic networks

+ Improves identification of influential nodes

Clustering coefficient [157-164] - Potential oversimplification of network dynamics, reliance on local infor-
mation
[168,169,171172] + Straightforward implementation, robustness in various network types
Graph conventional network - Limited ability to capture complex patterns, potential inefficiency with

large-scale networks

+ Improves accuracy for influential nodes

i [173-180]
Graph embeddings - Reliance on quality of embeddings

+ Heightened accuracy in ranking influential nodes, the ability to focus on
[181-187] important features

- Dependency on hyperparameter tuning, potential overfitting in small

datasets

Graph attention network

+ Effective identification of key nodes by leveraging differences between
Graph contrast learning [188-190] subgraph representations
- High computational cost, potential overfitting

+ Superior ability to capture complex patterns, adaptability to diverse net-
work structures

h I ki [191-195] . - e e .
Graph neural networks - Dependence on extensive training data and difficulties in model inter-
pretability

+Dynamic adaptation to network changes, improves decision-making over
. . ti
Reinforcement learning [196-208] ime

- Complexity in setting reward structures, reliance on extensive explo-
ration and training periods

incorporates both edge diffusivity and edge clustering coeflicients, thus providing a balanced metric for iden-
tifying influential nodes. Complementarily, Zareie et al.'*) developed the ECRM method, which posits that
nodes with lower correlation to their neighbors are more likely to be influential, as they can more effectively
disseminate information to the network periphery.

To overcome the limitations of undirected graphs in representing conditional independence, Dablander et
al.['1 developed a causal framework based on DAGs. Assuming the Markov condition holds, they intro-
duced the concept of "faithfulness” to ensure that the DAG accurately captures variable independencies. They
further quantified causal impacts using Average Causal Effect (ACE) and Kullback-Leibler (KL) divergence.
Their findings indicate that eigenvector centrality outperforms traditional metrics in predicting the causal in-
fluence of nodes within such networks. Liu et al.'5?) integrated latent group information in power systems by
developing the Group-Driven Framework for Identifying Critical Nodes (GDF-ICN) algorithm. This frame-
work combines the structural and operational states of power systems with node group affiliations, iteratively
optimizing group partitions around critical nodes. A fuzzy closeness metric is incorporated to enhance the
description of group structure, while leveraging clustering effects to bolster the robustness of critical node
identification. Wang et al.!'s* proposed an influential node evaluation algorithm grounded in information
entropy theory. By defining metrics based on the number of triangles and edge weights, they introduced the
concept of edge entropy weights - capturing differences in edge weights and their influence on neighboring
nodes. This approach integrates k-core metrics to characterize local node influence, with higher entropy val-
ues indicating greater complexity and overall influence within the network. Zhang et al.!'*l presented a novel
method focused on maximizing the range of influence. Their approach constructs an information transmission
probability matrix, which quantifies the probability of information transfer between arbitrary node pairs.
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6.3 Machine learning

Machine learning offers a powerful framework for identitying influential nodes by reframing the problem as a
regression task. These methods leverage supervised learning algorithms trained on node labels derived from
epidemic model simulations and traditional centrality measures, capturing complex relationships between net-
work structure and propagation potential. Zhao et al.[®] employed information infection vectors to encode
topological characteristics and infection dynamics across diverse propagation scenarios. Using node labels ob-
tained from susceptible-infected-recovered (SIR) model simulations, they trained classifiers and regressors -
including Naive Bayes, decision trees, random forests, Support Vector Machines (SVM), k-Nearest Neighbors
(KNN), logistic regression, and Multilayer Perceptron (MLP) - to predict node importance. Yang et al.[1%°]
introduced a network-aware local centrality index (NLC) that integrates topology with node embeddings. Ap-
plying DeepWalk to project network structures into a low-dimensional space, they incorporated third-order

167

neighborhood information to refine influence estimation. Rezaei et al.['*”) further advanced this paradigm
by engineering collective node features - spanning connectivity, degree, and coreness measures - and training
an SVR model with an RBF kernel, demonstrating the efficacy of tailored feature representations in predict-
ing node influence. However, existing models face limitations in feature representation and scalability. The
development of deep learning and graph neural network approaches provides a powerful new framework for

analyzing node attributes and quantifying influence.

Graph conventional network: Zhao et al.['*®) pioneered the deep learning framework InfGCN based on graph

convolutional networks (GCN). InfGCN constructs node structural features - including degree, closeness, be-
tweenness, and clustering coefficient - and builds a fixed neighbor network via BES. By training with actual
infection rate vectors from SIR model simulations, InfGCN minimizes the error between predicted and ac-
tual infection rates to accurately estimate node influence. Similarly, Kumar et al.!'**) adopted the Struzvec
node embedding algorithm ['7°) along with a message-passing neural network (MPNN) to process node em-
beddings and SIR-based influence vectors, identifying the Top-k influential nodes. Zhang et al.!'”!) combined
convolutional neural networks (CNN) with Graph Neural Networks (GNNs) in their CGNN algorithm, which
simplifies feature matrices and focuses on first- and second-order neighbors to label nodes via the SIR model
and optimize a loss function for precise identification of critical nodes. Liu et al.['7?! developed a ranking
method based on self-supervised learning and graph convolutional models, leveraging both node features and
network structural information.

Graph embeddings: Wei et al.['”? focused on reducing computational complexity. They selected candi-
date nodes based on shell connections and topological features, then used deep learning to generate low-
dimensional vectors for calculating propagation dependency. Keikha et al.['# proposed Deep learning for
Information Maximization(DeepIM) (an algorithm using deep learning techniques for influence maximiza-
tion problem), which extracts global and local structural features via CARE, constructs custom paths, and
employs Word2vec to learn node feature vectors for measuring user relevance. Bouyer et al.!'”5) presented
Embedding Technique for Influence Maximization (ETIM), combining shell decomposition, graph embed-
ding, and local structure features to decrease computation. Wu et al.['7%! constructed node features using rule-
equivalent similarity and Graph Convolutional Networks. Ahmad et al.'””) proposed frameworks (LCNN)
that merge CNNs with local node representations and multi-scale metrics. Rashid et al.['7® introduced the
GN model, integrating deep learning and probabilistic properties via Graph Convolutional Networks to detect
overlapping communities and key nodes. Xiong et al.['”?) proposed the AGNN algorithm, fusing autoencoders
with GNNs to generate topological feature embeddings through GCN and optimizing the ranking prediction
model using list MLE. Yu et al.!'*"] developed methods region-based CNNs (RCNN) that integrate GCNs and
CNN-based adjacency features for effective critical node detection.

Graph attention network: Most existing node importance assessments in knowledge graphs fail to fully utilize
available information and cannot capture node relationships and attribute features. To address this, Park et
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al.['#1) developed graph estimation node importance (GENT) that uses predicate-aware attention mechanisms
and flexible centrality adjustments to aggregate node and neighbor information across multiple GNN layers.
It updates node embeddings via an aggregation function with a nonlinear transformation and maps these to
importance scores using a scoring neural network. GENI also incorporates node in-degree centrality to adjust
importance estimates. Define a GNN with L layers of networks, where the /-th aggregates information from
the 7 — 1 th layer as follows,

_h)ﬁv(i) — TransForm/ (Aggregate ({(_h)é'_l’wtl}j) lj € N(i)})) ’

_h)f «— Combine (_h>£_1’_h)5\/(i)) ,

(23)

where _l{ll.‘1 is the v; represents the information aggregation of the (/ — 1) th layer, each neighbor node N ()
of node v; denotes the set of its neighbors (each initialized with a weight wf, ;)- The aggregation function and
nonlinear transformation function share parameters across all nodes. At each layer, node scores are updated
through a weighted combination of their own value and neighbors’ values, with attention mechanisms dynam-
ically adjusting connection influence. Initial node scores come from feature embeddings processed through
a neural scoring network. GENI also incorporates a centralization score based on node in-degree, refined
through scaling and offset adjustments. Finally, a nonlinear activation function integrates this score with
learned representations. Furthermore, Park et al.!'®?) designed Multilmport, an end-to-end latent variable
model to infer node importance from multiple sparse and possibly overlapping input signals. Multilmport
uses edge-aware attention aggregation and node centralization adjustment within a GNN framework to learn
robust node representations. It models the knowledge graph structure and uses clustering to group nodes with
183] introduced Inductive Learner for Graph Robustness (ILGR), a
scalable GNN-based framework that approximates node and link importance through attention-driven embed-
ding. ILGR encodes local structure by aggregating neighborhood information, with an attention mechanism
assigning adaptive weights based on structural roles. Ge et al.['"®* proposed Multi-perspective attention mech-
anism Fusion Algorithm to Node Importance Estimation (MFA-NIE), integrating structural, relational, and

similar functional signals. Munikoti et al.!

attribute features with an enhanced attention mechanism for feature extraction, and adjusts node importance
using Technique for Order Preference by Similarity to Ideal Solution (TOPSIS) centrality. Chen et al.'85) devel-
oped a hierarchical graph-enhanced variational autoencoder that reconstructs neighborhood representations
to learn social influence patterns, using hierarchical graph attention networks to capture influential neighbor-
hoods and mitigate data sparsity. Liu et al.'*¢ introduced Node Importance Estimation-Graph Attention
Network(NIE-GAT) for inter-domain routing networks, mapping static node features to dynamic cascading
failure impacts through graph attention networks. Additionally, Kou et al.'®”) refined GCN-based approaches
by framing node influence prediction as a regression task and using a multi-head attention mechanism to in-
tegrate neighbor importance, with the Independent Cascade (IC) model providing simulation-based ground
truth for optimization.

Graph contrast learning: Recent advancements in contrastive learning have improved node importance esti-
mation by integrating multiview representations and attention mechanisms. Liu et al.'** addressed the lim-
itations of single-graph models by introducing the Multiview Contrastive Representation Learning (MCRL)
framework, which employs dual graph encoders and contrastive learning to derive multi-perspective node rep-
resentations. This approach enhances the estimation of node importance by comparing embeddings generated
through GCN and graph attention mechanisms (GAT). By incorporating a positive-negative sampling strategy,
MCRL identifies nodes that maintain both high similarity and distinctiveness across multiple structural views
- key indicators of importance. Building on this concept, Zhang et al.['*! developed the Label-Contrastive Pre-
training (LICAP) model, which employs hierarchical sampling to prioritize top-ranked nodes. LICAP utilizes
a Predicate-Aware Graph Attention Network (PreGAT) to refine node embeddings, ensuring robust differ-
entiation between influential and peripheral nodes. Meanwhile, Shu et al.!'®! proposed node importance
evaluation in heterogeneous network based on attention mechanism and graph contrastive learning method
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(AGCL), a contrastive learning framework for heterogeneous networks that leverages attention mechanisms
to quantify both local and global node importance. By extracting structural features through contrastive learn-
ing and computing importance weights via attention mechanisms, AGCL offers a comprehensive approach to
evaluating node influence in complex networks.

Graph neural networks: Huang et al.[*'} introduced HIN Importance Value Estimation Network (HIVEN), a
GNN-based framework designed for heterogeneous information networks (HINs). By integrating a heteroge-
neous information aggregator and a meta-path-based mechanism, HIVEN effectively captures the structural
and relational intricacies of HINs, improving both accuracy and efficiency in node ranking. Building on struc-
tural knowledge integration, Chen et al.['?! developed SKES (Deep Structural Knowledge Exploitation and
Synergy), which incorporates node centrality and similarity metrics to learn high-dimensional feature distribu-
tions. SKES refines importance predictions using optimal transport theory, enabling precise characterization
of node significance within heterogeneous graphs. Similarly, Lin et al.['9*] leveraged Large Language Models
(LLMs) in the LLMs Empowered Node Importance Estimation (LENIE) framework to enhance semantic rep-
resentations in knowledge graphs. By employing a clustering-based triplet sampling strategy and node-specific
adaptive prompts, LENIE enriches node embeddings, thereby improving the initialization of node importance
estimation models. Higher-order network structures have also been incorporated into learning-based ranking
methods. Zhao et al.!'**) proposed HONNMA, a high-order neural network framework that employs motif
attention to capture complex topological dependencies. This model encodes interactions through a weighted
motif adjacency matrix and refines node embeddings using a skip-connected architecture, allowing for more
robust node importance estimation. Addressing the Critical Node Detection Problem, Michos et al.!'*! ap-
plied Hopfield Neural Networks (HNN) to optimize network resilience. By reformulating as an energy mini-
mization task, their approach identifies critical nodes by converging toward stable network states with minimal
energy.

6.4 Reinforcement learning

Reinforcement learning influences key node selection by using rewards and penalties to guide the process,
treating the impact of nodes - whether on overall network performance or individual propagation capability - as
the value incentive. In this framework, the objective is to identify a set of important nodes by either maximizing
or minimizing a value-based objective function. To tackle high time complexity in critical node identification,
Fan et al.'*) proposed the FInding key players in complex Networks through DEep Reinforcement learning
(FINDER) framework. It minimizes the accumulated normalized connectivity (ANC) through a node deletion
strategy. The ANC is defined as:

N
R(V],VZ,...,VN) = %Zo—(g \{Val—y(;),,\}k)}

Cygs (24)
k=1

where c(v) is the normalized removal cost of node vy, and o measures network connectivity. This optimiza-
tion process is modeled as a Markov Decision Process (MDP), defined by the following components: state
space S represents the residual graph €’ after a sequence of node removals, action space A denotes the se-
lection of a node v € V(%) for removal at each step, and reward function r : & X A is the reduction in
ANC resulting from removing node v, incentivizing actions that lead to rapid network fragmentation. A strat-
egy for selecting the next node to delete, updated iteratively via reinforcement learning algorithms as policy
m(als). The iterative process involves evaluating candidate actions based on their expected rewards, selecting
the node that maximizes the reward signal, and updating model parameters using a greedy or approximate pol-
icy improvement strategy. To further reduce the computational complexity of heuristic algorithm-based node
deletion, Tan et al."”) proposed a feature-sensitive graph attention network. This method represents nodes
by their features and, combined with an adversarial double-depth network, constructs a flexible end-to-end
framework for generalizing critical node identification across different scales.
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To address information diffusion features in node importance analysis, several studies have integrated rein-
forcement learning with graph-based methods. Jaques et al.'°*! used a multi-agent reinforcement learning
framework with counterfactual reasoning and measures such as KL divergence to assess the impact of alter-
native actions on other agents, identifying influential nodes. Chen et al.[**! proposed DeepELE, combining
graph embeddings with reinforcement learning in a susceptible-infected-susceptible (SIS) model. Each node
is assigned a diffusion weight, and a state-action value function evaluates the network-wide infection impact
after node removal, selecting key nodes by minimizing an objective function. Li et al.?* introduced Deep
learnIng-baSed influenCe maximization (DISCO), combining network embedding with deep reinforcement
learning for various node-related problems. Chen et al.*°'] developed ToupleGDD, an end-to-end deep rein-
forcement learning framework coupling three graph neural networks with a double deep Q-network for param-
eter learning, addressing IM while overcoming limitations such as narrow IM formulations and low scalability.
Ling et al.**? introduced DeepIM, generating latent representations of seed sets in a data-driven manner to
capture diverse information diffusion patterns, and designing a novel objective function for optimal seed sets
under flexible node centrality constraints. Li et al.2°%] presented deeP relnforcement leArning-based iNflu-
ence maximization (PIANO), merging deep reinforcement learning with network embedding to estimate node
influence, providing a pre-trained model pool for direct application. Uthayasuriyan et al.*** introduced Dif-
ferential Evolution-Reinforcement Learning (DERL), integrating differential evolution with Deep Q Network
(DQN)-based reinforcement learning, and Li et al.*° proposed AdaRisk, a risk-adaptive deep reinforcement
learning framework for detecting fragile nodes in uncertain graphs. Xu et al. 2! developed HEDRL-IM, refor-
mulating IM in hypergraphs as a network weight optimization task solved via deep Q-networks, integrating
evolutionary algorithms and propagation simulation. Zhu et al.[>*”) proposed BiGDN, employing bidirec-
tional neighborhood aggregation and integrating deep reinforcement learning with multi-head attention for
robust node representations. Ahmad et al.*°!! developed CoreQ, using K-core decomposition and Q-learning
to identify candidate seed nodes.

7. COMPREHENSIVE INDEX BASED RANKING METHODS

Comprehensive index ranking methods evaluate node importance by integrating multiple network attributes
and advanced analytical techniques. These methods combine various centrality measures, gravity models,
and decision-making frameworks to overcome the limitations of single-indicator approaches and provide a
more holistic assessment of node significance in complex networks. These indicators are widely applied across
domains such as social network analysis, biological networks, transportation systems, and infrastructure man-
agement. The primary advantage of these methods is their ability to incorporate diverse structural and func-
tional indicators, thereby offering a more nuanced characterization of node importance. However, they also
introduce challenges, including increased computational complexity and careful selection and integration of
relevant indicators.

7.1 Gravity formula

The law of universal gravitation has been innovatively applied in network science. By defining the gravitational
constant multiplied by the product of the masses of two nodes divided by the square of the distance between
the nodes, the centrality and statistical indicators of nodes are considered as “mass”, and the shortest distance
between nodes is used as the distance, thus constructing a new framework for measuring node importance.
Ma et al.2°! combined the K-shell index of nodes and the shortest path between nodes to identify important
nodes in the network through the gravitational calculation formula, defining the importance of node v; as:

GM(vi) = ) ks(i) - ks(j)/d. (25)
je¥
where ks(i) and ks(j) denote the k-shell values of nodes v; and v}, d;; is the shortest path between them,

and W is the set of neighbors within a radius » of node v;. In parallel, Maji et al.*'°) addressed limitations
stemming from empirically set free parameters in improved k-shell decomposition algorithms by considering
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the influence of different levels of neighbors, thereby enhancing the adaptability, efficiency, and accuracy of
the model.

In addition, Li et al.'!) proposed the Local Gravity Model (LGM), which extends the basic gravity model
to include neighborhood information; nodes surrounded by neighbors with high k-shell indices are consid-
ered closer to the network’s center. Li et al.[>'?! further modified the model by replacing the k-shell metric
with the degree of neighboring nodes. Recognizing that a degree-based gravity model captures only local in-
formation. Liu et al.'*'*) introduced the eigenvector exponent of the adjacency matrix into the gravitational
formula, proposing the Generalized Gravity Model (GMM) that incorporates both local and global network
characteristics. Yang et al.>'*) utilized k-shell values to define an attraction coefficient between nodes, taking
into account critical positional attributes of a node’s neighborhood. Li et al.!***! measured local information
using each node’s local clustering coefficient and clustering degree, thereby defining a node’s spreading ability
as its mass derived from both neighbor information and node degree. In a related approach, Fei et al.[2'¢]
assessed node importance by defining mutual attraction based on the inverse-square law, though this method
may overlook more complex inter-node relationships.

A single centrality measure often fails to fully capture the importance of nodes in a network. To address
this, researchers have introduced weighted models based on gravitational principles, incorporating multiple
attributes to assess node influence. Wang et al. 27} enhanced the gravity model method by integrating k-shell
value and degree centrality while further considering neighbor information to improve accuracy. Building on
this approach, Li et al. *'®) proposed the Local Gravity Model (LGM) method, which defines node importance
as a weighted combination of degree, k-shell value, and eigenvector centrality. To ensure comparability across
different networks, these metrics are normalized, with a balancing parameter introduced to prevent the k-shell
value from disproportionately influencing smaller networks. Similarly, Yan et al. 2} adopted a multi-attribute
decision-making approach, constructing a decision matrix based on multiple centrality measures and using
entropy weighting to determine a node’s overall importance. Beyond centrality weighting, researchers have
also addressed the issue of influence overlap among high-centrality nodes. Wang et al.??°! introduced the
centripetal centrality index, which integrates node attributes and connectivity to reduce redundancy in influ-
ence propagation, albeit at a high computational cost. Yang et al.**') developed the AIGCrank algorithm,
combining gravitational centrality with a recursive ranking strategy that integrates the h-index, domain core
centrality, and clustering coefficient, effectively distinguishing key nodes while mitigating influence overlap.
Other approaches focus on probability-based propagation and structural optimization. Zhu et al.'*??! intro-
duced the H-index-based gravity centrality (HVGC) method, incorporating the h-index, node distance, and
an exponential decay factor to accurately identify bridge nodes that connect different network regions, even
if they exhibit low k-shell values. Additionally, Liu et al.!***) developed the entropy-based gravity model for
identifying the most significant nodes (SEGM) and entropy-based gravity model (EGM) models, respectively,
leveraging information entropy to capture the diffusion capabilities of nodes more effectively.

To mitigate the high computational cost of shortest path calculations, researchers have proposed alternative
approaches that approximate or replace shortest path metrics with more efficient methods. Zhao et al.[??]
employed random walks to estimate node distances, using degree centrality as a proxy for node influence. Ex-
tending this idea, Zhao et al.?**! introduced the Network Embedding and Gravity Model (NEGM), which
replaces shortest path lengths with Euclidean distances derived from Node2Vec embeddings. Similarly, Shang
et al.?2%] defined a probabilistic distance using Markov chain-based transition probabilities, capturing latent
inter-node relationships without computing exact shortest paths. Beyond shortest path approximations, alter-
native gravity-based models have been proposed. Curado et al.'**”) introduced a method leveraging return-
based random walks and effective distance to capture both static and dynamic network topologies. Yang et
al.??% refined interaction range definitions by incorporating an adaptive truncation radius and considering

all-channel paths instead of shortest path constraints. Chen et al.***! proposed the Degree Centrality Grav-
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ity Model (DCGM) model, integrating degree and average neighbor degree to enhance influence estimation.
Further advancements address asymmetric interactions and multilayer structures. Meng et al.[*°! developed
the Asymmetric Attraction Model (AAM), transforming adjacency matrices into asymmetric attraction matri-
ces to capture directional dependencies. Xu et al.**') introduced the communicability-based adaptive gravity
model (CAGM), incorporating influence probability, k-shell, and degree information for adaptive gravity-
based estimation. Li et al.???! extended gravity-based models to multilayer networks, proposing the Adaptive
PageRank Algorithm Modified by the Gravity Model (APAMGM) for multiplex transportation networks. Lii et
al.?*¥ introduced improved gravity centrality based on multi-PageRank (PRGC), integrating multi-PageRank
centrality with weighted shortest path distances. Chi et al.!*** developed a semi-global centrality measure in-
spired by stellar models, incorporating variable propagation speeds and the gravitational slingshot effect to
quantify node efficiency in information diffusion.

7.2 Multiple metrics

To address challenges in identifying critical nodes arising from varied network structures and densities, re-
searchers have developed composite centrality measures that integrate multiple metrics. For instance, Comin
et al.?*) proposed a comprehensive centrality index that balances global and local characteristics by analyzing
three different information propagation strategies. De Arruda et al.[2*%! further explored dynamic propagation
by proposing the Random Walk Accessibility (RWA) expansion indicator, based on nine centrality measures, to
assess the ability of nodes to spread information in both spatial and non-spatial networks. To integrate multiple
centrality measures, Hu et al.!**”) adopted linear discriminant analysis to integrate eigenvector, betweenness,
closeness, degree centrality, and mutual information, developing a multi-metric evaluation algorithm. Hu et
al.2*%] then proposed the node importance contribution correlation matrix (NICCM) method, constructing
a contribution matrix that defines importance by combining efficiency with weighted contributions.

Several studies have integrated multiple centrality measures to enhance prediction accuracy. Bucur et al. 2*°]

combined statistical classifiers into composite metrics, demonstrating high predictive power in SIR epidemic
models. Wei et al.>*] developed a heterogeneous mean-field model incorporating betweenness, degree, H-
index, and core degree, showing that betweenness-based immunization strategies are effective in BA networks,
whereas degree-based strategies perform well in real networks. An et al.>*!) introduced the DIRCI method,
leveraging dynamic influence scope, network layer centrality, and community centrality for critical node iden-
tification in multilayer networks. Wu et al.**?! proposed radiation centrality, which models information
dissipation using attenuation and scattering theories. Other approaches combine local and global structural
features. Cao et al.'***! introduced INLGC, integrating local network constraint coefficients with global com-
munity structure. Kopsidas et al.***] merged centrality measures from different transport networks to assess
metro station criticality. Wang et al.[***] proposed a multi-factor information matrix centrality algorithm,
incorporating node influence, neighbor influence, and feedback-based mutual influence. Lei et al.[**¢] devel-
oped the Weighted Information Index (WII), which utilizes second-order neighbor information to construct
47| introduced NPIC, integrating neighborhood and path
information, while Zhang et al. ! employed the Comprehensive Voting Ranking (CVR) algorithm, incorpo-
rating mutual information and k-center clustering to identify critical nodes in urban rail networks. Several
iterative and hybrid models have also been proposed. Lee et al.?*°! developed the Balanced Iterative Influence
(BII) algorithm, iteratively combining local structural information with global influence. Esfandiari et al. [2°°l

an information distribution vector. Ullah et al.!

introduced HNPR, which integrates k-shell and PageRank into a novel linear metric. Chen et al.>>! proposed
the SFIMCO method, distinguishing overlapping from non-overlapping nodes to quantify intra-community
influence. Zhang et al. (252] jntroduced the SLCMF metric, integrating structural, social, and semantic factors
while improving scalability via distributed subgraphs and shortest path approximations. Dempster-Shafer ev-
idence theory has also been applied to node importance estimation. Mo et al.'***! developed Comprehensive
Evidence Centrality (CEC), integrating degree, betweenness, and closeness centrality. Xu et al.*5* introduced
the Local-Global-Position (LGP-DS) algorithm, which combines global, local, and positional attributes, lever-
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aging information entropy to evaluate and aggregate their contributions to node importance.

To address the challenge of distinguishing nodes within the same k-shell layer, Sheikhahmadi et al.2*%! intro-
duced the MCDE hybrid index, integrating node shell, degree, and entropy information to enhance accuracy
and efficiency. Wang et al.[>>>2”]| Sheikhahmadi et al.[>**), and Yang et al.?*°! developed iterative removal-
based indices that combine node position and factor indices to achieve efficient O (n) complexity. Namtirtha
et al.*°) introduced the NGSC indicator, a weighted sum of k-shell values and neighbor degrees, adaptable
to both dense and sparse networks. Hybrid approaches integrating local and global structure have also been
explored. Ullah et al.*s!) developed the Global Structure Model (GSM) to capture global node influence, while
the Local and Global Centrality (LGC) metric>52) combines k-shell entropy with neighbor degree sums. Hu et
al.>%3] proposed a neighbor similarity coefficient, integrating k-shell hierarchy and node degrees for improved
influence evaluation. Wang et al.>5* developed the ALSI method, incorporating both inherent and neighbor-
driven influence. Mukhtar et al.!*55) introduced H-GSM, combining degree centrality and k-shell centrality
to overcome single-metric limitations. Yang et al.2°°] refined influence ranking using a structural iteration
factor method, distinguishing nodes through iteration steps to mitigate propagation limitations. Qiu et al. [2¢7]
proposed a hierarchical composite algorithm, integrating constraint coeflicients from the salton index with
improved k-shell for local-global ranking.

7.3 Topsis and entropy-weight
The TOPSIS method integrates multiple centrality metrics, offering a comprehensive and objective approach
to evaluate node importance. Du et al.[>*®) proposed a new method for assessing node importance in complex
networks using the TOPSIS method. A decision matrix D = (x,,,,) is constructed using the multiple attributes
of nodes in the network, and the decision matrix is normalized asr;; = x;;/ Z;f’zl xl.zj, i=1,....mj =
1,...,n . Then, multiply each column of this normalized matrix by its corresponding weight to obtain the
weighted decision matrix A = (v,,,) : vij = w;; X r;; where w; is the weight of the v; column. The TOPSIS
method selects the alternative that is simultaneously closest to the positive ideal solution and furthest from the
negative ideal solution. Define the positive ideal solution as A* and the negative ideal solution as A~, defined
as follows:
At = {VJ{, V3, VZ} = {(ml_axv,-jlj € Kb) (miinv,»j|j € KC)},
(26)
A” = {v;,vg,...,v;} = {(miinvlﬂj € Kb) (miaxvijlj € KC)},

where K;, and K, are benefit and cost sets. The Euclidean distances to these ideals, ;" and S; were calculated,
and the relative closeness C; = %, i =1,...,m. Ahigher C; indicates that the node is closer to the positive
ideal solution and farther from the negative ideal, thus signifying greater importance. Several studies have
applied and extended this methodology. For instance, Liu et al.[***) used degree, betweenness, closeness, and
k-shell values to construct and standardize a decision matrix for TOPSIS-based node evaluation. Hu et al.>”°]
incorporated the SIR model to adjust attribute weights and optimize the TOPSIS model. Other researchers
have tailored TOPSIS to specific network types. Li et al.!*”") combined resistance centrality with a weighted
TOPSIS approach for weighted power grids. Dong et al. 72! defined a communication probability matrix based
on shortest path length and number of paths between nodes, using relative entropy to measure differences in
communication distributions in their TOPSIS system. These adaptations highlight TOPSIS’s flexibility and
effectiveness in evaluating node importance across diverse network types.

The entropy weight method and empowerment method enhance the highest attribute in the comprehensive
evaluation system, increasing the distinction of relative tightness. Chen et al.[*”) introduced an adjustable
TOPSIS method to address the entropy weight method’s tendency to overemphasize attributes with high data
diversity. This method incorporates a weight coefficient to modulate the influence of entropy weights on the

evaluation outcomes. Ishfaq et al.[>”*) employed the entropy weight technique to assign objective weights to
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each criterion and then applied TOPSIS to rank nodes. Yang et al. >’ proposed a local centrality indicator that
incorporates multi-layer neighbor and clustering coeflicient information. When combined with grey relational
analysis (GRA) and the SIR model, this indicator more accurately identifies key nodes compared to traditional
weighted TOPSIS. Vega-Oliveros et al. ?’¢) introduced the multi-centrality index (MCI) for document keyword
extraction by optimizing the combination of centrality indicators. Lu et al.[?””) used relative entropy and
gray relational degree to improve node evaluation in power networks. Zhang et al.?’*! proposed a Multi-
attribute Critic Network Decision Indicator (MCNDI) that integrates the H-index, closeness centrality, and
other metrics using the objective CRITIC method for weighting. Ju et al.'*”®! introduced the Multi-Criteria
Compromise Ranking Method (VIKOR) combined multiple rail transit networks into a multi-layer regional
network, determined centrality criterion weights using an objective method.

8.INFORMATION PROPAGATION BASED RANKING METHODS

Ranking methods based on information propagation assess node importance by simulating and analyzing
the spread of information or disease across the static network as illustrated in Table 9. These methods offer
valuable insights into dynamic spreading processes and are widely applied in social network analysis, public
health disease control, and marketing strategies. Their main advantage lies in capturing both structural and
dynamic aspects of diffusion, enabling a more realistic evaluation of node information maximization. However,
they also face several challenges, including the difficulty of accurately modeling propagation dynamics, high
computational demands for large-scale networks, and the need for domain-specific knowledge to interpret
results effectively.

8.1 Diffusion model

Diffusion-based ranking methods assess node influence by modeling information or disease spread. Macdon-
ald et al.12*) applied the SIR model to compare centrality metrics, demonstrating that eigenvector centrality ef-
fectively identifies high-impact spreaders above a critical infection threshold. Borgatti et al.**!) introduced the
KPP-POS and KPP-NEG algorithms: KPP-POS optimizes information flow by maximizing average diffusion
efficiency, while KPP-NEG disrupts network connectivity by removing key nodes, enhancing influence identi-
fication for targeted dissemination. Zhuge et al.>*? proposed Topological Centrality (TC), iteratively updating
node and edge weights to quantify influence, with a stable weight of 1 indicating centrality. Aral et al.*%*) ap-
plied randomized experiments and a continuous-time proportional hazards model to distinguish individual
influence from peer susceptibility. Addressing location-aware IM, Li et al. *** developed approximation-ratio
greedy algorithms: a boundary greedy method leveraging upper and lower bounds for Top-k spreader identi-
fication, and a hint-based approach precomputing clues for efficient high-impact node detection in real-time
dissemination.

To overcome the limitations of traditional centrality metrics in assessing the spreading capability of non-
topologically dominant nodes, Lawyer et al.?*) introduced the Expected Force (EXP) metric, which incor-
porates entropy to model the distribution of infectiousness across multiple propagation rounds. Similarly,
Chen et al.1>*¢] proposed three diffusion-based indicators - NEGD, diffusion speed, and diffusion scale - where
NEGD, defined as the ratio of Expected Geodesic Distance (EGD) to Largest Geodesic Distance (LGD), quan-
tifies overall propagation efliciency. Although these methods effectively identify influential nodes within local
neighborhoods, they do not guarantee global optimality. Robinaugh et al.'**”! improved influence estimation
by introducing single-step and multi-step expected impact measures for analyzing psychopathology networks.
Bozorgi et al.!**! proposed the INCIM algorithm, which combines local propagation dynamics with global
network structure to evaluate both inter- and intra-community influence under the linear threshold model.
Meanwhile, Holme et al.**) investigated outbreak size, vaccination effects, and information diffusion using
SIR simulations. Collectively, these diffusion-based approaches simulate the spread of information or disease
to assess node influence, integrating both local and global network characteristics to offer practical solutions
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for identifying critical nodes in diverse network environments.

Recent advances further enhance influence estimation. Yin et al.**) leveraged Compressed Sensing Theory
(CST) to frame node identification as sparse signal reconstruction, applying the SIR model for efficient tar-
get detection. He et al.*®' proposed the Two-stage Iterative Framework for the Influence Maximization in
social networks (TIFIM), combining descending iteration and top-advantage metrics for seed node selection.
Tulu et al.2°?! developed the Node Willingness and Influence (NWT) algorithm, integrating network structure
293] introduced the Improved Information
Entropy (IIE) method, leveraging higher-order neighborhoods and weighted entropy to refine node impor-
tance. Li et al. (24

and interaction frequency for key spreader detection. Zhong et al.!

employed a Spearman-like correlation to enhance ranking precision, outperforming degree
and betweenness centrality. Gong et al.?*’ proposed the Probability-Driven Structure-Aware (PDSA) algo-
rithm, which updates influence estimates via graph traversal in the IC model. Wang et al.!>*) introduced
the HGIM method, constructing a heterogeneous propagation graph to integrate topology with diffusion cas-

cades. To model dynamic influence, Mohammadi et al.>*’]

proposed the Two-Sided Sign-Aware Matching
(TSM) framework, incorporating trust and reciprocity in signed networks. Wang et al.!>**) introduced the Dy-
namic Propagation Probability (DPP) model, redefining neighbor influence within a three-hop neighborhood.
Xu et al.!**) developed the Local Propagation Probability (LPP) model, integrating hierarchical propagation

influence across different orders.

For large-scale networks, Ai et al. ) proposed the spreading probability centrality (SPC) method, which bal-
ances network connectivity with propagation precision by defining infection probabilities within a truncated
radius. Zareie et al.>°! optimized key node selection using the Gray-golf algorithm, incorporating second-
order neighbor effects for propagation efficiency. Chen et al.*°?) introduced the Dynamic Influence Seed Se-
lection (DYISSE) method, integrating two-hop triangular influence measures for robust diffusion estimation.
Fink et al.***) introduced virus centrality, leveraging weighted directed networks to estimate propagation po-
tential. Sun et al.l** further refined IDME by integrating neighborhood similarity and centrality. Ullah et
al.3%%) proposed the Local Structure System (LSS), which incorporates k-shell, degree, and triangle count to
306] developed an agent-based information diffusion model, demon-
strating that source persistence has a greater impact on network consensus than source quantity, particularly
in polarized environments.

quantify influence. Finally, Corsin et al.|

8.2 Dynamical sensitivity

Liu et al.**”) have proposed the dynamic sensitive centrality (DSC) by integrating topological features and
dynamic characteristics, considering a discrete time spreading model in which an infected node will infect its
neighbors with a spreading rate 8 and recover with a recovery rate p. Let x(¢)(z > 0) denote the approximate
value of the cumulative probability of nodes being activated between time step 1 and 7, then x(7) —x(t—1)(r > 1)
is approximated as the probability of a node being infected at time step 7. If v; is the unique initial infected
node, then x;(0) = 1 and x;4(0) = 0. In the first time step, x(1) = BAx(0), and for r > 1: x(r) —x(t = 1) =
BA[BA+(1—p) 1]~ x(0), where v; is the identity matrix. Let H = BA+(1—u)I, then the cumulative probability
of nodes being infected between time step 1 and 7 can be approximated as

1

=1
x(1) = Y [x(r) = x(r = D] +x(1) = > BAH"x(0). (27)
r=0

r=2

Define S;(¢) as the spreading influence of node i at time step ¢. In the case where node i is initially infected, it
can be quantified as the sum of the infection probabilities of all nodes. The infection probability in the equa-
tion above is x(7) = ;;2) BAH"e; where e; = (0,...,0,1,...,0)7 is a vector with only the i-th entry being
1. Therefore, the spreading influence of node v; can be defined as S;(¢) = [(BA + BAH + --- + BAH'"1)T L]
where L = (1,1,...,1)T is a vector of size n x 1. DS centrality directly measures node influence, capturing
both structural and dynamic factors. Mo et al.*°8) integrated multiple centrality metrics - including degree,
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Table 9. Comparison of comprehensive index-based and information propagation based ranking methods

Title Related works Advantages/Disadvantages

+ Comprehensive consideration of multiple factors, flexibility in handling
various network structures

- Potential complexity in parameter tuning, reliance on accurate index
weightings

Gravity formula [209-234]

+ Holistic analysis by integrating multiple evaluation criteria, increases ac-

Topsis and entropy-weight multiple [235-255,257-259,261-2791 curacy in identifying critical nodes, adaptability to different network types

metrics - Difficulties in balancing and weighting diverse criteria effectively
+ Effective identification of nodes crucial for information flow, applicability
Information propagation method [280-309] to diverse network types

- Potential computational intensity, reliance on accurate modeling of prop-
agation processes

betweenness, efficiency, and correlation - using the Dempster-Shafer (D-S) evidence theory. By treating these
metrics as distinct probability assignments and applying evidence combination rules, they developed a com-
prehensive indicator for node importance. Du et al.*°) introduced an Improved Topological Potential Model
(ITPE) that leverages topological entropy to assign weights to centrality measures such as weighted degree,
betweenness, closeness, and eigenvector centrality. By optimizing control parameters to minimize topological
entropy.

9. HIGHER-ORDER NETWORKS BASED RANKING METHODS

Unlike traditional pairwise connections as Graph in Figure 2A , higher-order networks, such as simplicial

com-plexes and hypergraphs as shown in Figure 2B and C. Centrality measures typically used in
conventional networks can be extended by integrating higher-order relationships, leading to the development
of novel node importance metrics. Recent advancements in hypergraph-based ranking methods have
improved node im-portance estimation by integrating higher-order relationships. Kapoor et al.*'°! extended
degree centrality to hypergraphs, defining weighted degree centrality as the sum of weights of hyperedges
connecting a node to others. Specifically, given a hypergraph H = (V, E), the weighted degree centrality of a

node is defined as N .

cin= > 2w (28)

JELJ# k=1{viv; Jcer

where wy, is the weight of the hyperedge e;. Furthermore, Kapoor et al.*'°! introduced a distinction between
strong and weak ties based on Granovetter’s concept of tie strength, which enables more accurate node impor-
tance estimation. In a similar vein, Lee et al.>'") introduced hyperedge betweenness centrality, adapting tra-
ditional betweenness measures for hypergraphs by converting them into bipartite graphs. This method refines
the understanding of node influence in complex networks. Building on these methods, St-Onge et al.**?! de-
veloped an approximate master equation to study influence propagation in heterogeneous hypergraphs. They
quantified node spreading potential using hyperedge cardinality and hyperdegree, identifying key seed nodes.
Xie et al.®"*] proposed Hyper Adaptive Degree Pruning (HADP), which prioritizes nodes with the highest
initial fitness as seed set members. It constructs and updates an adaptive set of seed node neighbors, apply-
ing degree penalty terms across all nodes in large-scale networks. This approach applies degree penalty terms
across all nodes in large-scale networks, thus avoiding the complexity of individually calculating the fitness of
each node. Lee et al.*'* and Mancastroppa et al.*'*! proposed decomposing hypergraphs into hypercores,
where nodes belong to at least k hyperedges of size at least m. This method identifies localized diffusing nodes
more effectively than core degree metrics.

In terms of hypergraph eigenvector centrality, Benson et al.*'¢) extended eigenvector centrality to uniform hy-
pergraphs using tensor Perron-Frobenius theory. Zhao et al.*'”) introduced higher-order centrality measures
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Figure 2. Network structure illustration.

incorporating low-order network metrics. These metrics incorporate low-order network metrics to more accu-

rately assess the relative importance of clusters in higher-order structures. Li et al. [2'¢]

proposed an electrostatic
field-based algorithm to identify seed node sets in hypergraphs. Xie et al.*'* introduced Local gravity-based
centrality in hypergraphs(LHGC), which incorporates node degree and higher-order distance in a gravitational
model. The lack of research on higher-order relationships in dynamic networks has been addressed by Zhao et
al.32°! developed centrality matrices for Pagerank, Hub, and Authority by adjusting weights of network motifs

at different orders.

Beyond binary network models, simplicial complexes, composed of k + 1 vertices forming k-dimensional sim-
plexes such as edges, triangles, and tetrahedra, offer a natural framework to capture higher-order interactions
in complex systems *2!]. By incorporating simplexes of different orders, these structures allow a more detailed
representation of the intricate relationships within networks, as highlighted by Goldberg!*?? and Estrada et
al.3?3]. Building on this framework, Serrano et al.**! introduced generalized adjacency measures based on
the intersection patterns among simplices, extending traditional centrality concepts to higher-order contexts.
Their approach, which includes random walk-based measures over sequences of k-order simplexes, enables
the characterization of structural features such as shortest path lengths, eccentricity, and network diameter 323,
This methodology offers a comprehensive perspective for probing both global structure and local properties.
Furthermore, several studies have adapted classical graph-theoretic methods to simplicial complexes. Notably,
adjacency matrices defined over k-order simplexes have been employed to compute eigenvector centrality (4]
and Katz centrality*?¢), thus providing tools to capture both local connectivity patterns and global topolog-
ical features. Overall, simplicial complex models have emerged as a versatile and powerful framework for
the analysis of complex networks, enabling deeper insights into their underlying interactions and dynamic
behaviors.

10. DYNAMIC NETWORKS BASED RANKING METHODS

Recent research has focused on developing ranking methods for dynamic networks [Figure 2D] to better cap-

ture the evolving nature of node interactions and improve node importance estimation. Kim et al.*?” in-
troduced the time-ordered graph to simplify dynamic networks into static networks of directed flow. They
expanded traditional centrality measures, such as degree, betweenness, and closeness to dynamic graphs us-

ing the following definitions:

J

i<i<j ueV\v

B 01,j(s,d,v)
P02 20 e D

i<t<j s#v#deV,o; j(s,d)>0

(29)
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where D;(v) represents node v at time i, A, j(v, u) is the shortest path length between nodes v, u in the time
interval [z, j], 0y j (s, d) refers to the shortest path length between nodes s, d in the time interval [, j], and
01,j(s,d, v) refers to the shortest path length containing u in the path between nodes s, d in the time inter-
val [i, j]. Tsalouchidou et al.***) highlighted the significance of temporal betweenness centrality (TBC) in
influencing information spread in dynamic networks. They proposed a bi-objective algorithm for the shortest-
fastest path (SFP) in temporal graphs, combining spatial and temporal factors to define TBC. This metric is
sensitive to spatial and temporal distances between vertices, enhancing the understanding of communication
intermediaries in temporal networks. Similarly, Elmezain et al.!***) applied the Opshal algorithm to calculate
degree centrality and shortest distances in weighted networks, defining metrics such as temporal degree and
temporal closeness to assess node importance over time.

In the realm of multilayer temporal networks, Lii et al. ***! developed the ECMSim method, utilizing a fourth-
order tensor to capture node similarity and PageRank for tensor-based networks. They further refined this
approach with Multilayer temporal eigenvector centrality based on cosine similarity index (MTEIGBC) and
Multilayer temporal PageRank centrality based on cosine similarity index (MTPRBC) centralities [**'], which
employ cosine similarity to rank nodes across multiple dimensions including layers and timestamps. Expand-
ing upon these concepts, Lii et al.*3?! extend the classical HITS to multilayer temporal networks as MT-HITS
centrality. This method incorporates inter-layer similarity coefficients and solves tensor equations to define
centrality vectors across multiple dimensions. Bi et al.[*** adapted the gravitational model to dynamic net-
works through the Temporal Gravity Model (TGM). TGM defines temporal distance based on both network
structure and temporal order, integrating static centrality measures with their dynamic extensions.

To address the limitations of fixed constants in multilayer coupled networks, Jiang et al.!***) developed the
enhanced similarity index (ESI) to assess interlayer coupling in multilayer networks, moving beyond fixed
constants. By integrating node neighbors across two time layers and introducing an attenuation factor, they
created a decay-based super adjacency matrix (ASAM) to identify key node pairs affecting the largest con-
nected component in temporal networks. Taylor et al.***) integrated centrality matrices from different net-
work layers into a joint NT X NT matrix, capturing node and time layer importance. They defined marginal
and conditional centrality, leading to a time-averaged eigenvector centrality that emphasizes strong interlayer
connections. Tao et al.!***) introduced sequential path trees, which require at least one time-related path be-
tween the root and any subnode. These trees incorporate propagation time, intermediate nodes, and reachable
paths. A normalized feature matrix based on centrality in these trees quantifies node spreading ability. Chen
et al.!’*”) extended the local clustering coefficient to dynamic networks, revealing hidden connectivity through
the temporal local clustering coefficient. Pan et al.***] highlighted the role of temporal distance in information
dissemination speed in dynamic networks. Their findings highlight that dissemination speed is constrained
by the average temporal distance between nodes, emphasizing the critical role of the temporal dimension in
understanding network dynamics.

To track influential nodes in dynamic social networks, Song et al.***! framed the problem as IM in dynamic
environments. They proposed an upper-limit exchange greedy algorithm, which optimizes influence cover-
age by replacing nodes in the previously identified set of influential nodes, thus enabling efficient continuous
tracking as the network evolves. Building on these ideas, Huang et al.!**") extended dynamic sensitivity to
temporal networks by introducing Temporal Dynamic Sensitivity Centrality (TDC), which highlights that
both the topology and dynamics of the network affect node spread. Additionally, Huang et al.**! defined a
super-evolution matrix to model temporal network structures, effectively reducing computational complexity
by transforming the problem of calculating eigenvector centrality into the computation of eigenvectors from
low-dimensional matrices. Additionally, Qu et al.***! introduced the Temporal Information Gathering (TIG)
process, which defines node importance based on four key factors: time information gathering depth, time dis-
tance matrix, initial information, and a weighting function. Furthermore, Arebi et al. [343] proposed a method
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based on temporal centrality measures to identify the minimum driver nodes set (MDS) that can fully con-
trol the network. Meanwhile, Li et al. 44l
identifies critical nodes in dynamic power information networks from both a topological and informational

perspective.

proposed a temporal information fusion model, which successfully

To address the high settlement cost of temporal Katz centrality, Zhang et al.***! introduced the Two-stage
Attention-based Temporal Knowledge Graph Convolutional Network (TATKC). This framework combines
temporal attention mechanisms with MLP to predict node ranking, enhancing performance through normal-
ization and neighbor node sampling strategies. Similarly, Yu et al.!**6) constructed a feature matrix based on
neighborhood information and used the SIR model to identify key nodes in temporal networks. By employing
network embedding and machine learning, they proposed the MLI algorithm, which transforms the identifi-
cation of key nodes into a regression problem. In addition, Yu et al.[*+”]
GCN and RNN to identify nodes with optimal propagation capabilities, considering the sequential topology
of temporal networks. Furthermore, Wang et al.***) modeled node propagation as a hierarchical infection

process, proposing Hierarchical Structure Influence (HSI), which quantifies a node’s propagation potential

proposed a framework that combines

across the entire network.

11. SUMMARY AND DISCUSSION

In this review, we have systematically examined the concepts and methodologies associated with identifying
important, critical, influential, and key nodes in complex networks and systems. Existing research has been
broadly categorized into three main classes: structurally important nodes, highly influential nodes in infor-
mation spreading, and critical nodes under performance constraints. In static networks, traditional centrality
measures, such as degree, betweenness, and clustering coefficient, have provided the foundation for assess-
ing node importance. However, the advent of dynamic, multilayer, and higher-order network models has
given rise to a new generation of metrics, including spatio-temporal coupling indicators, propagation-based
dynamic centralities, and hypergraph-based approaches. These methods have deepened our understanding of
node roles and spreading mechanisms, particularly in contexts where interactions evolve over time and across
multiple layers. Furthermore, models that incorporate coupling effects, edge weight dynamics, temporal fea-
tures, and information fusion have enabled more robust identification of critical nodes in complex, real-world
settings. Such advances have demonstrated practical relevance across diverse domains, including social net-
works, biological networks, power grid networks, transportation networks, and geographical networks.

Despite these developments, significant challenges persist in accurately pinpointing key nodes within real-
world networks characterized by heterogeneity and dynamic complexity. The following areas require fulture
direction: (1) Dynamic network evolution patterns: Existing methods often merely extend static indicators
to dynamic networks, with insufficient study on the evolution patterns of key nodes and their spatial distribu-
tion in dynamic networks. This limits the exploration of potential patterns in complex systems. Additionally,
researchers should focus more on identifying and inferring higher-order structures and dynamics in higher-
order networks. (2) Efficient algorithm development: As networks grow in scale and complexity, there is an
urgent need for efficient algorithms with low computational overhead. Many existing heuristic methods for
node removal lack scalability and are ill-suited to large, dynamically evolving systems. Research should focus
on developing real-time tracking algorithms, influence estimation techniques, and control strategies tailored
to dynamic and multilayer networks. (3) Integration of machine learning and data-driven approaches: Re-
cent advances in machine learning and data-driven methods, such as network embedding and deep learning,
provide new perspectives for node importance identification. The emergence of novel network data structures
such as semantic text attribute graphs and knowledge graphs offers opportunities to combine traditional cen-
trality measures with modern machine learning models. This integration can enhance prediction accuracy and
adaptability in recommendation systems, databases, and other applications. (4) Cross-domain applications
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and validation: Most current node importance measures are context-specific, limiting their generalizability.
Developing a unified framework that accounts for structural, dynamic, and higher-order features is essen-
tial. Different domains (e.g., social networks, biological systems, power grids, transportation networks) have
distinct definitions and requirements for key nodes. Future research should emphasize interdisciplinary col-
laboration, validate theoretical models with real-world datasets, and develop customized solutions for specific
scenarios. In conclusion, the identification of key nodes in complex networks is a vibrant research area with
significant theoretical and practical implications. Addressing the aforementioned challenges and future direc-
tions will contribute to a deeper understanding of complex systems and enable more effective solutions for
real-world problems.

DECLARATIONS

Acknowledgments
We acknowledge Prof. Guanrong Chen from City University of Hong Kong for insightful discussions. We also
would like to express our great appreciation to the editors and reviewers.

Authors’ contributions

Conceived and designed the study, and wrote the manuscript: Chen, D.; Chen, J.

Performed the literature collection, analysis, and contributed to the writing and revision of the manuscript:
Zhang, X; Jia, Q.; Liu, X; Sun, Y.

Contributed to the discussion and provided significant feedback on the manuscript: Li, L.

Supervised the research, provided overall guidance, and revised the manuscript: Yu, W.

All authors have read and agreed to the published version of the manuscript.

Availability of data and materials
Not applicable.

Financial support and sponsorship

This work has received funding from the National Key R&D Program of China under Grant 2022ZD0120004,
the Zhishan Youth Scholar Program, the National Natural Science Foundation of China under Grants 62233004,
62273090, and 62073076, and the Jiangsu Provincial Scientific Research Center of Applied Mathematics under
Grant BK20233002.

Conflicts of interest

This manuscript underwent a double-blind peer review process. Yu, W. serves as the Editor-in-Chief of Com-
plex Engineering Systems, Chen, D. and L, L. are members of its Editorial Board. None of them were involved
in any part of the editorial process for this manuscript, including reviewer selection, handling, or decision-
making, while the other authors have declared that they have no conflicts of interest.

Ethical approval and consent to participate
Not applicable.

Consent for publication
Not applicable.

Copyright
© The Author(s) 2025.


http://dx.doi.org/10.20517/ces.2025.34

Page 36 of 46 Chen et al. Complex Eng. Syst. 2025, 5,11 | http://dx.doi.org/10.20517/ces.2025.34

REFERENCES

1. Akbarzadeh, M.; Estrada, E. Communicability geometry captures traffic flows in cities. Nat. Hum. Behav. 2018, 2, 645-52. DOI

2. De Domenico, M. More is different in real-world multilayer networks. Nat. Phys. 2023, 19, 1247-62. DOI

3. Bardoscia, M.; Barucca, P.; Battiston, S.; et al. The physics of financial networks. Nat. Rev. Phys. 2021, 3, 490-507. DOI

4. Yu, W.; Chen, D.; Liu, H.; et al. Systems science in the new era: intelligent systems and big data. Sci. China. Inf. Sci. 2024, 67,
136201. DOI

5. Liu, J. G.; Ren, Z.; Guo, Q.; Wang, B. Research progress on node importance ranking in complex networks. Acta. Phys. Sin. 2013, 62,
178901. DOI

6. Ren, X.; Lii, L. Review of ranking nodes in complex networks. Chin. Sci. Bull. 2014, 59, 1175-97. DOI

7. Lalou, M.; Tahraoui, M. A.; Kheddouci, H. The critical node detection problem in networks: a survey. Comput. Sci. Rev. 2018, 28,
92-117. DOI

8. Hafiene, N.; Karoui, W.; Romdhane, L. B. Influential nodes detection in dynamic social networks: a survey. Expert. Syst. Appl. 2020,
159, 113642. DOIL

9. Zhang, B.; Zhao, X.; Nie, J.; et al. Epidemic model-based network influential node ranking methods: a ranking rationality perspective.
ACM. Comput. Surv. 2024, 56, 1-39. DOI

10. Li, Y;; Gao, H.; Gao, Y.; Guo, J.; Wu, W. A survey on influence maximization: from an ml-based combinatorial optimization. 4CM.
Trans. Knowl. Discov. Data. 2023, 17, 1-50. DOI

11.  Jaouadi, M.; Romdhane, L. B. A survey on influence maximization models. Expert. Syst. Appl. 2024, 248, 123429. DOI

12.  Liu, B.; Zeng, Y.; Yang, R.; Lii, L. Fundamental statistics of higher-order networks: a survey. Acta. Phys. Sin. 2024, 73, 128901. DOI

13. Bavelas, A. A mathematical model for group structures. Hum. Organ. 1948, 7, 16-30. DOI

14.  Nieminen, J. On the centrality in a graph. Scand. J. Psychol. 1974, 15, 332-36. DOI

15. Chen, D.; Li, L.; Shang, M. S.; Zhang, Y. C.; Zhou, T. Identifying influential nodes in complex networks. Phys. A. 2012, 391, 1777-
87. DOI

16. Ma, Y.; Cao, Z.; Qi, X. Quasi-Laplacian centrality: a new vertex centrality measurement based on Quasi-Laplacian energy of networks.
Phys. A. 2019, 527, 121130. DOI

17.  Zhu, X.; Hao, R. Identifying influential nodes in social networks via improved Laplacian centrality. Chaos. Soliton. Fract. 2024, 189,
115675. DOI

18.  Kitsak, M.; Gallos, L. K.; Havlin, S.; et al. Identification of influential spreaders in complex networks. Nat. Phys. 2010, 6, 888-93. DOI

19.  Zeng, A.; Zhang, C. J. Ranking spreaders by decomposing complex networks. Phys. Lett. A. 2013, 377, 1031-35. DOI

20. Li, C.; Wang, L.; Sun, S.; Xia, C. Identification of influential spreaders based on classified neighbors in real-world complex networks.
Appl. Math. Comput. 2018, 320, 512-23. DOI

21.  Liu, J. G;; Ren, Z. M.; Guo, Q. Ranking the spreading influence in complex networks. Phys. 4. 2013, 392, 4154-59. DOI

22. Zareie, A.; Sheikhahmadi, A. A hierarchical approach for influential node ranking in complex social networks. Expert. Syst. Appl. 2018,
93,200-211. DOI

23. Ibnoulouafi, A.; El Haziti, M.; Cherifi, H. M-centrality: identifying key nodes based on global position and local degree variation. J.
Stat. Mech. 2018, 2018, 073407. DOIL

24.  Liu, Y.; Tang, M.; Zhou, T.; Do, Y. Core-like groups result in invalidation of identifying super-spreader by k-shell decomposition. Sci.
Rep. 2015, 5, 9602. DOI

25.  Liu, Y.; Tang, M.; Zhou, T.; Do, Y. Improving the accuracy of the k-shell method by removing redundant links: from a perspective of
spreading dynamics. Sci. Rep. 2015, 5, 13172. DOI

26. Li, L.; Zhou, T.; Zhang, Q. M.; Stanley, H. E. The H-index of a network node and its relation to degree and coreness. Nat. Commun.
2016, 7, 10168. DOI

27.  Liu, Q.; Zhu, Y. X.; Jia, Y.; et al. Leveraging local h-index to identify and rank influential spreaders in networks. Phys. A. 2018, 512,
379-91. DOI

28.  Gao, L.; Yu, S.; Li, M.; Shen, Z.; Gao, Z. Weighted h-index for identifying influential spreaders. Symmetry 2019, 11, 1263. DOI

29. Zareie, A.; Sheikhahmadi, A. EHC: extended H-index centrality measure for identification of users’ spreading influence in complex
networks. Phys. A. 2019, 514, 141-55. DOI

30. Cohen, J. Trusses: cohesive subgraphs for social network analysis. National Security Agency Technical Report; 2008. Available from: ht
tps://www.researchgate.net/publication/242103824 Trusses Cohesive Subgraphs for Social Network Analysis [Last accessed on 10
Jul 2025].

31. Malliaros, F. D.; Rossi, M. E. G.; Vazirgiannis, M. Locating influential nodes in complex networks. Sci. Rep. 2016, 6, 19307. DOI

32, Yu, F;Xia, X.; Li, W.; et al. Critical node identification for complex network based on a novel minimum connected dominating set. Sof?.
Comput. 2017, 21, 5621-29. DOI

33, Yu, H.; Cao, X.; Liu, Z.; Li, Y. Identifying key nodes based on improved structural holes in complex networks. Phys. 4. 2017, 486,
318-27. DOI

34.  Xu, H.; Zhang, J.; Yang, J.; Lun, L. Identifying important nodes in complex networks based on multiattribute evaluation. Math. Probl.
Eng. 2018, 2018, 8268436. DOI

35.  Liu, Y.; Wang, J.; He, H.; Huang, G.; Shi, W. Identifying important nodes affecting network security in complex networks. /nt. J. Distrib.
Sens. Netw. 2021, 17, 1550147721999285. DOI

36. Zhao, Z.; Li, D.; Sun, Y.; Zhang, R.; Liu, J. Ranking influential spreaders based on both node k-shell and structural hole. Knowl. Based.


http://dx.doi.org/10.20517/ces.2025.34
http://dx.doi.org/10.1038/s41562-018-0407-3
http://dx.doi.org/10.1038/s41567-023-02132-1
http://dx.doi.org/10.1038/s42254-021-00322-5
http://dx.doi.org/10.1007/s11432-023-3930-9
http://dx.doi.org/10.7498/aps.62.178901
http://dx.doi.org/10.1360/972013-1280
http://dx.doi.org/10.1016/j.cosrev.2018.02.002
http://dx.doi.org/10.1016/j.eswa.2020.113642
http://dx.doi.org/10.1145/3653296
http://dx.doi.org/10.1145/3604559
http://dx.doi.org/10.1016/j.eswa.2024.123429
http://dx.doi.org/10.7498/aps.73.20240270
http://dx.doi.org/10.17730/humo.7.3.f4033344851gl053
http://dx.doi.org/10.1111/j.1467-9450.1974.tb00598.x
http://dx.doi.org/10.1016/j.physa.2011.09.017
http://dx.doi.org/10.1016/j.physa.2019.121130
http://dx.doi.org/10.1016/j.chaos.2024.115675
http://dx.doi.org/10.1038/nphys1746
http://dx.doi.org/10.1016/j.physleta.2013.02.039
http://dx.doi.org/10.1016/j.amc.2017.10.001
http://dx.doi.org/10.1016/j.physa.2013.04.032
http://dx.doi.org/10.1016/j.eswa.2017.10.018
http://dx.doi.org/10.1088/1742-5468/aace08
http://dx.doi.org/10.1038/srep09602
http://dx.doi.org/10.1038/srep13172
http://dx.doi.org/10.1038/ncomms10168
http://dx.doi.org/10.1016/j.physa.2018.08.081
http://dx.doi.org/10.3390/sym11101263
http://dx.doi.org/10.1016/j.physa.2018.09.064
https://www.researchgate.net/publication/242103824_Trusses_Cohesive_Subgraphs_for_Social_Network_Analysis
https://www.researchgate.net/publication/242103824_Trusses_Cohesive_Subgraphs_for_Social_Network_Analysis
http://dx.doi.org/10.1038/srep19307
http://dx.doi.org/10.1007/s00500-016-2303-y
http://dx.doi.org/10.1016/j.physa.2017.05.028
http://dx.doi.org/10.1155/2018/8268436
http://dx.doi.org/10.1177/1550147721999285

Chen et al. Complex Eng. Syst. 2025, 5, 11 | http://dx.doi.org/10.20517/ces.2025.34 Page 37 of 46

37.
38.
39.
40.

41.
42.

43.
44,
45.

46.
47.

48.
49.

50.
51

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

68.

69.
70.

71.

72.

73.

74.

Syst. 2023, 260, 110163. DOI

Ma, J.; Kong, L.; Li, H. An effective edge-adding strategy for enhancing network traffic capacity. Phys. A. 2023, 609, 128321. DOI
Wang, P.; Xu, B.; Wu, Y.; Zhou, X. Link prediction in social networks: the state-of-the-art. Sci. China. Inf. Sci. 2015, 1, 1-38. DOI

Lu, P.; Zhang, Z. Critical nodes identification in complex networks via similarity coefficient. Mod. Phys. Lett. B. 2022, 36,2150620. DOI
Ali, J.; He, T.; Su, Z. Identifying influential nodes in complex networks based on resource allocation similarity. Phys. 4. 2023, 627,
129101. DOI

Rao, K. V.; Chowdary, C. R. CBIM: community-based influence maximization in multilayer networks. Inf. Sci. 2022, 609, 578-94. DOIL
Tong, T.; Yuan, W.; Jalili, M.; Dong, Q.; Sun, J. A novel ranking approach for identifying crucial spreaders in complex networks based
on Tanimoto Correlation. Expert. Syst. Appl. 2024, 255, 124513. DOI

Bonacich, P. Factoring and weighting approaches to clique identification. J. Math. Sociol. 1971, 92, 1170-82. DOI

Bonacich, P. Some unique properties of eigenvector centrality. Soc. Netw. 2007, 29, 555-64. DOI

Ilyas, M. U.; Radha, H. Identifying influential nodes in online social networks using principal component centrality. In: 2011 IEEE
International Conference on Communications. IEEE; 2011. pp. 1-5. DOI

Estrada, E.; Rodriguez-Velazquez, J. A. Subgraph centrality in complex networks. Phys. Rev. E. 2005, 71, 056103. DOI

Ahajjam, S.; El Haddad, M.; Badir, H. LeadersRank: towards a new approach for community detection in social networks. In: 2015
IEEE/ACS 12th International Conference of Computer Systems and Applications; 2015. pp. 1-8. DOI

Martin, T.; Zhang, X.; Newman, M. E. Localization and centrality in networks. Phys. Rev. E. 2014, 90, 052808. DOI

Zhong, L.; Shang, M.; Chen, X.; Cai, S. M. Identifying the influential nodes via eigencentrality from the differences and similarities of
structure. Phys. A. 2018, 510, 77-82. DOI

Katz, L. A new status index derived from sociometric analysis. Psychometrika 1953, 18, 39-43. DOI

Zhang, Y.; Bao, Y.; Zhao, S.; Chen, J.; Tang, J. Identifying node importance by combining betweenness centrality and katz centrality. In:
2015 International Conference on Cloud Computing and Big Data; 2015. pp. 354-57. DOI

Page, L.; Brin, S.; Motwani, R.; Winograd, T. The pagerank citation ranking: bring order to the web. Stanford University; 1998.
Available from: http://ilpubs.stanford.edu:8090/422/ [Last accessed on 10 Jul 2025].

Yang, Y.; Xie, G.; Xie, J. Mining important nodes in directed weighted complex networks. Discrete. Dyn. Nat. Soc. 2017, 2017,
9741824. DOI

Chinchi, H.; Yian, L.; Wenhao, C.; Minghan, F.; Shoude, L. Unsupervised ranking using graph structures and node attributes. In
Proceedings of the tenth ACM International Conference on Web Search and Data Mining; 2017. pp. 771-79. DOI

Sheng, J.; Zhu, J.; Wang, Y.; Wang, B.; Hou, Z. Identifying influential nodes of complex networks based on trust-value. Algorithms
2020, /3,280. DOI

Su, Q.; Chen, C.; Sun, Z.; Li, J. Identification of critical nodes for cascade faults of grids based on electrical PageRank. Glob. Energy.
Interconnect. 2021, 4, 587-95. DOI

Li, L.; Zhang, Y. C.; Yeung, C. H.; Zhou, T. Leaders in social networks, the delicious case. PLoS. One. 2011, 6, €21202. DOI

Li, Q.; Zhou, T.; Li, L.; Chen, D. Identifying influential spreaders by weighted LeaderRank. Phys. A. 2014, 404, 47-55. DOIL

Zhang, J.; Chen, D.; Dong, Q.; Zhao, Z. Identifying a set of influential spreaders in complex networks. Sci. Rep. 2016, 6,27823. DOI
Kumar, S.; Panda, B. S. Identifying influential nodes in social networks: neighborhood Coreness based voting approach. Phys. A. 2020,
553,124215. DOI

Sun, H.; Chen, D.; He, J.; Ch’ng, E. A voting approach to uncover multiple influential spreaders on weighted networks. Phys. A. 2019,
519,303-12. DOI

Li, Y.; Yang, X.; Zhang, X.; Xi, M.; Lai, X. An improved voterank algorithm to identifying a set of influential spreaders in complex
networks. Front. Phys. 2022, 10, 955727. DOI

Liu, J.; Xiong, Q.; Shi, W.; Shi, X.; Wang, K. Evaluating the importance of nodes in complex networks. Phys. A. 2016, 452,209-19. DOI
Freeman, L. C. A set of measures of centrality based on betweenness. Sociometry 1977, 40, 35-41. DOI

Hage, P.; Harary, F. Eccentricity and centrality in networks. Soc. Netw. 1995, 17, 57-63. DOI

Boccaletti, S.; Latora, V.; Moreno, Y.; Chavez, M.; Hwang, D. U. Complex networks: structure and dynamics. Phys. Rep. 2006, 424,
175-308. DOI

Li, Z.; Zhao, N.; Xiong, F.; Chen, N. A novel measure of identifying influential nodes in complex networks. Phys. 4. 2019, 523,
488-97. DOI

Song, Z.; Duan, H.; Ge, Y.; Qiu, X. A novel measure of centrality based on betweenness. In 2015 Chinese Automation Congress; 2015.
pp. 174-78. DOI

Ventresca, M.; Aleman, D. Efficiently identifying critical nodes in large complex networks. Comput. Soc. Netw. 2015, 2, 1-16. DOI
Zhang, J.; Xu, X.; Li, P.; Zhang, K.; Small, M. Node importance for dynamical process on networks: a multiscale characterization.
Chaos 2011, 21. DOI

Yang, D.; Sun, Y.; Zhou, B.; Gao, X.; Zhang, H. Critical nodes identification of complex power systems based on electric cactus structure.
IEEE Syst. J. 2020, 14, 4477-88. DOI

Kianian, S.; Rostamnia, M. An efficient path-based approach for influence maximization in social networks. Expert. Syst. Appl. 2021,
167, 114168. DOI

Xiao, Y.; Chen, Y.; Zhang, H.; et al. A new semi-local centrality for identifying influential nodes based on local average shortest path
with extended neighborhood. Artif. Intell. Rev. 2024, 57, 115. DOI

Freeman, L. C. Centrality in social networks: Conceptual clarification. Soc. Netw. 2002, 1, 238-63. DOI


http://dx.doi.org/10.20517/ces.2025.34
http://dx.doi.org/10.1016/j.knosys.2022.110163
http://dx.doi.org/10.1016/j.physa.2022.128321
http://dx.doi.org/10.48550/arXiv.1411.5118
http://dx.doi.org/10.1142/s021798492150620x
http://dx.doi.org/10.1016/j.physa.2023.129101
http://dx.doi.org/10.1016/j.ins.2022.07.103
http://dx.doi.org/10.1016/j.eswa.2024.124513
http://dx.doi.org/10.1080/0022250X.1972.9989806
http://dx.doi.org/10.1016/j.socnet.2007.03.003
http://dx.doi.org/10.1109/icc.2011.5963147
http://dx.doi.org/10.1103/PhysRevE.71.056103
http://dx.doi.org/10.1109/AICCSA.2015.7507215
http://dx.doi.org/10.1103/PhysRevE.90.052808
http://dx.doi.org/10.1016/j.physa.2018.06.115
http://dx.doi.org/10.1007/BF02289026
http://dx.doi.org/10.1109/CCBD.2015.19
http://ilpubs.stanford.edu:8090/422/
http://dx.doi.org/10.1155/2017/9741824
http://dx.doi.org/10.1145/3018661.3018668
http://dx.doi.org/10.3390/a13110280
http://dx.doi.org/10.1016/j.gloei.2022.01.006
http://dx.doi.org/10.1371/journal.pone.0021202
http://dx.doi.org/10.1016/j.physa.2014.02.041
http://dx.doi.org/10.1038/srep27823
http://dx.doi.org/10.1016/j.physa.2020.124215
http://dx.doi.org/10.1016/j.physa.2019.01.067
http://dx.doi.org/10.3389/fphy.2022.955727
http://dx.doi.org/10.1016/j.physa.2016.02.049
http://dx.doi.org/10.2307/3033543
http://dx.doi.org/10.1016/0378-8733(94)00248-9
http://dx.doi.org/10.1016/j.physrep.2005.10.009
http://dx.doi.org/10.1016/j.physa.2019.02.046
http://dx.doi.org/10.1109/CAC.2015.7382491
http://dx.doi.org/10.1186/s40649-015-0010-y
http://dx.doi.org/10.1063/1.3553644
http://dx.doi.org/10.1109/jsyst.2020.2967403
http://dx.doi.org/10.1016/j.eswa.2020.114168
http://dx.doi.org/10.1007/s10462-024-10725-2
http://dx.doi.org/10.1016/0378-8733(78)90021-7

Page 38 of 46 Chen et al. Complex Eng. Syst. 2025, 5,11 | http://dx.doi.org/10.20517/ces.2025.34

75.
76.

77.

78.

79.

80.

81.

82.

83.

84.

85.

86.

87.

88.

89.

90.

91.

92.

93.

94.

95.

96.

97.
98.

99.

100.

101.

102.

103.

104.

105.

106.

107.

Latora, V.; Marchiori, M. Efficient behavior of small-world networks. Phys. Rev. Lett. 2001, 87, 198701. DOI

Salavati, C.; Abdollahpouri, A.; Manbari, Z. Ranking nodes in complex networks based on local structure and improving closeness
centrality. Neurocomputing 2019, 336, 36-45. DOI

Okamoto, K.; Chen, W.; Li, X. Ranking of closeness centrality for large-scale social networks. In Proceedings of the 2nd Annual
International Workshop on Frontiers in Algorithmics. Heidelberg: Springer-Verlag; 2008. p. 186-95. DOI

Sheng, J.; Dai, J.; Wang, B.; et al. Identifying influential nodes in complex networks based on global and local structure. Phys. A. 2020,
541,123262. DOI

lannelli, F.; Mariani, M. S.; Sokolov, I. M. Influencers identification in complex networks through reaction-diffusion dynamics. Phys.
Rev. E. 2018, 98, 062302. DOI

Dong, J.; Ye, F.; Chen, W.; Wu, J. Identifying influential nodes in complex networks via semi-local centrality. In 2018 IEEE International
Symposium on Circuits and Systems; 2018. pp. 1-5. DOI

Kermarrec, A. M.; Le Merrer, E.; Sericola, B.; Trédan, G. Second order centrality: distributed assessment of nodes criticity in complex
networks. Comput. Commun. 2011, 34, 619-28. DOI

Li, X.; Wang, X. Controlling the spreading in small-world evolving networks: stability, oscillation, and topology. /EEE. Trans. Autom.
Control. 2006, 51, 534-40. DOI

Ghosh, D.; Frasca, M.; Rizzo, A.; et al. The synchronized dynamics of time-varying networks. Phys. Rep. 2022, 949, 1-63. DOI
D’Souza, R. M.; di Bernardo, M.; Liu, Y. Controlling complex networks with complex nodes. Nat. Rev. Phys. 2023, 5, 250-62. DOI
Liu, Y.; Slotine, J. J.; Barabasi, A. L. Controllability of complex networks. Nature 2011, 473, 167-73. DOI

Ding, J.; Wen, C.; Li, G. Key node selection in minimum-cost control of complex networks. Phys. A. 2017, 486, 251-61. DOI

Lu, J.; Liu, R.; Lou, J.; Liu, Y. Pinning stabilization of Boolean control networks via a minimum number of controllers. /EEE. Trans.
Cybern. 2019, 51, 373-81. DOI

Zhu, S.; Cao, J.; Lin, L.; Lam, J.; Azuma, S. I. Toward stabilizable large-scale Boolean networks by controlling the minimal set of nodes.
IEEE. Trans. Autom. Control. 2023, 69, 174-88. DOI

Yu, W.; DeLellis, P.; Chen, G.; Di Bernardo, M.; Kurths, J. Distributed adaptive control of synchronization in complex networks. /EEE.
Trans. Autom. Control. 2012, 57, 2153-58. DOI

Yu, W.; Chen, G.; Lu, J.; Kurths, J. Synchronization via pinning control on general complex networks. SIAM. J. Control. Optim. 2013,
51,1395-416. DOI

Ding, J.; Tan, P.; Lu, Y. Z. Optimizing the controllability index of directed networks with the fixed number of control nodes. Neurocom-
puting 2016, 171, 1524-32. DOI

Amani, A. M.; Jalili, M.; Yu, X.; Stone, L. Finding the most influential nodes in pinning controllability of complex networks. /EEE.
Trans. Circuits. Syst. II. 2017, 64, 685-89. DOI

Amani, A. M.; Jalili, M.; Yu, X.; Stone, L. Controllability of complex networks: choosing the best driver set. Phys. Rev. E. 2018, 98,
030302. DOI

Liu, H.; Xu, X.; Lu, J. A.; Chen, G.; Zeng, Z. Optimizing pinning control of complex dynamical networks based on spectral properties
of grounded Laplacian matrices. /IEEE. Trans. Syst. Man Cyber. Syst. 2018, 51, 786-96. DOI

Wang, W.; Ni, X.; Lai, Y.; Grebogi, C. Optimizing controllability of complex networks by minimum structural perturbations. Phys. Rev.
E. 2012, 85, 026115. DOI

Bof, N.; Baggio, G.; Zampieri, S. On the role of network centrality in the controllability of complex networks. /EEE. Trans. Control.
Netw. Syst. 2016, 4, 643-53. DOI

Zhou, J.; Yu, X.; Lu, J. A. Node importance in controlled complex networks. IEEE. Trans. Circuits. Syst. 1. 2018, 66, 437-41. DOI
Liu, H.; Wang, B.; Lu, J.; Li, Z. Node-set importance and optimization algorithm of nodes selection in complex networks based on
pinning control. Acta. Phys. Sin. 2021, 70, 056401. DOI

Bomela, W.; Sebek, M.; Nagao, R.; et al. Finding influential nodes in networks using pinning control: centrality measures confirmed
with electrochemical oscillators. Chaos 2023, 33, 093128. DOI

Jiang, Q.; Zhou, J.; Li, B.; Liu, H.; Lu, J. A. Pinning synchronization of a complex network: nodes, edges and higher-order edges.
Europhys. Lett. 2024, 147, 61001. DOI

Sun, G. Q.; He, R.; Hou, L. F.; et al. Optimal control of spatial diseases spreading in networked reaction-diffusion systems. Phys. Rep.
2025, 1111, 1-64. DOI

Zhang, H. T.; Chen, Z.; Mo, X. Effect of adding edges to consensus networks with directed acyclic graphs. IEEE. Trans. Autom. Control.
2017, 62, 4891-97. DOI

Mo, X.; Chen, Z.; Zhang, H. T. Effects of adding a reverse edge across a stem in a directed acyclic graph. Automatica 2019, 103,
254-60. DOI

Jiang, S.; Zhou, J.; Small, M.; Lu, J. A.; Zhang, Y. Searching for key cycles in a complex network. Phys. Rev. Lett. 2023, 130,
187402. DOI

Cao, H.; Zhang, H. T.; Xie, L. Synchronization acceleration of networked systems via edge addition to single-root weighted digraphs.
IEEE. Trans. Autom. Control. 2024, 70, 1730-44. DOI

Zhang, H. T.; Cao, H.; Chen, Z. A necessary and sufficient condition of an interfering reverse edge for a directed acyclic graph. /EEE.
Trans. Autom. Control. 2022, 67, 4885-91. DOI

Gao, S.; Zhang, S.; Chen, X. Effects of adding edges on the consensus convergence rate of weighted directed chain networks. /EEE.
Trans. Autom. Control. 2025, 70, 4077-84. DOI


http://dx.doi.org/10.20517/ces.2025.34
http://dx.doi.org/10.1103/physrevlett.87.198701
http://dx.doi.org/10.1016/j.neucom.2018.04.086
http://dx.doi.org/10.1007/978-3-540-69311-6_21
http://dx.doi.org/10.1016/j.physa.2019.123262
http://dx.doi.org/10.1103/physreve.98.062302
http://dx.doi.org/10.1109/ISCAS.2018.8351659
http://dx.doi.org/10.1016/j.comcom.2010.06.007
http://dx.doi.org/10.1109/tac.2006.871928
http://dx.doi.org/10.1016/j.physrep.2021.10.006
http://dx.doi.org/10.1038/s42254-023-00566-3
http://dx.doi.org/doi:10.1038/nature10011
http://dx.doi.org/10.1016/j.physa.2017.05.090
http://dx.doi.org/10.1109/TCYB.2019.2944659
http://dx.doi.org/10.1109/TAC.2023.3269321
http://dx.doi.org/10.1109/TAC.2012.2183190
http://dx.doi.org/10.1137/100781699
http://dx.doi.org/10.1016/j.neucom.2015.07.102
http://dx.doi.org/10.1109/TCSII.2016.2600295
http://dx.doi.org/10.1103/PhysRevE.98.030302
http://dx.doi.org/10.1109/TSMC.2018.2882620
http://dx.doi.org/10.1103/PhysRevE.85.026115
http://dx.doi.org/10.1109/TCNS.2016.2550862
http://dx.doi.org/10.1109/tcsii.2018.2845940
http://dx.doi.org/10.7498/aps.70.20200872
http://dx.doi.org/10.1063/5.0163899
http://dx.doi.org/10.1209/0295-5075/147/6/61001
http://dx.doi.org/10.1016/j.physrep.2025.01.005
http://dx.doi.org/10.1109/TAC.2017.2692527
http://dx.doi.org/10.1016/j.automatica.2019.02.020
http://dx.doi.org/10.1103/PhysRevLett.130.187402
http://dx.doi.org/10.1109/TAC.2024.3466871
http://dx.doi.org/10.1109/TAC.2022.3162548
http://dx.doi.org/10.1109/TAC.2025.3527603

Chen et al. Complex Eng. Syst. 2025, 5, 11 | http://dx.doi.org/10.20517/ces.2025.34 Page 39 of 46

108.

109.

110.

111.

112.

113.

114.

115.

116.

117.
118.

119.

120.

121.

122.

123.

124.

125.

126.

127.

128.

129.

130.

131.

132.

133.

134.

135.

136.

137.

138.

139.

Aringhieri, R.; Grosso, A.; Hosteins, P.; Scatamacchia, R. A general evolutionary framework for different classes of critical node
problems. Eng. Appl. Artif Intell. 2016, 55, 128-45. DOI

Alozie, G. U.; Arulselvan, A.; Akartunali, K.; Pasiliao Jr, E. L. Efficient methods for the distance-based critical node detection problem
in complex networks. Comput. Oper. Res. 2021, 131, 105254. DOI

Thulasiraman, K.; Swamy, M. N. S. Graphs: theory and algorithms. USA: John Wiley Sons, Inc.; 2011. DOI

Boginski, V.; Commander, C. W. Identifying critical nodes in protein-protein interaction networks; 2008. pp. 153-67. DOI
Karygiannis, A.; Antonakakis, E.; Apostolopoulos, A. Detecting critical nodes for MANET intrusion detection systems. In Second
International Workshop on Security, Privacy and Trust in Pervasive and Ubiquitous Computing; 2006. pp. 9-15. DOI

Arulselvan, A.; Commander, C. W.; Shylo, O.; Pardalos, P. M. Cardinality-constrained critical node detection problem. Performance
Models and Risk Management in Communications Systems; 2011, pp. 79-91. DOI

Li, C.; Lin, S.; Shan, M. Finding influential mediators in social networks. In Proceedings of the 20th International Conference Companion
on World Wide Web; 2011, pp. 75-6. DOI

Ventresca, M.; Harrison, K. R.; Ombuki-Berman, B. M. An experimental evaluation of multi-objective evolutionary algorithms for
detecting critical nodes in complex networks. In European Conference on the Applications of Evolutionary Computation. Springer;
2015, pp. 164-76. DOI

Veremyev, A.; Boginski, V.; Pasiliao, E. L. Exact identification of critical nodes in sparse networks via new compact formulations. Optim.
Lett. 2014, 8, 1245-59. DOI

Ren, T.; Li, Z.; Qi, Y.; et al. Identifying vital nodes based on reverse greedy method. Sci. Rep. 2020, 10, 4826. DOI

Wang, Y.; Cong, G.; Song, G.; Xie, K. Community-based greedy algorithm for mining top-k influential nodes in mobile social networks.
In Proceedings of the 16th ACM SIGKDD International Conference on Knowledge Discovery & Data Mining; 2010. pp. 1039-48. DOI
Lam, C. Y.; Lin, J.; Sim, M. S.; Tai, K. Identifying vulnerabilities in critical infrastructures by network analysis. nt. J. Crit. Infrastruct.
2013, 9, 190-210. DOI

Ventresca, M.; Aleman, D. A fast greedy algorithm for the critical node detection problem. In: International Conference on Combinatorial
Optimization and Applications. Springer; 2014. pp. 603-12. DOI

Tang, J.; Zhang, R.; Wang, P.; et al. A discrete shuffled frog-leaping algorithm to identify influential nodes for influence maximization
in social networks. Knowl. Based. Syst. 2020, 187, 104833. DOI

Di Summa, M.; Grosso, A.; Locatelli, M. Branch and cut algorithms for detecting critical nodes in undirected graphs. Comput. Optim.
Appl. 2012, 53, 649-80. DOI

Arulselvan, A.; Commander, C. W.; Elefteriadou, L.; Pardalos, P. M. Detecting critical nodes in sparse graphs. Comput. Oper: Res. 2009,
36,2193-200. DOI

Shen, Y.; Dinh, T. N.; Thai, M. T. Adaptive algorithms for detecting critical links and nodes in dynamic networks. In: 2012 IEEE
Military Communications Conference; 2012. pp. 1-6. DOI

Ventresca, M.; Aleman, D. A derandomized approximation algorithm for the critical node detection problem. Comput. Oper. Res. 2014,
43,261-70. DOI

Dinh, T. N.; Thai, M. T. Assessing attack vulnerability in networks with uncertainty. In: 2015 IEEE Conference on Computer Commu-
nications; 2015. pp. 2380-88. DOI

Sarker, S.; Veremyev, A.; Boginski, V.; Singh, A. Critical nodes in river networks. Sci. Rep. 2019, 9, 11178. DOI

Pullan, W. Heuristic identification of critical nodes in sparse real-world graphs. J. Heuristics. 2015, 21, 577-98. DOI

Addis, B.; Aringhieri, R.; Grosso, A.; Hosteins, P. Hybrid constructive heuristics for the critical node problem. Ann. Oper. Res. 2016,
238, 637-49. DOI

Chen, W.; Jiang, M.; Jiang, C.; Zhang, J. Critical node detection problem for complex network in undirected weighted networks. Phys.
A. 2020, 538, 122862. DOI

Ventresca, M. Global search algorithms using a combinatorial unranking-based problem representation for the critical node detection
problem. Comput. Oper. Res. 2012, 39, 2763-75. DOI

Shen, Y.; Nguyen, N. P.; Xuan, Y.; Thai, M. T. On the discovery of critical links and nodes for assessing network vulnerability. /[EEE/ACM
Trans. Netw. 2012, 21, 963-73. DOI

Ventresca, M.; Aleman, D. A region growing algorithm for detecting critical nodes. In: International Conference on Combinatorial
Optimization and Applications. Springer; 2014. pp. 593-602. DOI

Yin, H.; Hou, J.; Gong, C. A mixed strength decomposition method for identifying critical nodes by decomposing weighted social
networks. Europhys. Lett. 2023, 142, 61003. DOI

Zhang, L.; Zhang, H.; Feng, X.; Yang, H.; Cheng, F. An evolutionary multitasking method for multi-objective critical node detection on
interdependent networks. [EEE Trans. Cognit. Commun. Netw. 2025, 11, 607-20. DOI

Fortz, B.; Mycek, M.; Pioro, M.; Tomaszewski, A. Min-max optimization of node-targeted attacks in service networks. Networks 2024,
83,256-88. DOI

Jiang, W.; Li, P.; Li, T.; Fan, T.; Zhang, C. Identifying vital edges based on the cycle structure in complex networks. Phys. Lett. A. 2025,
530, 130137. DOI

Kouam, W.; Hayel, Y.; Deugoué, G.; Kamhoua, C. A novel centrality measure for analyzing lateral movement in complex networks.
Phys. A. 2025, 658, 130255. DOI

Zhou, M.; Liu, H.; Liao, H.; Liu, G.; Mao, R. Finding the key nodes to minimize the victims of the malicious information in complex
network. Knowl. Based. Syst. 2024, 293, 111632. DOI


http://dx.doi.org/10.20517/ces.2025.34
http://dx.doi.org/10.1016/j.engappai.2016.06.010
http://dx.doi.org/10.2139/ssrn.3783169
http://dx.doi.org/10.1002/9780470316335
http://dx.doi.org/10.1007/978-0-387-73305-6_10
http://dx.doi.org/10.1109/PERCOM.2006.1608660
http://dx.doi.org/10.1007/978-1-4419-0534-5_4
http://dx.doi.org/10.1145/1963192.196323
http://dx.doi.org/10.1007/978-3-319-16549-3 I
http://dx.doi.org/10.1007/s11590-013-0666-x
http://dx.doi.org/10.1038/s41598-020-61722-8
http://dx.doi.org/10.1145/1835804.1835935
http://dx.doi.org/10.1504/IJCIS.2013.054978
http://dx.doi.org/10.1007/978-3-319-12691-3
http://dx.doi.org/10.1016/j.knosys.2019.07.004
http://dx.doi.org/10.1007/s10589-012-9458-y
http://dx.doi.org/10.1016/j.cor.2008.02.001
http://dx.doi.org/10.1109/MILCOM.2012.6415629
http://dx.doi.org/10.1016/j.cor.2013.09.012
http://dx.doi.org/10.1109/INFOCOM.2015.7218626
http://dx.doi.org/10.1038/s41598-019-47292-4
http://dx.doi.org/10.1007/s10732-015-9290-5
http://dx.doi.org/10.1007/s10479-016-2110-y
http://dx.doi.org/10.1016/j.physa.2019.122862
http://dx.doi.org/10.1371/journal.pone.0044459
http://dx.doi.org/10.1109/TNET.2012.2215882
http://dx.doi.org/10.1007/978-3-319-12691-3
http://dx.doi.org/10.1209/0295-5075/acd9e8
http://dx.doi.org/10.1109/TCCN.2024.3427123
http://dx.doi.org/10.1002/net.22191
http://dx.doi.org/10.1016/j.physleta.2024.130137
http://dx.doi.org/10.1016/j.physa.2024.130255
http://dx.doi.org/10.1016/j.knosys.2024.111632

Page 40 of 46 Chen et al. Complex Eng. Syst. 2025, 5,11 | http://dx.doi.org/10.20517/ces.2025.34

140.

141.
142.

143.

144.

145.

146.

147.

148.

149.

150.

151.

152.

153.
154.

155.

156.

157.

158.

159.

160.

161.
162.

163.

164.

165.

166.

167.

168.

169.

170.

171.

172.

Zhao, J.; Liu, X.; Guo, J. Evaluation method for node importance of communication network based on complex network analysis. In:
Communications, Signal Processing, and Systems. Singapore: Springer; 2019. DOI

Di Summa, M.; Grosso, A.; Locatelli, M. Complexity of the critical node problem over trees. Comput. Oper. Res. 2011, 38, 1766-74. DOI
Hermelin, D.; Kaspi, M.; Komusiewicz, C.; Navon, B. Parameterized complexity of critical node cuts. Theor. Comput. Sci. 2016, 651,
62-75. DOI

Addis, B.; Di Summa, M.; Grosso, A. Identifying critical nodes in undirected graphs: complexity results and polynomial algorithms for
the case of bounded treewidth. Discrete. Appl. Math. 2013, 161, 2349-60. DOI

Aringhieri, R.; Grosso, A.; Hosteins, P.; Scatamacchia, R. Local search metaheuristics for the critical node problem. Networks 2016, 67,
209-21. DOI

Wang, H.; Shan, Z.; Ying, G.; et al. Evaluation method of node importance for power grid considering inflow and outflow power. J.
Mod. Power. Syst. Clean. Energy. 2017, 5, 696-703. DOI

Nikolaev, A. G.; Razib, R.; Kucheriya, A. On efficient use of entropy centrality for social network analysis and community detection.
Soc. Netw. 2015, 40, 154-62. DOI

Zareie, A.; Sheikhahmadi, A.; Jalili, M. Influential node ranking in social networks based on neighborhood diversity. Future Gener.
Comput. Syst. 2019, 94, 120-29. DOI

Nitt, G. Using mapping entropy to identify node centrality in complex networks. Phys. A. 2016, 453, 290-97. DOI

Fu, Y. H.; Huang, C. Y.; Sun, C. T. Identifying super-spreader nodes in complex networks. Math. Probl. Eng. 2015. DOI

Guo, C.; Yang, L.; Chen, X.; et al. Influential nodes identification in complex networks via information entropy. Entropy 2020, 22,
242. DOI

Xu, M.; Wu, J.; Liu, M.; et al. Discovery of critical nodes in road networks through mining from vehicle trajectories. /EEE. Trans. Intell.
Trans. Syst. 2018, 20, 583-93. DOI

Tulu, M. M.; Hou, R.; Younas, T. Identifying influential nodes based on community structure to speed up the dissemination of information
in complex network. /EEE. Access. 2018, 6, 7390-401. DOI

Ai, X. Node importance ranking of complex networks with entropy variation. Entropy 2017, 19, 303. DOI

Wu, Y.; Dong, A.; Ren, Y.; Jiang, Q. Identify influential nodes in complex networks: a k-orders entropy-based method. Phys. 4. 2023,
632, 129302. DOI

Tong, T.; Dong, Q.; Sun, J.; Jiang, Y. Vital spreaders identification synthesizing cross entropy and information entropy with kshell
method. Expert. Syst. Appl. 2023, 224, 119928. DOI

Li, Y.; Cai, W.; Li, Y.; Du, X. Key node ranking in complex networks: a novel entropy and mutual information-based approach. Entropy
2019, 22, 52. DOI

Chen, D. B.; Gao, H.; Lii, L.; Zhou, T. Identifying influential nodes in large-scale directed networks: the role of clustering. PLoS. One.
2013, 8, €77455. DOIL

Gao, S.; Ma, J.; Chen, Z.; Wang, G.; Xing, C. Ranking the spreading ability of nodes in complex networks based on local structure. Phys.
A. 2014, 403, 130-47. DOIL

Yang, L.; Song, Y.; Jiang, G. P.; Xia, L. L. Identifying influential spreaders based on diffusion K-truss decomposition. Int. J. Mod. Phys.
B. 2018, 32, 1850238. DOI

Zareie, A.; Sheikhahmadi, A.; Jalili, M.; Fasaei, M. S. K. Finding influential nodes in social networks based on neighborhood correlation
coefficient. Knowl. Based. Syst. 2020, 194, 105580. DOI

Dablander, F.; Hinne, M. Node centrality measures are a poor substitute for causal inference. Sci. Rep. 2019, 9, 6846. DOI

Liu, Y.; Song, A.; Shan, X.; Xue, Y.; Jin, J. Identifying critical nodes in power networks: a group-driven framework. Expert. Syst. Appl.
2022, 196, 116557. DOI

Wang, B.; Zhang, J.; Dai, J.; Sheng, J. Influential nodes identification using network local structural properties. Sci. Rep. 2022, 12,
1833. DOI

Zhang, X.; Zhu, J.; Wang, Q.; Zhao, H. Identifying influential nodes in complex networks with community structure. Knowl. Based.
Syst. 2013, 42, 74-84. DOI

Zhao, G.; Jia, P.; Huang, C.; Zhou, A.; Fang, Y. A machine learning based framework for identifying influential nodes in complex
networks. /EEE. Access. 2020, 8, 65462-71. DOI

Yang, X.; Xiong, Z.; Ma, F.; et al. Identifying influential spreaders in complex networks based on network embedding and node local
centrality. Phys. 4. 2021, 573, 125971. DOI

Rezaei, A. A.; Munoz, J.; Jalili, M.; Khayyam, H. A machine learning-based approach for vital node identification in complex networks.
Expert. Syst. Appl. 2023, 214, 119086. DOI

Zhao, G.; Jia, P.; Zhou, A.; Zhang, B. InfGCN: identifying influential nodes in complex networks with graph convolutional networks.
Neurocomputing 2020, 414, 18-26. DOI

Kumar, S.; Mallik, A.; Khetarpal, A.; Panda, B. Influence maximization in social networks using graph embedding and graph neural
network. Inf. Sci. 2022, 607, 1617-36. DOI

Ribeiro, L. F.; Saverese, P. H.; Figueiredo, D. R. struc2vec: learning node representations from structural identity. In Proceedings of the
23rd ACM SIGKDD International Conference on Knowledge Discovery & Data Mining; 2017. pp. 385-94. DOI

Zhang, M.; Wang, X_; Jin, L.; Song, M.; Li, Z. A new approach for evaluating node importance in complex networks via deep learning
methods. Neurocomputing 2022, 497, 13-27. DOI

Liu, C.; Cao, T.; Zhou, L. Learning to rank complex network node based on the self-supervised graph convolution model. Knowl. Based.


http://dx.doi.org/10.20517/ces.2025.34
http://dx.doi.org/10.1007/978-981-13-6264-4_42
http://dx.doi.org/10.1016/j.cor.2011.02.016
http://dx.doi.org/10.1016/j.tcs.2016.08.018
http://dx.doi.org/10.1016/j.dam.2013.03.021
http://dx.doi.org/10.1002/net.21671
http://dx.doi.org/10.1007/s40565-016-0234-3
http://dx.doi.org/10.1016/j.socnet.2014.10.002
http://dx.doi.org/10.1016/j.future.2018.11.023
http://dx.doi.org/10.1016/j.physa.2016.02.009
http://dx.doi.org/10.1155/2015/675713
http://dx.doi.org/10.3390/e22020242
http://dx.doi.org/10.1109/tits.2018.2817282
http://dx.doi.org/10.1109/access.2018.2794324
http://dx.doi.org/10.3390/e19070303
http://dx.doi.org/10.1016/j.physa.2023.129302
http://dx.doi.org/10.1016/j.eswa.2023.119928
http://dx.doi.org/10.3390/e22010052
http://dx.doi.org/10.1016/j.physa.2024.129990
http://dx.doi.org/10.1016/j.physa.2014.02.032
http://dx.doi.org/10.1142/S0217979218502387
http://dx.doi.org/10.1016/j.knosys.2020.105580
http://dx.doi.org/10.31234/osf.io/nue4z
http://dx.doi.org/10.1016/j.eswa.2022.116557
http://dx.doi.org/10.1038/s41598-022-05564-6
http://dx.doi.org/10.1016/j.knosys.2013.01.017
http://dx.doi.org/10.1109/access.2020.2984286
http://dx.doi.org/10.1016/j.physa.2021.125971
http://dx.doi.org/10.1016/j.eswa.2022.119086
http://dx.doi.org/10.1016/j.neucom.2020.07.039
http://dx.doi.org/10.1016/j.ins.2022.06.075
http://dx.doi.org/10.1145/3097983.3098061
http://dx.doi.org/10.1016/j.neucom.2022.05.010

Chen et al. Complex Eng. Syst. 2025, 5, 11 | http://dx.doi.org/10.20517/ces.2025.34 Page 41 of 46

173.

174.

175.

176.

177.

178.

179.

180.

181.

182.

183.

184.

185.

186.

187.

188.

189.

190.

191.

192.

193.

194.

195.

196.

197.

198.

199.

200.

201.

202.

Syst. 2022, 251, 109220. DOI

Wei, P.; Zhou, J.; Yan, B.; Zeng, Y. ENIMNR: enhanced node influence maximization through node representation in social networks.
Chaos. Soliton. Fract. 2024, 186, 115192. DOI

Keikha, M. M.; Rahgozar, M.; Asadpour, M.; Abdollahi, M. F. Influence maximization across heterogeneous interconnected networks
based on deep learning. Expert. Syst. Appl. 2020, 140, 112905. DOI

Bouyer, A.; Beni, H. A.; Oskouei, A. G.; et al. Maximizing influence in social networks using combined local features and deep
learning-based node embedding. Big. Data. 2024. DOI

Wu, Y.; Hu, Y.; Yin, S.; et al. A graph convolutional network model based on regular equivalence for identifying influential nodes in
complex networks. Knowl. Based. Syst. 2024, 301, 112235. DOI

Ahmad, W.; Wang, B.; Chen, S. Learning to rank influential nodes in complex networks via convolutional neural networks. Appl. Intell.
2024, 54, 3260-78. DOI

Rashid, Y.; Bhat, J. I. OlapGN: a multi-layered graph convolution network-based model for locating influential nodes in graph networks.
Knowl. Based. Syst. 2024, 283, 111163. DOI

Xiong, Y.; Hu, Z.; Su, C.; Cai, S. M.; Zhou, T. Vital node identification in complex networks based on autoencoder and graph neural
network. Appl. Sofi. Comput. 2024, 163, 111895. DOI

Yu, E.; Wang, Y.; Fu, Y.; Chen, D.; Xie, M. Identifying critical nodes in complex networks via graph convolutional networks. Knowl.
Based. Syst. 2020, 198, 105893. DOI

Park, N.; Kan, A.; Dong, X. L.; Zhao, T.; Faloutsos, C. Estimating node importance in knowledge graphs using graph neural networks.
In Proceedings of the 25th ACM SIGKDD International Conference on Knowledge Discovery & Data Mining; 2019. pp. 596-606. DOI
Park, N.; Kan, A.; Dong, X. L.; Zhao, T.; Faloutsos, C. Multiimport: inferring node importance in a knowledge graph from multiple
input signals. In Proceedings of the 26th ACM SIGKDD International Conference on Knowledge Discovery & Data Mining; 2020. pp.
503-12. DOI

Munikoti, S.; Das, L.; Natarajan, B. Scalable graph neural network-based framework for identifying critical nodes and links in complex
networks. Neurocomputing 2022, 468,211-21. DOI

Ge, K.; Han, Q. B. Node importance estimation for knowledge graphs based on multi-perspectives attention fusion mechanism. Int. J.
Pattern. Recognit. Artif. Intell. 2024, 38, 2459017. DOI

Chen, X.; Lei, P. I.; Sheng, Y.; Liu, Y.; Gong, Z. Social influence learning for recommendation systems. In Proceedings of the 33rd
ACM International Conference on Information and Knowledge Management; 2024. pp. 312-22. DOI

Liu, Z.; Qiu, H.; Guo, W.; Zhu, J.; Wang, Q. NIE-GAT: node importance evaluation method for inter-domain routing network based on
graph attention network. J. Comput. Sci. 2022, 65, 101885. DOI

Kou, J.; Jia, P;; Liu, J.; Dai, J.; Luo, H. Identify influential nodes in social networks with graph multi-head attention regression model.
Neurocomputing 2023, 530, 23-36. DOI

Liu, L.; Zeng, W.; Tan, Z.; Xiao, W.; Zhao, X. Node importance estimation with multiview contrastive representation learning. Int. J.
Intell. Syst. 2023, 2023, 5917750. DOI

Zhang, T.; Hou, C.; Jiang, R.; et al. Label informed contrastive pretraining for node importance estimation on knowledge graphs. /EEE.
Trans. Neural. Networks. Learn. Syst. 2025, 36, 4462-76 DOI

Shu, J.; Zou, Y.; Cui, H.; Liu, L. Node importance evaluation in heterogeneous network based on attention mechanism and graph
contrastive learning. Neurocomputing 2025, 626, 129555. DOI

Huang, C.; Fang, Y.; Lin, X.; et al. Estimating node importance values in heterogeneous information networks. In: 2022 IEEE 38th
International Conference on Data Engineering; 2022. pp. 846-58. DOI

Chen, Y.; Fang, Y.; Wang, Q.; Cao, X.; King, I. Deep structural knowledge exploitation and synergy for estimating node importance value
on heterogeneous information networks. In: Proceedings of the AAAI Conference on Artificial Intelligence; 2024. pp. 8302-10. DOI
Lin, X.; Zhang, T.; Hou, C.; et al. Node importance estimation leveraging LLMs for semantic augmentation in knowledge graphs. arXiv
2024. DOI

Zhao, X.; Yu, H.; Huang, R.; et al. A novel higher-order neural network framework based on motifs attention for identifying critical
nodes. Phys. A. 2023, 629, 129194. DOI

Michos, I.; Neocleous, K.; Papadopoulou Lesta, V. Critical node detection in sparse graphs using hopfield neural networks. In Proceedings
of the 13th Hellenic Conference on Artificial Intelligence; 2024. pp. 1-4. DOI

Fan, C.; Zeng, L.; Sun, Y.; Liu, Y. Finding key players in complex networks through deep reinforcement learning. Nat. Mach. Intell.
2020, 2, 317-24. DOIL

Tan, X.; Zhou, Y.; Zhou, M.; Fu, Z. Learning to detect critical nodes in sparse graphs via feature importance awareness. /EEE. Trans.
Autom. Sci. Eng. 2024. 22, 3772-82. DOI

Jaques, N.; Lazaridou, A.; Hughes, E.; et al. Social influence as intrinsic motivation for multi-agent deep reinforcement learning. In:
International Conference on Machine Learning; 2019. pp. 3040-49. Available from: https://proceedings.mlr.press/v97/jaques19a.html
[Last accessed on 10 Jul 2025].

Chen, P.; Fan, W. Identifying critical nodes via link equations and deep reinforcement learning. Neurocomputing 2023, 126871. DOI
Li, H.; Xu, M.; Bhowmick, S. S.; et al. Disco: influence maximization meets network embedding and deep learning. arXiv 2019. DOI
Chen, T.; Yan, S.; Guo, J.; Wu, W. ToupleGDD: a fine-designed solution of influence maximization by deep reinforcement learning.
IEEE Trans. Comput. Soc. Syst. 2023, 11,2210-21. DOI

Ling, C.; Jiang, J.; Wang, J.; et al. Deep graph representation learning and optimization for influence maximization. arXiv 2023. DOI


http://dx.doi.org/10.20517/ces.2025.34
http://dx.doi.org/10.1016/j.knosys.2022.109220
http://dx.doi.org/10.1016/j.chaos.2024.115192
http://dx.doi.org/10.1016/j.eswa.2019.112905
http://dx.doi.org/10.1089/big.2023.0117
http://dx.doi.org/10.1016/j.knosys.2024.112235
http://dx.doi.org/10.1007/s10489-024-05336-x
http://dx.doi.org/10.1016/j.knosys.2023.111163
http://dx.doi.org/10.1016/j.asoc.2024.111895
http://dx.doi.org/10.1016/j.knosys.2020.105893
http://dx.doi.org/10.1145/3292500.3330855
http://dx.doi.org/10.1145/3394486.3403093
http://dx.doi.org/10.1016/j.neucom.2021.10.031
http://dx.doi.org/10.1142/S0218001424590171
http://dx.doi.org/10.1145/3616855
http://dx.doi.org/10.1016/j.jocs.2022.101885
http://dx.doi.org/10.1016/j.neucom.2023.01.078
http://dx.doi.org/10.1155/2023/5917750
http://dx.doi.org/10.1109/TNNLS.2024.3363695
http://dx.doi.org/10.1016/j.neucom.2025.129555
http://dx.doi.org/10.1109/icde53745.2022.00068
http://dx.doi.org/10.1609/aaai.v38i8.28671
http://dx.doi.org/10.48550/arXiv.2412.00478
http://dx.doi.org/10.1016/j.physa.2023.129194
http://dx.doi.org/10.1145/3688671.3688752
http://dx.doi.org/10.1038/s42256-020-0177-2
http://dx.doi.org/10.1109/TASE.2024.3361592
https://proceedings.mlr.press/v97/jaques19a.html
http://dx.doi.org/10.2139/ssrn.4410414
http://dx.doi.org/10.48550/arXiv.1906.07378
http://dx.doi.org/10.1109/TCSS.2023.3272331
https://doi.org/10.48550/arXiv.2305.02200

Page 42 of 46 Chen et al. Complex Eng. Syst. 2025, 5,11 | http://dx.doi.org/10.20517/ces.2025.34

203.

204.

205.

206.

207.

208.

209.

210.

211.

212.

213.

214.

215.

216.

217.

218.
219.

220.

221.

222.

223.

224.

225.

226.

227.

228.

229.

230.

231.

232.

233.

Li, H.; Xu, M.; Bhowmick, S. S.; et al. PIANO: influence maximization meets deep reinforcement learning. /EEE Trans. Comput. Soc.
Syst. 2022, 10, 1288-300. DOI

Uthayasuriyan, A.; Chandran G, H.; Kavvin, U. V.; Mahitha, S. H.; Jeyakumar, G. Adaptive hybridization of differential evolution
and DQN-reinforcement learning to solve the influence maximization problem in social networks. Int. J. Intell. Eng. Syst. 2024, 17,
109-25. DOI

Li, F.; Xu, Z.; Cheng, D.; Wang, X. AdaRisk: risk-adaptive deep reinforcement learning for vulnerable nodes detection. /EEE Trans.
Knowl. Data Eng. 2024, 36, 5576-90. DOI

Xu, L.; Ma, L.; Lin, Q.; et al. Influence maximization in hypergraphs based on evolutionary deep reinforcement learning. Inf. Sci. 2025,
698, 121764. DOI

Zhu, W.; Zhang, K.; Zhong, J.; Hou, C.; Ji, J. BiGDN: an end-to-end influence maximization framework based on deep reinforcement
learning and graph neural networks. Expert. Syst. Appl. 2025, 270, 126384. DOI

Ahmad, W.; Wang, B. A learning-based influence maximization framework for complex networks via K-core hierarchies and reinforce-
ment learning. Expert. Syst. Appl. 2025, 259, 125393. DOI

Ma, L.; Ma, C.; Zhang, H.; Wang, B. Identifying influential spreaders in complex networks based on gravity formula. Phys. 4. 2016,
451,205-12. DOI

Maji, G.; Namtirtha, A.; Dutta, A.; Malta, M. C. Influential spreaders identification in complex networks with improved k-shell hybrid
method. Expert. Syst. Appl. 2020, 144, 113092. DOI

Li, Z.; Huang, X. Identifying influential spreaders in complex networks by an improved gravity model. Sci. Rep. 2021, 11, 22194. DOI
Li, S.; Xiao, F. The identification of crucial spreaders in complex networks by effective gravity model. /nf. Sci. 2021, 578, 725-49. DOIL
Liu, F.; Wang, Z.; Deng, Y. GMM: a generalized mechanics model for identifying the importance of nodes in complex networks. Knowl.
Based. Syst. 2020, 193, 105464. DOI

Yang, X.; Xiao, F. An improved gravity model to identify influential nodes in complex networks based on k-shell method. Knowl. Based.
Syst. 2021, 227, 107198. DOI

Li, H.; Shang, Q.; Deng, Y. A generalized gravity model for influential spreaders identification in complex networks. Chaos. Solitons.
Fractals. 2021, 143, 110456. DOI

Fei, L.; Zhang, Q.; Deng, Y. Identifying influential nodes in complex networks based on the inverse-square law. Phys. 4. 2018, 512,
1044-59. DOI

Wang, J.; Li, C.; Xia, C. Improved centrality indicators to characterize the nodal spreading capability in complex networks. Appl. Math.
Comput. 2018, 334, 388-400. DOI

Li, Z.; Ren, T.; Ma, X.; et al. Identifying influential spreaders by gravity model. Sci. Rep. 2019, 9, 8387. DOI

Yan, X.; Cui, Y.; Ni, S. J. Identifying influential spreaders in complex networks based on entropy weight method and gravity law. Chin.
Phys. B. 2020, 29, 048902. DOI

Wang, Y.; Li, H.; Zhang, L.; Zhao, L.; Li, W. Identifying influential nodes in social networks: centripetal centrality and seed exclusion
approach. Chaos. Soliton. Fract. 2022, 162, 112513. DOI

Yang, P.; Zhao, L.; Dong, C.; Xu, G.; Zhou, L. AIGCrank: a new adaptive algorithm for identifying a set of influential spreaders in
complex networks based on gravity centrality. Chin. Phys. B. 2023, 32, 058901. DOI

Zhu, S.; Zhan, J.; Li, X. Identifying influential nodes in complex networks using a gravity model based on the H-index method. Sci. Rep.
2023, 13, 16404. DOI

Liu, Y.; Cheng, Z.; Li, X.; Wang, Z. An entropy-based gravity model for influential spreaders identification in complex networks.
Complexity 2023, 2023, 6985650. DOI

Zhao, J.; Wen, T.; Jahanshahi, H.; Cheong, K. H. The random walk-based gravity model to identify influential nodes in complex networks.
Inf. Sci. 2022, 609, 1706-20. DOI

Zhao, N.; Liu, Q.; Wang, H.; et al. Estimating the relative importance of nodes in complex networks based on network embedding and
gravity model. Comput. Inf. Sci. 2023, 35, 101758. DOI

Shang, Q.; Deng, Y.; Cheong, K. H. Identifying influential nodes in complex networks: effective distance gravity model. Inf. Sci. 2021,
577,162-79. DOI

Curado, M.; Tortosa, L.; Vicent, J. F. A novel measure to identify influential nodes: return random walk gravity centrality. /nf. Sci. 2023,
628, 177-95. DOIL

Yang, P.; Meng, F.; Zhao, L.; Zhou, L. AOGC: an improved gravity centrality based on an adaptive truncation radius and omni-channel
paths for identifying key nodes in complex networks. Chaos. Soliton. Fract. 2023, 166, 112974. DOI

Chen, D.; Su, H. Identification of influential nodes in complex networks with degree and average neighbor degree. /EEE. J. Emerg. Sel.
Top. Circuits. Syst. 2023, 13, 734-42. DOI

Meng, L.; Xu, G.; Dong, C. An improved gravity model for identifying influential nodes in complex networks considering asymmetric
attraction effect. Phys. 4. 2025, 657, 130237. DOI

Xu, G.; Dong, C. CAGM: a communicability-based adaptive gravity model for influential nodes identification in complex networks.
Expert. Syst. Appl. 2024, 235, 121154. DOI

Li, Z.; Tang, J.; Zhao, C.; Gao, F. Improved centrality measure based on the adapted PageRank algorithm for urban transportation
multiplex networks. Chaos. Soliton. Fract. 2023, 167, 112998. DOI

Li, L.; Zhang, T.; Hu, P; et al. An improved gravity centrality for finding important nodes in multi-layer networks based on multi-
PageRank. Expert. Syst. Appl. 2024, 238, 122171. DOI


http://dx.doi.org/10.20517/ces.2025.34
http://dx.doi.org/10.1109/TCSS.2022.3164667
http://dx.doi.org/10.22266/ijies2024.0831.09
http://dx.doi.org/10.1109/TKDE.2024.3409869
http://dx.doi.org/10.1016/j.ins.2024.121764
http://dx.doi.org/10.1016/j.eswa.2025.126384
http://dx.doi.org/10.1016/j.eswa.2024.125393
http://dx.doi.org/10.1016/j.physa.2016.01.031
http://dx.doi.org/10.1016/j.eswa.2019.113092
http://dx.doi.org/10.1038/s41598-021-01648-9
http://dx.doi.org/10.1016/j.ins.2021.08.026
http://dx.doi.org/10.1016/j.knosys.2019.105464
http://dx.doi.org/10.1016/j.knosys.2021.107198
http://dx.doi.org/10.1016/j.chaos.2020.110456
http://dx.doi.org/10.1016/j.physa.2018.08.135
http://dx.doi.org/10.1016/j.amc.2018.04.028
http://dx.doi.org/10.1038/s41598-019-44930-9
http://dx.doi.org/10.1088/1674-1056/ab77fe
http://dx.doi.org/10.1016/j.chaos.2022.112513
http://dx.doi.org/10.1088/1674-1056/ac8e56
http://dx.doi.org/10.1038/s41598-023-43585-x
http://dx.doi.org/10.1155/2023/6985650
http://dx.doi.org/10.1016/j.ins.2022.07.084
http://dx.doi.org/10.1016/j.jksuci.2023.101758
http://dx.doi.org/10.1016/j.ins.2021.06.010
http://dx.doi.org/10.1016/j.ins.2023.03.004
http://dx.doi.org/10.1016/j.chaos.2022.112974
http://dx.doi.org/10.1109/JETCAS.2023.3283680
http://dx.doi.org/10.1016/j.physa.2024.130237
http://dx.doi.org/10.1016/j.eswa.2023.121154
http://dx.doi.org/10.1016/j.chaos.2022.112998
http://dx.doi.org/10.1016/j.eswa.2023.122171

Chen et al. Complex Eng. Syst. 2025, 5, 11 | http://dx.doi.org/10.20517/ces.2025.34 Page 43 of 46

234.

235.

236.

237.

238.

239.

240.

241.

242.

243.

244.

245.

246.

247.

248.

249.
250.

251.

252.

253.
254.

255.

256.

257.

258.

259.

260.

261.

262.

263.

264.

265.

Chi, K.; Wang, N.; Su, T.; Yang, Y.; Qu, H. Measuring the centrality of nodes in networks based on the interstellar model. Inf. Sci. 2024,
678, 120908. DOI

Comin, C. H.; da Fontoura Costa, L. Identifying the starting point of a spreading process in complex networks. Phys. Rev. E. 2011, 84,
056105. DOI

De Arruda, G. E.; Barbieri, A. L.; Rodriguez, P.M.; et al. Role of centrality for the identification of influential spreaders in complex
networks. Phys. Rev. E. 2014, 90, 032812. DOI

Hu, F.; Liu, Y. Multi-index algorithm of identifying important nodes in complex networks based on linear discriminant analysis. Mod.
Phys. Lett. B. 2015, 29, 1450268. DOI

Hu, P.; Fan, W.; Mei, S. Identifying node importance in complex networks. Phys. A. 2015, 429, 169-76. DOI

Bucur, D. Top influencers can be identified universally by combining classical centralities. Sci. Rep. 2020, 10, 20550. DOI

Wei, X.; Zhao, J.; Liu, S.; Wang, Y. Identifying influential spreaders in complex networks for disease spread and control. Sci. Rep. 2022,
12,5550. DOI

An, Z.; Hu, X.; Jiang, R.; Jiang, Y. A novel method for identifying key nodes in multi-layer networks based on dynamic influence range
and community importance. Knowl. Based. Syst. 2024, 305, 112639. DOI

Wu, H.; Deng, H.; Li, J.; Wang, Y.; Yang, K. Hunting for influential nodes based on radiation theory in complex networks. Chaos.
Soliton. Fract. 2024, 188, 115487. DOI

Cao, M.; Wu, D.; Du, P.; Zhang, T.; Ahmadi, S. Dynamic identification of important nodes in complex networks by considering local
and global characteristics. J. Complex Netw. 2024, 12, cnae015. DOI

Kopsidas, A.; Kepaptsoglou, K. Identification of critical stations in a Metro system: a substitute complex network analysis. Phys. A.
2022, 596, 127123. DOI

Wang, Y.; Zhang, L.; Yang, J.; Yan, M.; Li, H. Multi-factor information matrix: a directed weighted method to identify influential nodes
in social networks. Chaos. Soliton. Fract. 2024, 180, 114485. DOI

Lei, M.; Liu, L.; Ramirez-Arellano, A. Weighted information index mining of key nodes through the perspective of evidential distance.
J. Comput. Sci. 2024, 78, 102282. DOI

Ullah, A.; Sheng, J.; Wang, B.; Din, S. U.; Khan, N. Leveraging neighborhood and path information for influential spreaders recognition
in complex networks. J. Intell. Inf. Syst. 2024, 62, 377-401. DOI

Zhang, J.; Zhou, Y.; Wang, S.; Min, Q. Critical station identification and robustness analysis of urban rail transit networks based on
comprehensive vote-rank algorithm. Chaos. Soliton. Fract. 2024, 178, 114379. DOI

Lee, Y.; Wen, Y.; Xie, W.; et al. Identifying influential nodes on directed networks. /nf. Sci. 2024, 677, 120945. DOI

Esfandiari, S.; Fakhrahmad, S. M. The collaborative role of K-shell and PageRank for identifying influential nodes in complex networks.
Phys. A. 2025, 658, 130256. DOI

Chen, L.; Rezaeipanah, A. SFIMCO: scalable fair influence maximization based on overlapping communities and optimization algo-
rithms. Neurocomputing 2025, 129687. DOI

Zhang, K.; Pu, Z.; Jin, C.; Zhou, Y.; Wang, Z. A novel semi-local centrality to identify influential nodes in complex networks by
integrating multidimensional factors. Eng. Appl. Artif. Intell. 2025, 145, 110177. DOI

Mo, H.; Gao, C.; Deng, Y. Evidential method to identify influential nodes in complex networks. J. Syst. Eng. Elect. 2015, 26, 381-87. DOI
Xu, G. Q.; Miao, J. L.; Dong, C. LGP-DS: a novel algorithm for identifying influential nodes in complex networks based on multi-
dimensional evidence fusion. Europhys. Lett. 2025, 149, 21003. DOI

Sheikhahmadi, A.; Nematbakhsh, M. A.; Zareie, A. Identification of influential users by neighbors in online social networks. Phys. A.
2017, 486, 517-34. DOI

Wang, Z.; Zhao, Y.; Xi, J.; Du, C. Fast ranking influential nodes in complex networks using a k-shell iteration factor. Phys. A. 2016, 461,
171-81. DOI

Wang, Z.; Du, C.; Fan, J.; Xing, Y. Ranking influential nodes in social networks based on node position and neighborhood. Neurocom-
puting 2017, 260, 466-77. DOI

Sheikhahmadi, A.; Nematbakhsh, M. A. Identification of multi-spreader users in social networks for viral marketing. J. Inf. Sci. 2017,
43,412-23. DOI

Yang, F.; Li, X.; Xu, Y.; et al. Ranking the spreading influence of nodes in complex networks: an extended weighted degree centrality
based on a remaining minimum degree decomposition. Phys. Lett. A. 2018, 382, 2361-71. DOI

Namtirtha, A.; Dutta, A.; Dutta, B.; Sundararajan, A.; Simmhan, Y. Best influential spreaders identification using network global
structural properties. Sci. Rep. 2021, 11, 2254. DOI

Ullah, A.; Wang, B.; Sheng, J.; et al. Identification of nodes influence based on global structure model in complex networks. Sci. Rep.
2021, /1, 6173. DOI

Ullah, A.; Wang, B.; Sheng, J.; et al. Identifying vital nodes from local and global perspectives in complex networks. Expert. Syst. Appl.
2021, 186, 115778. DOI

Hu, H.; Sun, Z.; Wang, F.; Zhang, L.; Wang, G. Exploring influential nodes using global and local information. Sci. Rep. 2022, 12,
22506. DOI

Wang, F.; Sun, Z.; Gan, Q.; et al. Influential node identification by aggregating local structure information. Phys. 4. 2022, 593,
126885. DOI

Mukhtar, M. F.; Abal Abas, Z.; Baharuddin, A. S.; et al. Integrating local and global information to identify influential nodes in complex
networks. Sci. Rep. 2023, 13, 11411. DOI


http://dx.doi.org/10.20517/ces.2025.34
http://dx.doi.org/10.1016/j.ins.2024.120908
http://dx.doi.org/10.1103/PhysRevE.84.056105
http://dx.doi.org/10.1103/PhysRevE.90.032812
http://dx.doi.org/10.1142/S0217984914502686
http://dx.doi.org/10.1016/j.physa.2015.02.002
http://dx.doi.org/10.1038/s41598-020-77536-7
http://dx.doi.org/10.1038/s41598-022-09341-3
http://dx.doi.org/10.1016/j.knosys.2024.112639
http://dx.doi.org/10.1016/j.chaos.2024.115487
http://dx.doi.org/10.1093/comnet/cnae015
http://dx.doi.org/10.1016/j.physa.2022.127123
http://dx.doi.org/10.1016/j.chaos.2024.114485
http://dx.doi.org/10.1016/j.jocs.2024.102282
http://dx.doi.org/10.1007/s10844-023-00822-z
http://dx.doi.org/10.1016/j.chaos.2023.114379
http://dx.doi.org/10.1016/j.ins.2024.120945
http://dx.doi.org/10.1016/j.physa.2024.130256
http://dx.doi.org/10.1016/j.neucom.2025.129687
http://dx.doi.org/10.1016/j.engappai.2025.110177
http://dx.doi.org/10.1109/JSEE.2015.00044
http://dx.doi.org/10.1209/0295-5075/ada6f9
http://dx.doi.org/10.1016/j.physa.2017.05.098
http://dx.doi.org/10.1016/j.physa.2016.05.082
http://dx.doi.org/10.1016/j.neucom.2017.04.064
http://dx.doi.org/10.1177/0165551516630425
http://dx.doi.org/10.1016/j.physleta.2018.05.032
http://dx.doi.org/10.1038/s41598-021-81614-9
http://dx.doi.org/10.1038/s41598-021-84684-x
http://dx.doi.org/10.1016/j.eswa.2021.115778
http://dx.doi.org/10.1038/s41598-022-26984-4
http://dx.doi.org/10.1016/j.physa.2022.126885
http://dx.doi.org/10.1038/s41598-023-37570-7

Page 44 of 46 Chen et al. Complex Eng. Syst. 2025, 5,11 | http://dx.doi.org/10.20517/ces.2025.34

266.

267.

268.

269.

270.

271.
272.

273.
274.

275.
276.
271.
278.
279.
280.
281.
282.
283.
284.
285.
286.
287.

288.

289.
290.

291.

292.

293.

294.
295.

296.

297.

298.

299.

300.

Yang, Q.; Wang, Y.; Yu, S.; Wang, W. Identitying influential nodes through an improved k-shell iteration factor model. Expert. Syst.
Appl. 2023, 238, 122077. DOI

Qiu, F;; Yu, C.; Feng, Y.; Li, Y. Key node identification for a network topology using hierarchical comprehensive importance coefficients.
Sci. Rep. 2024, 14, 12039. DOI

Du, Y.; Gao, C.; Hu, Y.; Mahadevan, S.; Deng, Y. A new method of identifying influential nodes in complex networks based on TOPSIS.
Phys. 4. 2014, 399, 57-69. DOI

Liu, Z.; Jiang, C.; Wang, J.; Yu, H. The node importance in actual complex networks based on a multi-attribute ranking method. Knowl.
Based. Syst. 2015, 84, 56-66. DOI

Hu, J.; Du, Y.; Mo, H.; Wei, D.; Deng, Y. A modified weighted TOPSIS to identify influential nodes in complex networks. Phys. A4.
2016, 444, 73-85. DOI

Li, M.; Zhou, S.; Wang, D.; Chen, G. Identifying influential nodes based on resistance distance. J. Comput. Sci. 2023, 67, 101972. DOI
Dong, C.; Xu, G.; Meng, L.; Yang, P. CPR-TOPSIS: a novel algorithm for finding influential nodes in complex networks based on
communication probability and relative entropy. Phys. 4. 2022, 603, 127797. DOI

Chen, P. Effects of the entropy weight on TOPSIS. Expert. Syst. Appl. 2021, 168, 114186. DOI

Ishfaq, U.; Khan, H. U.; Igbal, S. Identifying the influential nodes in complex social networks using centrality-based approach. Comput.
Inf. Sci. 2022, 34,9376-92. DOI

Yang, P.; Xu, G.; Chen, H. Multi-attribute ranking method for identifying key nodes in complex networks based on GRA. Int. J. Mod.
Phys. B. 2018, 32, 1850363. DOI

Vega-Oliveros, D. A.; Gomes, P. S.; Milios, E. E.; Berton, L. A multi-centrality index for graph-based keyword extraction. Inf. Proc.
Manag. 2019, 56, 102063. DOI

Lu, M. Node importance evaluation based on neighborhood structure hole and improved TOPSIS. Comput. Netw. 2020, 178,
107336. DOI

Zhang, Y.; Lu, Y.; Yang, G.; Hang, Z. Multi-attribute decision making method for node importance metric in complex network. Appl.
Sci. 2022, 12, 1944. DOI

Ju, Y.; Li, Z.; Chen, Y.; Feng, R. A novel method to evaluation node importance in multilayer regional rail transit network. In: Interna-
tional Conference on Intelligent Transportation Engineering. Springer; 2021. pp. 295-307. DOI

Macdonald, B.; Shakarian, P.; Howard, N.; Moores, G. Spreaders in the network sir model: an empirical study. arXiv 2012. DOI
Borgatti, S. P. Identifying sets of key players in a social network. Comput. Math. Org. Theory. 2006, 12, 21-34. DOI

Zhuge, H.; Zhang, J. Topological centrality and its e-Science applications. J. Am. Soc. Inf. Sci. Technol. 2010, 61, 1824-41. DOI

Aral, S.; Walker, D. Identifying influential and susceptible members of social networks. Science 2012, 337, 337-41. DOI

Li, G.; Chen, S.; Feng, J.; Tan, K. L, Li, W. S. Efficient location-aware influence maximization. In Proceedings of the 2014 ACM
SIGMOD International Conference on Management of Data; 2014. pp. 8§7-98. DOI

Lawyer, G. Understanding the influence of all nodes in a network. Sci. Rep. 2015, 5, 8665. DOI

Chen, X. Critical nodes identification in complex systems. Complex. Intell. Syst. 2015, 1, 37-56. DOI

Robinaugh, D. J.; Millner, A. J.; McNally, R. J. Identifying highly influential nodes in the complicated grief network. J. Abnorm. Psychol.
2016, /25, 747. DOI

Bozorgi, A.; Haghighi, H.; Zahedi, M. S.; Rezvani, M. INCIM: a community-based algorithm for influence maximization problem under
the linear threshold model. /nf. Proc. Manag. 2016, 52, 1188-99. DOI

Holme, P. Three faces of node importance in network epidemiology: exact results for small graphs. Phys. Rev. E. 2017, 96, 062305. DOI
Yin, H.; Zhang, A.; Zeng, A. Identifying hidden target nodes for spreading in complex networks. Chaos. Soliton. Fract. 2023, 168,
113103. DOI

He, Q.; Wang, X.; Lei, Z.; et al. TIFIM: a two-stage iterative framework for influence maximization in social networks. Appl. Math.
Comput. 2019, 354, 338-52. DOI

Tulu, M. M.; Hou, R.; Younas, T. Vital nodes extracting method based on user’s behavior in 5G mobile social networks. J. Netw. Comput.
Appl. 2019, 133,39-50. DOI

Zhong, L.; Bai, Y.; Tian, Y.; et al. Information entropy based on propagation feature of node for identifying the influential nodes.
Complexity 2021, 2021, 5554322. DOI

Li, P; Liu, K.; Li, K.; Liu, J.; Zhou, D. Estimating user influence ranking in independent cascade model. Phys. 4. 2021, 565, 125584. DOI
Gong, Y.; Liu, S.; Bai, Y. A probability-driven structure-aware algorithm for influence maximization under independent cascade model.
Phys. A. 2021, 583, 126318. DOI

Wang, Y.; Zheng, Y.; Liu, Y. HGIM: Influence maximization in diffusion cascades from the perspective of heterogeneous graph. Appl.
Intell. 2023, 53, 22200-22215. DOI

Mohammadi, S.; Nadimi-Shahraki, M. H.; Beheshti, Z.; Zamanifar, K. Improved information diffusion models based on a new two-sided
sign-aware matching framework in complex networks. Chaos. Soliton. Fract. 2024, 187, 115298. DOI

Wang, J.; Sun, S. Identifying influential nodes: a new method based on dynamic propagation probability model. Chaos. Soliton. Fract.
2024, 185, 115159. DOI

Xu, G.; Meng, L. A novel algorithm for identifying influential nodes in complex networks based on local propagation probability model.
Chaos. Soliton. Fract. 2023, 168, 113155. DOI

Ai, J.; He, T.; Su, Z.; Shang, L. Identifying influential nodes in complex networks based on spreading probability. Chaos. Soliton. Fract.
2022, 164, 112627. DOI


http://dx.doi.org/10.20517/ces.2025.34
http://dx.doi.org/10.1016/j.eswa.2023.122077
http://dx.doi.org/10.1038/s41598-024-62895-2
http://dx.doi.org/10.1016/j.physa.2013.12.031
http://dx.doi.org/10.1016/j.knosys.2015.03.026
http://dx.doi.org/10.1016/j.physa.2015.09.028
http://dx.doi.org/10.1016/j.jocs.2023.101972
http://dx.doi.org/10.1016/j.physa.2022.127797
http://dx.doi.org/10.1016/j.eswa.2020.114186
http://dx.doi.org/10.1016/j.jksuci.2022.09.016
http://dx.doi.org/10.1142/s0217979218503630
http://dx.doi.org/10.1016/j.ipm.2019.102063
http://dx.doi.org/10.1016/j.comnet.2020.107336
http://dx.doi.org/10.3390/app12041944
http://dx.doi.org/10.1007/978-981-19-2259-6_26
http://dx.doi.org/10.48550/arXiv.1208.4269
http://dx.doi.org/10.1007/s10588-006-7084-x
http://dx.doi.org/10.1002/asi.21353
http://dx.doi.org/10.1126/science.1215842
http://dx.doi.org/10.1145/2588555.2588561
http://dx.doi.org/10.1038/srep08665
http://dx.doi.org/10.1007/s40747-015-0005-0
http://dx.doi.org/10.1037/abn0000181
http://dx.doi.org/10.1016/j.ipm.2016.05.006
http://dx.doi.org/10.1103/physreve.96.062305
http://dx.doi.org/10.1016/j.chaos.2023.113103
http://dx.doi.org/10.1016/j.amc.2019.02.056
http://dx.doi.org/10.1016/j.jnca.2019.02.012
http://dx.doi.org/10.1155/2021/5554322
http://dx.doi.org/10.1016/j.physa.2020.125584
http://dx.doi.org/10.1016/j.physa.2021.126318
http://dx.doi.org/10.1007/s10489-023-04711-4
http://dx.doi.org/10.1016/j.chaos.2024.115298
http://dx.doi.org/10.1016/j.chaos.2024.115159
http://dx.doi.org/10.1016/j.chaos.2023.113155
http://dx.doi.org/10.2139/ssrn.4120963

Chen et al. Complex Eng. Syst. 2025, 5, 11 | http://dx.doi.org/10.20517/ces.2025.34 Page 45 of 46

301.

302.

303.

304.

305.

306.

307.

308.

309.

310.

311.
312.

313.

314.
315.

316.
317.
318.

319.
320.

321.

322.

323.

324.

325.

326.

327.

328.

329.

330.

331.
332.

333.

334.

335.

336.

Zareie, A.; Sheikhahmadi, A.; Jalili, M. Identification of influential users in social network using gray wolf optimization algorithm.
Expert. Syst. Appl. 2020, 142, 112971. DOI

Chen, G.; Zhou, S.; Liu, J.; Li, M.; Zhou, Q. Influential node detection of social networks based on network invulnerability. Phys. Lett.
A. 2020, 384, 126879. DOIL

Fink, C. G.; Fullin, K.; Gutierrez, G.; et al. A centrality measure for quantifying spread on weighted, directed networks. Phys. A. 2023,
626, 129083. DOI

Sun, Z.; Sun, Y.; Chang, X.; et al. Finding critical nodes in a complex network from information diffusion and Matthew effect aggregation.
Expert. Syst. Appl. 2023, 233, 120927. DOI

Ullah, A.; Shao, J.; Yang, Q.; et al. Lss: a locality-based structure system to evaluate the spreader’s importance in social complex
networks. Expert. Syst. Appl. 2023, 228, 120326. DOI

Corsin, J.; Zino, L.; Ye, M. An evidence-accumulating drift-diffusion model of competing information spread on networks. Chaos.
Soliton. Fract. 2025, 192, 115935. DOI

Liu, J. G.; Lin, J.; Guo, Q.; Zhou, T. Locating influential nodes via dynamics-sensitive centrality. Sci. Rep. 2016, 6, 21380. DOI

Mo, H.; Deng, Y. Identifying node importance based on evidence theory in complex networks. Phys. A. 2019, 529, 121538. DOI

Du, Z.; Tang, J.; Qi, Y.; et al. Identifying critical nodes in metro network considering topological potential: a case study in Shenzhen
city - China. Phys. A. 2020, 539, 122926. DOI

Kapoor, K.; Sharma, D.; Srivastava, J. Weighted node degree centrality for hypergraphs. In: 2013 IEEE 2nd Network Science Workshop;
2013. pp. 152-55. DOI

Lee, J.; Lee, Y.; Oh, S. M.; Kahng, B. Betweenness centrality of teams in social networks. Chaos 2021, 31, 061108. DOI

St-Onge, G.; lacopini, I.; Latora, V.; et al. Influential groups for seeding and sustaining nonlinear contagion in heterogeneous hypergraphs.
Commun. Phys. 2022, 5,25. DOI

Xie, M.; Zhan, X. X.; Liu, C.; Zhang, Z. K. An efficient adaptive degree-based heuristic algorithm for influence maximization in
hypergraphs. Inf. Proc. Manag. 2023, 60, 103161. DOI

Lee, J.; Goh, K. I.; Lee, D. S.; Kahng, B. (k, q)-core decomposition of hypergraphs. Chaos. Soliton. Fract. 2023, 173, 113645. DOI
Mancastroppa, M.; Iacopini, I.; Petri, G.; Barrat, A. Hyper-cores promote localization and efficient seeding in higher-order processes.
Nat. Commun. 2023, 14, 6223. DOI

Benson, A. R. Three hypergraph eigenvector centralities. SIAM J. Math. Data Sci. 2019, 1, 293-312. DOI

Zhao, Y.; Li, C.; Shi, D.; Chen, G.; Li, X. Ranking cliques in higher-order complex networks. Chaos 2023, 33, 073139. DOI

Li, S.; Li, X. Influence maximization in hypergraphs: a self-optimizing algorithm based on electrostatic field. Chaos. Soliton. Fract.
2023, 174, 113888. DOI

Xie, X.; Zhan, X.; Zhang, Z.; Liu, C. Vital node identification in hypergraphs via gravity model. Chaos 2023, 33, 013104. DOI

Zhao, X.; Yu, H.; Liu, S.; Cao, X. A general higher-order supracentrality framework based on motifs of temporal networks and multiplex
networks. Phys. A. 2023, 614, 128548. DOI

Battiston, F.; Cencetti, G.; lacopini, I.; et al. Networks beyond pairwise interactions: Structure and dynamics. Phys. Rep. 2020, 874,
1-92. DOI

Goldberg, T. E. Combinatorial Laplacians of simplicial complexes; 2002. Available from: https://pi.math.cornell.edu/~goldberg/Papers
/CombinatorialLaplacians.pdf [Last accessed on 10 Jul 2025].

Estrada, E.; Ross, G. J. Centralities in simplicial complexes. Applications to protein interaction networks. J. Theor. Biol. 2018, 438,
46-60. DOIL

Serrano, D. H.; Hern’andez-Serrano, J.; G’omez, D. S. Simplicial degree in complex networks. Applications of topological data analysis
to network science. Chaos. Soliton. Fract. 2020, 137, 109839. DOI

Granovetter, M. S. The strength of weak ties. Am. J. Sociol. 1973, 78, 1360-80. DOI

Estrada, E.; Knight, P. A. A first course in network theory. Oxford University Press; 2015.

Kim, H.; Anderson, R. Temporal node centrality in complex networks. Phys. Rev. E. 2012, 85, 026107. DOI

Tsalouchidou, 1.; Baeza-Yates, R.; Bonchi, F.; Liao, K.; Sellis, T. Temporal betweenness centrality in dynamic graphs. /nt. J. Data. Sci.
Anal. 2020, 9, 257-72. DOI

Elmezain, M.; Othman, E. A.; Ibrahim, H. M. Temporal degree-degree and closeness-closeness: a new centrality metrics for social
network analysis. Mathematics 2021, 9, 2850. DOI

Li, L.; Zhang, K.; Zhang, T.; et al. Eigenvector centrality measure based on node similarity for multilayer and temporal networks. /EEE.
Access. 2019, 7, 115725-33. DOI

Li, L.; Zhang, K.; Zhang, T.; et al. PageRank centrality for temporal networks. Phys. Lett. A. 2019, 383, 1215-22. DOI

Li, L.; Zhang, K.; Bardou, D.; et al. HITS centrality based on inter-layer similarity for multilayer temporal networks. Neurocomputing
2021, 423, 220-35. DOI

Bi, J.; Jin, J.; Qu, C.; et al. Temporal gravity model for important node identification in temporal networks. Chaos. Soliton. Fract. 2021,
147, 110934. DOI

Jiang, J. L.; Fang, H.; Li, S. Q.; Li, W. M. Identifying important nodes for temporal networks based on the ASAM model. Phys. A. 2022,
586, 126455. DOI

Taylor, D.; Myers, S. A.; Clauset, A.; Porter, M. A.; Mucha, P. J. Eigenvector-based centrality measures for temporal networks. Multiscale.
Model. Simul. 2017, 15, 537-74. DOI

Tao, L.; Kong, S.; He, L.; et al. A sequential-path tree-based centrality for identifying influential spreaders in temporal networks. Chaos.


http://dx.doi.org/10.20517/ces.2025.34
http://dx.doi.org/10.1016/j.eswa.2019.112971
http://dx.doi.org/10.1016/j.physleta.2020.126879
http://dx.doi.org/10.1016/j.physa.2023.129083
http://dx.doi.org/10.1016/j.eswa.2023.120927
http://dx.doi.org/10.1016/j.eswa.2023.120326
http://dx.doi.org/10.1016/j.chaos.2024.115935
http://dx.doi.org/10.1038/srep21380
http://dx.doi.org/10.1016/j.physa.2019.121538
http://dx.doi.org/10.1016/j.physa.2019.122926
http://dx.doi.org/10.1109/NSW.2013.6609212
http://dx.doi.org/10.1063/5.0056683
http://dx.doi.org/10.1038/s42005-021-00788-w
http://dx.doi.org/10.1016/j.ipm.2022.103161
http://dx.doi.org/10.1016/j.chaos.2023.113645
http://dx.doi.org/10.1038/s41467-023-41887-2
http://dx.doi.org/10.1137/18M1203031
https://doi.org/10.1063/5.0147721
http://dx.doi.org/10.1016/j.chaos.2023.113888
https://doi.org/10.1063/5.0127434
http://dx.doi.org/10.1016/j.physa.2023.128548
http://dx.doi.org/10.1016/j.physrep.2020.05.004
https://pi.math.cornell.edu/~goldberg/Papers/CombinatorialLaplacians.pdf
https://pi.math.cornell.edu/~goldberg/Papers/CombinatorialLaplacians.pdf
http://dx.doi.org/10.1016/j.jtbi.2017.11.003
http://dx.doi.org/10.48550/arXiv.1908.02583
http://dx.doi.org/10.1086/225469
http://dx.doi.org/10.1103/PhysRevE.85.026107
http://dx.doi.org/10.1007/s41060-019-00189-x
http://dx.doi.org/10.3390/math9222850
http://dx.doi.org/10.1109/ACCESS.2019.2936217
http://dx.doi.org/10.1016/j.physleta.2019.01.041
http://dx.doi.org/10.1016/j.neucom.2020.10.040
http://dx.doi.org/10.1016/j.chaos.2021.110934
http://dx.doi.org/10.1016/j.physa.2021.126455
http://dx.doi.org/10.1137/16M1066142

Page 46 of 46 Chen et al. Complex Eng. Syst. 2025, 5,11 | http://dx.doi.org/10.20517/ces.2025.34

337.

338.
339.

340.
341.

342.

343.

344.

345.

346.

347.

348.

Soliton. Fract. 2022, 165, 112766. DOI

Chen, B.; Hou, G.; Li, A. Temporal local clustering coefficient uncovers the hidden pattern in temporal networks. Phys. Rev. E. 2024,
109, 064302. DOI

Pan, R. K.; Saraméki, J. Path lengths, correlations, and centrality in temporal networks. Phys. Rev. E. 2011, 84, 016105. DOI

Song, G.; Li, Y.; Chen, X.; He, X.; Tang, J. Influential node tracking on dynamic social network: An interchange greedy approach. /EEE.
Trans. Knowl. Data. Eng. 2016, 29, 359-72. DOI

Huang, D. W.; Yu, Z. G. Dynamic-Sensitive centrality of nodes in temporal networks. Sci. Rep. 2017, 7, 41454. DOI

Huang, Q.; Zhao, C.; Zhang, X.; Wang, X.; Yi, D. Centrality measures in temporal networks with time series analysis. Europhys. Lett.
2017, 118,36001. DOI

Qu, C.; Zhan, X.; Wang, G.; Wu, J.; Zhang, Z. K. Temporal information gathering process for node ranking in time-varying networks.
Chaos 2019, 29, 033116. DOI

Arebi, P.; Fatemi, A.; Ramezani, R. An effective approach based on temporal centrality measures for improving temporal network
controllability. Cyber. Syst. 2022, 56, 1-20. DOIL

Li, Y.; Zhao, Y.; Xu, T.; Wu, S. Node importance research of temporal CPPS networks for information fusion. /EEE. Trans. Reliab.
2023, 73, 1291-301. DOI

Zhang, T.; Fang, J.; Yang, Z.; Cao, B.; Fan, J. TATKC: a temporal graph neural network for fast approximate temporal Katz centrality
ranking. In: Proceedings of the ACM on Web Conference 2024, 2024. pp. 527-38. DOI

Yu, E.; Fu, Y.; Chen, X.; Xie, M.; Chen, D. Identifying critical nodes in temporal networks by network embedding. Sci. Rep. 2020, 10,
12494. DOI

Yu, E.; Fu, Y.; Zhou, J.; Sun, H.; Chen, D. Predicting critical nodes in temporal networks by dynamic graph convolutional networks.
Appl. Sci. 2023, 13, 7272. DOI

Wang, L.; Mou, J.; Dai, B.; et al. Influential nodes identification based on hierarchical structure. Chaos. Soliton. Fract. 2024, 186,
115227. DOI


http://dx.doi.org/10.20517/ces.2025.34
http://dx.doi.org/10.1016/j.chaos.2022.112766
http://dx.doi.org/10.1103/PhysRevE.109.064302
http://dx.doi.org/10.1103/PhysRevE.84.016105
http://dx.doi.org/10.1109/tkde.2016.2620141
http://dx.doi.org/10.1038/srep41454
http://dx.doi.org/10.1209/0295-5075/118/36001
http://dx.doi.org/10.1063/1.5086059
http://dx.doi.org/10.1080/01969722.2022.2159162
http://dx.doi.org/10.1109/TR.2023.3329124
http://dx.doi.org/10.1145/3589334.3645432
http://dx.doi.org/10.1038/s41598-020-69379-z
http://dx.doi.org/10.3390/app13127272
http://dx.doi.org/10.1016/j.chaos.2024.115227

	1. Introduction
	2. Neighbors-Based Ranking Methods
	2.1 Degree centrality
	2.2 K-shell decomposition
	2.3 H-index
	2.4 K-truss
	2.5 Structural hole
	2.6 Neighborhood similarity

	3. Eigenvector-Based Ranking Methods
	3.1 Eigenvector centrality
	3.2 Katz centrality
	3.3 Pagerank algorithm
	3.4 Voting mechanism

	4. Path-Based Ranking Methods
	4.1 Betweenness centrality
	4.2 Closeness centrality
	4.3 Random walk

	5. Control-Optimization Based Ranking Methods
	5.1 Network control
	5.2 Maximization of connected component
	5.3 Minimization of pair connectivity
	5.4 Minimum spanning tree

	6. Machine Learning-based Ranking Methods
	6.1 Information entropy
	6.2 Clustering coefficient
	6.3 Machine learning
	6.4 Reinforcement learning

	7. Comprehensive Index Based Ranking Methods
	7.1 Gravity formula
	7.2 Multiple metrics
	7.3 Topsis and entropy-weight

	8.Information Propagation Based Ranking Methods
	8.1 Diffusion model
	8.2 Dynamical sensitivity

	9. High-order Networks Based Ranking Methods
	10. Dynamic Networks Based Ranking methods
	11. Summary and Discussion
	Declarations
	Acknowledgments
	Authors’ contributions
	Availability of data and materials
	Financial support and sponsorship
	Conflicts of interest
	Ethical approval and consent to participate
	Consent for publication
	Copyright




