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Abstract
User  authentication  plays  a  key  role  in  user  modelling  within  computing  systems,
particularly  for  both  normal  control  (NC)  and  Alzheimer’s  disease  (AD)  users.
Conventional authentication methods are vulnerable to external attacks and often rely on
memory,  which  poses  challenges  for  AD  users  experiencing  cognitive  decline.
Electroencephalography (EEG) signals offer an alternative due to their subject-specific and
difficult-to-replicate properties. However, differences in EEG patterns between NC and AD
populations  require  intelligent  authentication  approaches  that  can  generalise  across
heterogeneous user groups. This study proposes Biometric using microstates of EEG (Bio-
MEEG),  an  intelligent  EEG  authentication  framework  that  integrates  EEG  microstate
analysis,  one-dimensional  convolutional  neural  networks  (1D-CNNs),  and  ensemble
learning based on echo state networks (ESNs) for user authentication under a closed-set,
repeated-sample identification setting. The model is evaluated on 1,015 samples from 203
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participants  across  multiple  countries  and  EEG  configurations.  Results  show  that  Bio-MEEG  achieves  stable
authentication performance with minimal accuracy fluctuation across demographic subgroups and remains robust
under feature-space adversarial perturbations. By supporting both NC and AD users without significant performance
disparity,  the  proposed  framework  contributes  toward  more  accessible,  intelligent,  and  reliable  EEG-based
authentication  systems.

1. INTRODUCTION
User authentication in user modelling refers to verifying an individual’s or entity’s identity before granting

access for users to systems, devices, or data
[1-3]

. Its primary aim is to ensure that access to specific resources is

restricted to authorised users, thereby maintaining privacy and security
[4]

. Commonly used authentication

methods include passwords, personal identification numbers (PINs), biometrics (such as fingerprints and

facial recognition), smart cards, and tokens. Despite widespread use, these methods remain vulnerable to

security breaches, such as using fake information or exploiting unique biometric traits. To address these

challenges, researchers are actively exploring more advanced authentication techniques that offer higher

levels of security. Existing authentication methods remain vulnerable to spoofing and data leakage,

motivating the need for approaches that are harder to replicate or steal
[5]

.

Recent research has highlighted the promising potential of utilising brain-computer interface (BCI)
[6,7]

 with

brain signals as a biometric authentication method, offering a fundamentally different approach based on

neural signals rather than external identifiers
[8]

. Beyond authentication, BCI systems have been explored

across a wide range of human--machine interaction contexts - including rehabilitation applications that

integrate neural signals with physical actuation systems such as McKibben artificial muscles
[9]

, demonstrating

the versatility and growing maturity of BCI technology. The present work contributes to this ecosystem by

advancing one of the most security-critical BCI applications: user authentication. One of the key biometric

attributes uti l ised in BCI systems is the brain’s electrical activity, which is recorded through

electroencephalography (EEG). EEG signals have garnered significant attention due to their appropriateness

as a biometric method
[10]

. Unlike traditional biometric traits, EEG signals are highly secure. It cannot be

captured by an external camera, such as facial or fingerprint biometrics, and does not rely on memorisation

like passwords or PINs, removing the need for users to recall credentials. Moreover, EEG signals are intrinsic

to the users and remain unaffected by changes in physical appearance. These notable characteristics,

combined with their resistance to forgery, make EEG harder to replicate than surface biometrics such as face

or fingerprint
[11,12]

.

Furthermore, user authentication is not only essential for people without Alzheimer’s disease (AD)
[13]

, often

referred to as normal controls (NC)
[14]

, but also for users with AD
[15]

 (in this research, AD users may be

referred to as mild AD that they generally might not need a guardian
[16]

). However, users with AD frequently

experience progressive memory loss and cognitive decline
[17]

, creating significant challenges in handling login

credentials for essential services and increasing their vulnerability to cybercrime
[18]

. Hence, EEG-based

authentication is especially relevant for this group because it removes the need to recall passwords, thereby

reducing the risk of forgetting or unintentionally exposing sensitive information, such as written notes

containing passwords, to unauthorised people. Nevertheless, EEG patterns of NC and AD users differ
[19]

,

highlighting the critical need for model generalisation in user authentication systems to ensure both groups

achieve the same level of usability. Despite its importance, this issue is often overlooked, as evidenced by the

limited number of studies addressing it in the literature.

AI models have made significant contributions to EEG-based authentication by effectively capturing

complex patterns. However, the primary focus has been on improving model accuracy, typically neglecting

the fairness of the developed methods. Evaluating and ensuring fairness in AI models for EEG-based
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authentication is crucial, as demographic biases, which can lead to unequal system performance and increase

users’ exposure to security and privacy risks
[20]

. Gender, in particular, emerges as a critical factor, with

evidence indicating that the underrepresentation of women during the development of AI models often leads

to unintended biases
[21]

. This issue is particularly relevant in AI-based BCI systems using EEG, where biases

in predictions are commonly reported
[22]

. Such biases negatively impact the usability and accessibility of these

technologies, resulting in unfair AI models that fail to provide fairness systems to all users
[23]

.

Building upon the direction and gaps mentioned above, the following are the key contributions of this

research:

• Development of the BioMEEG Framework: Biometric using microstates of EEG (Bio-MEEG) leverages

EEG microstates
[24]

 as a generalisable approach based on EEG microstates for user authentication using

multiple datasets from different countries compatible with a variety of channels. It advances and personalises

an authentication technique for NC and AD users.

• Proposal of the EchoMC Network: Authenticating (classifying) participants’ EEG microstate patterns using

ensemble learning with echo state network (ESN)
[25]

, multi-head attention (MHA)
[26]

 and one-dimensional

convolutional neural network (1D-CNN)
[27]

. This component forms the core of the Bio-MEEG framework.

• Fairness with Multiple Sensitive Attributes and Robustness Assessment: Analysing and evaluating the

EchoMC network with comprehensive fairness considerations with combined sensitive attributes and

robustness evaluation, ensuring a fair and reliable model for users following trustworthy/human-centric AI

core values
[28]

.

2. RELATED WORK
To begin with, Chen et al. proposed an EEG-based authentication framework utilising ERP responses evoked

by a rapid serial visual presentation (RSVP) paradigm
[29]

. Twenty-nine participants were involved, and their

brain activity was recorded using 28 and 16 wet EEG electrodes, achieving single-trial classification

accuracies of 87.8% ± 5.1% and 85.9% ± 5.0%, respectively. The system achieved an accuracy of 78.2% ± 5.7%

using dry channels. Wu et al. implemented an EEG authentication system where participants focused on

RSVP stimuli featuring faces
[30]

. The system recorded EEG attributes for login authentication and achieved a

mean accuracy of 91.61% with data collected from 45 participants using 16 wet active channels. Meanwhile,

Mu et al. introduced an authentication paradigm that differentiates between self-photos and non-self-

photos
[31]

. The approach featured key innovations, including reducing display time, using fuzzy entropy (FE)

for feature extraction instead of traditional temporal features, and adopting Back Propagation for

classification, replacing the Gaussian support vector machine. This method, tested with data from 10

participants using two channels, achieved a classification accuracy of 87.3%. Another study by Wu et al.

introduced an EEG authentication system incorporating eye-blinking signals
[32]

. This method integrates EEG

and eye-blinking features via a self/non-self-face RSVP paradigm, extracts event-related potential (ERP) and

morphological features, and employs convolutional neural network (CNN), Back Propagation, and least-

squares fusion for score estimation, achieving 97.6% accuracy with data from 40 participants and 16

channels. Thomas and Vinod investigated EEG-based authentication using the PhysioNet database
[33]

. By

focusing on gamma-band features and using power spectral density (PSD)-based feature extraction

combined with Mahalanobis distance classification, they achieved a 90% accuracy rate using 19 EEG

channels.

Next, Kumar et al. developed a multimodal system integrating EEG signals and dynamic signatures for

mobile authentication
[34]

. The study involved 58 participants and 14 channels, employing a bidirectional long

short-term memory neural network (BLSTM-NN) for classification and achieving an accuracy of 97.57%.
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Zeynali and Seyedarabi examined the use of a single-channel brainwave authentication system
[35]

. Using a

discrete Fourier transform (DFT) and classification techniques such as SVM, Bayesian networks, and neural

networks, their method achieved accuracies of 84.49%, 85.97%, and 92.89%, respectively, across 7 participants

with 6 channels. Seha and Hatzinakos proposed a recognition approach based on steady-state auditory

evoked potentials (AEPs)
[36]

. With 40 participants and 7 channels, the system achieved 96.46% accuracy by

utilising canonical correlation analysis (CCA) for feature extraction and linear discriminant analysis (LDA)

for classification. Rathi et al. developed an authentication system using a P300 speller paradigm
[37]

. This

method, involving 10 participants and 10 channels, recorded an accuracy of 97%. Białas et al. presented a

multifactor authentication system leveraging EEG signals
[8]

. Their system utilised AR for feature extraction

and a fast forest classifier for classification, achieving an accuracy of 83.33%. Yap et al. evaluated transfer

learning models for EEG authentication
[38]

. Using a dataset of 30 participants with 12 channels, the system

achieved an accuracy range of 99.1%-99.9%. Similarly, Alsumari et al. proposed a deep CNN model for EEG-

based authentication. With data from 30 to 109 participants using 1 to 64 channels, the method achieved a

99% accuracy, demonstrating its potential for real-world applications
[39]

.

Recent advancements in EEG-based authentication have delivered promising results in enhancing accuracy.

A study using a lightweight 1-D CNN model for motor imagery (MI) classification achieved 91.75%

accuracy, demonstrating its potential for user authentication, especially for individuals with disabilities
[40]

.

Another approach focused on ERPs (P300 and N400) and achieved an impressive equal error rate (EER) of

2.53% by utilising ensemble classifiers such as CatBoost and XGBoost
[41]

. To address challenges like cross-

session recognition, a deep learning-based biometric verification system was proposed, combining fast

Fourier transform (FFT) and convolutional autoencoder features (CAF). This method proved highly robust

across diverse protocols
[42]

. Additionally, a CNN-BiLSTM (Bidirectional LSTM) model tackled noise and

inter-subject variability, achieving 98.9% training accuracy and 92.2% validation accuracy
[43]

.

Gap statements: Despite the high performance demonstrated by previous studies on EEG-based

authentication, three critical gaps are identified from the literature. Firstly, fairness evaluation is overlooked,

potentially resulting in biased predictions or unfair methods that are detrimental to users’ security and

privacy. Secondly, current approaches only rely on a single dataset, limiting the generalisation of the model.

Finally, the previous methods use data obtained from EEG systems with a fixed number of channels, which

restrains the models’ adaptability to run across varying hardware setups and real-world settings.

3. MATERIALS
To address dataset-related gaps in the literature, this research aims to develop a generalizable model utilising

four datasets from different countries with different numbers of channels for EEG authentication, all

containing resting-state, eyes-closed EEG data with wet electrodes. This study is a retrospective analysis of

publicly available EEG datasets. No proprietary EEG acquisition hardware was developed, and no original

recording protocol was designed as part of this research. The contribution of Bio-MEEG lies in the proposed

algorithmic pipeline, encompassing microstate-based feature extraction and the EchoMC stacking ensemble,

evaluated on diverse, multi-country, multi-device datasets. Using established public datasets ensures

reproducibility and enables benchmarking against prior work.

The framework is evaluated using a closed-set, repeated-sample identification setting. All participants in the

test set are known during training. The task is to assign each EEG session to the correct registered user. This

design reflects a realistic session-variability authentication scenario, asking “does this EEG recording still

belong to this enrolled user across different time points?” rather than an open-set verification scenario where

unknown users must be rejected. This distinction affects how the reported accuracy should be interpreted, as
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accuracy figures in closed-set paradigms are not directly comparable to EER figures reported in open-set

studies. Subject-independent evaluation, where test participants are entirely unseen during training,

represents an important and more demanding generalisation test that is planned as future work.

A detailed description of each dataset is provided below:

CHBMP 
[44]

 (h​t​t​p​s​:​/​/​p​o​r​t​a​l​.​c​o​n​p​.​c​a​/​d​a​t​a​s​e​t​?​i​d​=​p​r​o​j​e​c​t​s​/​C​H​B​M​P​): This dataset comprises EEG recordings

from a community-based population in La Lisa municipality, Havana, Cuba, focusing on young to middle-

aged participants without neurological or brain disorders (i.e., NC). EEG data were recorded using 64

channels, and for this study, data from 19 NC participants are included.

DS004504 
[45]

 (h​t​t​p​s​:​/​/​o​p​e​n​n​e​u​r​o​.​o​r​g​/​d​a​t​a​s​e​t​s​/​d​s​0​0​4​5​0​4​/​v​e​r​s​i​o​n​s​/​1​.​0​.​9​): Collected by neurologists at the

Department of Neurology, AHEPA General Hospital in Thessaloniki, Greece, this dataset has EEG

recordings with 19 channels. This research includes resting-state EEG data from 29 NC and 29 AD

participants.

BrainLat 
[46]

 (h​t​t​p​s​:​/​/​w​w​w​.​s​y​n​a​p​s​e​.​o​r​g​/​S​y​n​a​p​s​e​:​s​y​n​5​1​5​4​9​3​4​0​/​w​i​k​i​/​6​2​4​1​8​7​): This dataset was compiled across

five South American countries (Argentina, Chile, Colombia, Mexico, and Peru) using a 128-channel Biosemi

Active-Two acquisition system. For this study, data from a cohort of 30 NC and 27 AD participants were

utilised.

PEARL-Neuro Database 
[47]

 (h​t​t​p​s​:​/​/​o​p​e​n​n​e​u​r​o​.​o​r​g​/​d​a​t​a​s​e​t​s​/​d​s​0​0​4​7​9​6​/​v​e​r​s​i​o​n​s​/​1​.​1​.​0​): Provided by the

Laboratory of Emotions Neurobiology at the Nencki Institute of Experimental Biology PAS in Warsaw,

Poland, this dataset used Brain Products systems, incorporating an actiCHamp amplifier and high-density

actiCAP electrode caps with 128 channels (Brain Products GmbH, Munich, Germany). Data from 69 NC

participants are included in this study.

The combined dataset includes 203 participants (147 NC and 56 AD) and 1,015 EEG samples, with each

participant contributing five 60-second recordings. A common preprocessing step (resampling to 200 Hz

and bandpass 2-20 Hz) was applied across all datasets, beyond which each dataset’s original source-specific

preprocessing was retained
[48,49]

. More advanced preprocessing steps, such as ICA-based artefact removal,

epoch rejection, and re-referencing, were not consistently applied. Instead, this study relies on the

preprocessing and quality control procedures defined by the original dataset sources
[44-47]

, which used dataset-

specific protocols appropriate to their acquisition settings. As a result, residual artefacts (e.g., ocular or

muscular activity) may persist unevenly across datasets, which is acknowledged as a limitation and motivates

future work with a unified preprocessing pipeline.

The datasets also differ in acquisition hardware, including amplifier types, electrode configurations (active vs.

passive), impedance standards, and reference schemes. No explicit cross-dataset harmonisation (e.g.,

ComBat) was applied beyond the shared preprocessing steps. However, the microstate feature extraction

process provides partial robustness to such variability: global field power (GFP) is reference-independent and

normalises spatial field strength, while global map dissimilarity (GMD) further standardises topographies by

GFP before similarity computation. Consequently, derived microstate descriptors (occurrence, coverage,

duration, and transitions) are largely invariant to amplitude scaling differences across devices. Nevertheless,

residual biases due to differences in channel density (19 vs. 128 channels) and spatial sampling cannot be

fully excluded and remain an inherent limitation of this multi-dataset design.

https://portal.conp.ca/dataset?id=projects/CHBMP
https://openneuro.org/datasets/ds004504/versions/1.0.9
https://www.synapse.org/Synapse:syn51549340/wiki/624187
https://openneuro.org/datasets/ds004796/versions/1.1.0
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4. PROPOSED BIO-MEEG FRAMEWORK
4.1. EEG microstates

The EEG microstate approach models EEG signals as discrete, non-overlapping topographical patterns
[24,50,51]

,

which are linked back to the original data through spatial correlation techniques
[52]

. This method interprets

EEG data as sequences of distinct topographies
[53]

, and has been effectively applied in analysing differences in

patterns in a variety of applications. Notably, it adapts varying EEG channels by standardising datasets into a

consistent feature set, enabling the model to accept heterogeneous electrode configurations without

architectural modification.

Figure 1 presents the microstate extraction workflow. The raw EEG signals collected by an amplifier (after

pre-processing steps as detailed in Section 3) are then processed with GFP
[54]

, computed for each time point

using the following formula:

where v
i
(t) represents the voltage at electrode i, v(t) is the average voltage across all electrodes, and n denotes

the total number of electrodes. Topographical maps corresponding to the GFP peaks, where the signal-to-

noise ratio (SNR) is maximised, are extracted and clustered using a modified k-means clustering algorithm.

To quantify the similarity between maps, the GMD
[55]

 is employed, defined as:

where u and v are topographical maps, and GFP
u
 and GFP

v
 are their corresponding GFP values. Four

standard microstates (A, B, C, D) are identified, associated with key neural networks: auditory, visual,

salience, and attention
[56]

. These microstates were then used to reconstruct the original EEG signal, forming

the input sequence for the proposed model. It results in a sequence of 12,000 characters with A, B, C, D, or E

(a small number of topographical maps that are unclassified among A, B, C, or D).

The microstate approach does not explicitly decompose EEG activity into anatomical brain regions (e.g.,

frontal vs. temporal). Instead, region-specific information is implicitly encoded in the topographic shape of

each microstate: a frontally dominant topographic pattern will contribute positively to frontal-electrode GFP

values and will be assigned to whichever microstate cluster best captures that spatial distribution. The four

canonical microstates (A-D) are each associated with distinct distributed brain networks: auditory, visual,

salience, and dorsal attention, respectively
[57]

, which inherently involve different combinations of cortical

regions. This approach allows the model to operate consistently across different numbers of EEG channels:

the same microstate labels and feature set can be derived regardless of whether 19, 64, or 128 electrodes are

used, at the cost of not providing region-specific interpretability.

A key property of the microstate pipeline is its natural reconciliation of heterogeneous channel

configurations. Unlike conventional approaches that require a fixed-size input tensor corresponding to a

specific electrode montage, the microstate framework operates as follows: GFP is computed across all

available electrodes [Equation (1)] at each timepoint, whether 19, 64, or 128. Topographic clustering then

identifies the dominant spatial patterns within each dataset’s electrode space independently. The resulting

microstate sequence (A, B, C, D, E) is invariant to the number of input channels because it describes

temporal patterns of dominant topography rather than specific electrode amplitudes. The 40 extracted

features are therefore structurally identical across all four datasets, enabling joint model training and

evaluation despite the heterogeneous hardware configurations.

𝐺𝐹𝑃(𝑡) =
√∑𝑛

𝑖=1 (𝑣𝑖 (𝑡) − 𝑣(𝑡))2

𝑛
, (1)

𝐺𝑀𝐷𝑢,𝑣 =

√√
1
𝑛

𝑛∑
𝑖=1

(
𝑢𝑖

𝐺𝐹𝑃𝑢
− 𝑣𝑖
𝐺𝐹𝑃𝑣

)2
, (2)

¯
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Figure 1. Bio-MEEG framework workflow. The icons used in Figure 1 are from MNE-Python (h ​t ​t ​p ​s ​: ​/ ​/ ​m ​n ​e ​. ​t ​o ​o ​l ​s ​/ ​s ​t ​a ​b ​l ​e ​/ ​c ​r ​e ​d ​i ​t ​. ​h ​t ​m ​l ​) and
BioRender (h ​t ​t ​p ​s ​: ​/ ​/ ​w ​w ​w ​. ​b ​i ​o ​r ​e ​n ​d ​e ​r ​. ​c ​o ​m ​/ ​) for public use. Created in BioRender. N, Q. (2025) h ​t ​t ​p ​s ​: ​/ ​/ ​b ​i ​o ​r ​e ​n ​d ​e ​r ​. ​c ​o ​m ​/ ​s ​9 ​7 ​t ​2 ​1 ​2 ​. Bio-MEEG:
Biometric using microstates of electroencephalography; EEG: electroencephalography; NC: normal control; AD: Alzheimer’s disease; GFP:
global field power; ESN: echo state network; MHA: multi-head attention; 1D-CNN: one-dimensional convolutional neural network; RF:
random forest.
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As shown in Figure 1, this research utilises four essential EEG microstate properties as authenticating

features: occurrence, coverage, duration, and transition probabilities. Occurrence represents the average

frequency at which a particular microstate class is observed per second. Coverage denotes the proportion of

time, expressed as a percentage, that a specific microstate class occupies within a second. Duration

corresponds to the mean length of time a particular microstate class persists during a single occurrence.

Transition probabilities measure the likelihood of shifting from one microstate class to another, capturing

the dynamic changes and interactions between different brain states over time. To illustrate, consider

microstate A. It is characterised by three primary features, occurrence, coverage, and duration, alongside its

transition probabilities, which include transitions from A to A, A to B, A to C, A to D, and A to E. Together,

these yield eight distinct features for microstate A. When extended to all four microstates (A, B, C, D) and E,

this results in a total of 40 features serving as inputs for user authentication.

4.2. EchoMC network

4.2.1. Ensemble learning

Ensemble learning with stacking is utilised in this research to develop the proposed EchoMC network.

Stacking is an ensemble learning technique that combines models, where the output of a base model(s)

serves as input to another model, referred to as a meta-model, to make the final prediction of user

authentication (multi-class classification), as depicted in Figure 1. This approach is adopted in this study due

to its proven effectiveness in pattern recognition tasks
[58]

.

4.2.2. MHA

The mechanism operates using three matrices: the query matrix (Q), the key matrix (K), and the value matrix

(V). The result is a weighted sum of the values, where the attention mechanism determines the weights. The

formula for scaled dot-product attention, originally introduced by Vaswani et al.
[59]

, is Attention(Q, K, V) =

V. In this equation, d
k
 denotes the dimensionality of the key vectors, QK

T
 computes the dot

products between queries and keys, and the scaling factor 

large. The softmax function normalises these weights so that they sum to one. Building on this mechanism,

MHA, as formulated by Vaswani et al., employs multiple attention heads, each using distinct projections for

the Q, K, and V matrices
[59]

. This structure enables the model to focus on different sections of the input

simultaneously, enhancing the overall representation. The outputs from all attention heads are concatenated

and projected to create the final representation:

4.2.3. 1D-CNN

1D-CNN is an important component of the EchoMC network. It is chosen as a vital part because its

effectiveness in understanding patterns of this technique has been proven in many studies, including AI

models using EEG as input. In this research, with the input of 40 features, the input can be represented as a

vector [x
1
, x

2
, …, x

40
], where each element corresponds to a unique feature. Following the standard

                                                                                       

where each head head
i
 is defined as:

MultiHead(𝑄, 𝐾,𝑉) = Concat(head1, . . . , headℎ)𝑊𝑂,

head𝑖 = softmax

(
(𝑄𝑊𝑄

𝑖 ) (𝐾𝑊𝐾
𝑖 )𝑇

√
𝑑𝑘

)
𝑉𝑊𝑉

𝑖 .

softmax 

(
𝑄𝐾𝑇
√
𝑑𝑘

)
 prevents the values from becoming excessively

1√
𝑑𝑘

The parameter matrices are specified as W
i

Q
 ∈ ℝdmodel ×dk , W

i

K
 ∈ ℝdmodel × , W

i

V
 ∈ ℝdmodel × dv , and W

O
 ∈

ℝhdv ×dmodel . These matrices enable the transformation and combination of the attention outputs from each

head, resulting in a rich and comprehensive representation.

dk
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convolutional formulation
[60]

, a kernel (or filter) in 1D-CNN slides over this vector, identifying patterns and

interactions between neighbouring features. The kernel is represented as a one-dimensional array of size k,

with k defining the number of consecutive features processed at each step of the convolution. The kernel’s

receptive field refers to the specific segment of k consecutive features it processes at a given position. As the

kernel moves along the feature vector, it captures localised information by aggregating data from these

adjacent features. For an input vector x and a kernel w, the convolution operation at a specific position t is

calculated as:

In this context, x represents the input vector containing features, while w refers to the kernel applied during

the convolution operation. The size of the kernel k determines the number of consecutive elements

considered during each step. Specifically, x(t + i) represents the value of the input vector at position t + i, and

w(i) corresponds to the value of the kernel at position i.

4.2.4. ESN

ESN
[25]

 plays a key role in the proposed EchoMC network. As a prominent part of the reservoir computing

paradigm
[61]

, ESNs contribute significantly to the model’s capability to efficiently handle and process data. In

the present EchoMC implementation, the ESN, like the 1D-CNN and MHA base learners, operates on the

40-dimensional microstate feature vector rather than directly on the 12,000-character microstate sequence.

The ESN therefore functions as a randomly initialised non-linear projection in the reservoir-computing

sense, whose high-dimensional internal state provides a rich representation that benefits downstream

classification even when the input is non-sequential. While ESN is primarily recognised for its success in

sequential data processing, they have also demonstrated strong performance in non-sequential classification

tasks
[62]

. An ESN is defined by the tuple (W
in
, W, α), where W

in
 and W are random matrices initialized based

on predetermined parameters. The leaking rate α, an adjustable hyperparameter, is critical for optimising the

network’s performance. When α = 1, leaky integration is disabled, resulting in the updated state x(n) being

equivalent to x(n).

Unlike traditional deep learning models or fully connected layers, which involve training multiple layers of

weights, ESN only adjusts the output weights W
out

. During training, the network’s internal responses to the

input are captured in a matrix R, referred to as the reservoir state matrix, where each column represents the

state at a specific time step. The target outputs are stored in a matrix D. To compute the output weights W
out

,

ridge regression is applied:

where λ is the regularization parameter, and I represents the identity matrix. The inclusion of λ ensures that

the output weights W
out

 are well-regularised, avoiding large values and enhancing the robustness of the

model.

4.2.5. Meta-model

The random forest (RF) classifier is the meta-model in the EchoMC network to predict the outcome of user

classification based on the output of the base model. RF is chosen for its effectiveness in pattern

recognition
[63]

 and its notable results in Section 6.1. RF employs weighted voting, where each decision tree’s

contribution is scaled by an assigned weight w
t
, reflecting its accuracy. For an input x, each tree t produces a

prediction h
t
(x), and the final class y is determined by summing the weighted votes. The class k with the

highest total is selected, ensuring stronger predictors have greater influence.

(𝑥 ∗ 𝑤)(𝑡) =
𝑘−1∑
𝑖=0

𝑥(𝑡 + 𝑖) · 𝑤(𝑖).

𝑊out = (𝑅𝑅𝑇 + 𝜆𝐼)−1 (𝐷𝑅𝑇 ),

˜

ˆ



Page 405 Nguyen et al. Intell. Robot. 2026, 6(3), 396-426

5. EXPERIMENTS
5.1. Experimental pipeline

Firstly, regarding the validation approach, as described in Section 3, the dataset consists of 1,015 samples

collected from 203 participants, with each participant contributing 5 samples. To illustrate, these can be

denoted as S
1
, S

2
, S

3
, S

4
, and S

5
. For instance, participant I

1
 has his/her own S

1
, S

2
, S

3
, S

4
, and S

5
, and similarly

for all other participants. We use ten validation splits so that all samples are evaluated.

In each split, two of the five samples from every participant are used for training, while the remaining three

samples are reserved for testing. This ensures that the testing set in each split contains three of the five

samples from every participant. Importantly, the assignment of samples to training or testing need not be

identical across all participants. However, the ten splits must ensure that the training and testing samples for

each participant differ across splits. For example, in the first split, S
1
 and S

2
 might be used for training while

S
3
, S

4
, and S

5
 are used for testing. In subsequent splits, this allocation changes, maintaining the consistent 2:3

ratio while introducing diversity.

Each split’s testing phase has three test sets: one using normal samples and two additional sets generated

through adversarial attacks. Model performance metrics are explained in Section 5.2, and fairness metrics

(Section 5.3) are calculated for all test sets in every split. Finally, the results from all ten splits, the average and

the standard deviation of the metrics, are reported to provide a comprehensive evaluation of model

performance and fairness.

The adversarial robustness evaluation targets a white-box feature-space attack scenario. Specifically, the

threat model assumes an adversary who: (a) has full knowledge of the trained EchoMC meta-model and its

parameters; (b) operates at the feature level, i.e., perturbs the extracted 40-dimensional microstate feature

vectors rather than raw EEG signals; and (c) aims to cause misclassification by applying minimal

perturbations within an ℓ∞ ball of radius ϵ = 0.01, using fast gradient sign method (FGSM) and projected

gradient descent (PGD). This simulates an attack targeting the feature representation rather than raw signals.

Importantly, this threat model does not cover physical-domain attacks or hardware-level signal corruption.

Non-adversarial stress tests (e.g., channel dropout, noise injection, site shift) were not conducted in this

study but represent important future directions for validating robustness under realistic hardware variability.

5.2. Model performance evaluation metrics

To evaluate the developed model, five important metrics are employed: Accuracy, Recall (macro), Precision

(macro), F1-score (macro), and expected calibration error (ECE) with a bin number of 10, following the

reference studies
[64]

. Their values range from 0 to 1. Higher values indicate better models, except for ECE,

where a lower value means a better model.

5.3. Fairness evaluation metrics

Rather than simply calculating metrics across the entire test set and reporting average results, fairness

evaluation focuses on the demographic characteristics of the samples within the test sets. These demographic

attributes, referred to as sensitive attributes
[65]

, play a crucial role in assessing model fairness. In our research,

sensitive attributes include Gender (male and female) and AD status (NC and AD), as we target to generalise

the model for NC and AD users and gender-related biases in biometric model predictions are frequently

observed
[21]

. This issue is particularly evident in AI-driven BCI systems using EEG
[22]

.

To enable a more granular fairness evaluation, we move beyond examining a single sensitive attribute, such

as comparing male vs. female or NC vs. AD independently. Instead, we consider multiple sensitive attributes

simultaneously
[65]

, considering combinations of these attributes. The comparisons are structured into eight
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groups within each test set and across each split: G
1
 compares NC and AD; G

2
 distinguishes between Male

and Female participants; G
3
 contrasts Male NC with Male AD; G

4
 examines Male NC against Female NC; G

5

compares Male NC with Female AD; G
6
 differentiates Male AD from Female AD; G

7
 contrasts Female NC

with Male AD; and G
8
 examines Female NC vs. Female AD.

For transparency, the approximate subgroup sample sizes per split test set (3 samples per participant ×
number of participants) are as follows: Male NC participants: approximately 201 (67 participants × 3),

Female NC participants: approximately 240 (80 participants × 3), Male AD participants: approximately 63

(21 participants × 3), and Female AD participants: approximately 105 (35 participants × 3). Note that exact

counts vary slightly across splits due to the randomised 2:3 sample allocation. These counts inform the

interpretation of overall accuracy equality (OAE) and calibration using ECE (ΔECE) values, as smaller

subgroup sizes yield wider variance in the reported metrics, reflected in the standard deviations of the

fairness results reported in Section 6.1.

About the fairness metrics, OAE and ΔECE are utilised for comprehensive evaluation. For example, consider

a scenario where the results of model predictions for a specific split are available. These results include the

sample index, ground truth labels, predicted labels, confidence scores, gender (male or female), and AD

status (NC or AD). For group comparison G
1
, which compares sub-group A (NC) and sub-group B (AD), we

first filter the data to calculate the Accuracy and ECE (as detailed in Section 5.2) for each sub-group

separately. Next, we conduct a fairness evaluation by calculating the ratio of the difference between these two

sub-groups using the following equations with results ranging from 0 to 1:

Lower OAE and ΔECE are better in fairness. This study adopts an acceptance threshold γ of 0.2, established

by the “80% rule”
[66]

 specifying that the performance of one group must reach at least 80% of the performance

achieved by the other group.

5.4. Experimental setups

The hyperparameters of the EchoMC network, along with its meta-models, are detailed in Table 1. Notably,

the hyperparameters for the meta-models and the models trained without the base model remain consistent

across all methods used in this research. The selected meta-models were chosen based on their proven

effectiveness in the literature
[5]

. Regarding the adversarial attacks, ϵ is set at 0.01. The software and libraries

used in this study include the following: EEG microstate extraction was performed using the Pycrostates

library
[67]

. Data visualisation was carried out using Matplotlib and Seaborn, while t-distributed stochastic

neighbour embedding (t-SNE) was implemented using the scikit-learn library. To ensure full reproducibility,

all hyperparameters for both base models and meta-models are reported in Table 1, and all software libraries

used are listed above. No additional components beyond those described are required to replicate the

experimental pipeline.

5.5. Statistical analysis

Detection of variations accounting for repeated measures

To assess changes in feature distributions across time points (irrespective of AD status), we applied the non-

parametric Friedman test, which is well-suited for repeated measures without assuming normality. This

allowed for the identification of temporal effects across sessions at the group level. To control for the

multiplicity of comparisons and assess the significance of broader feature domains, we grouped related

                                                                                            

𝑂𝐴𝐸 =
|Accuracy𝐴 − Accuracy𝐵 |

max(Accuracy𝐴,Accuracy𝐵)
≤ 𝛾 (3)

Δ𝐸𝐶𝐸 =
|ECE𝐴 − ECE𝐵 |

max(ECE𝐴,ECE𝐵)
≤ 𝛾 (4)
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Table 1. Models’ hyperparameters

Model Hyperparameter Value

EchoMC Base Model

1D-CNN filters 8

1D-CNN kernel size 3

1D-CNN activation relu

MHA num heads 4

MHA key dimension 8

ESN layer 1 and 2 units 32

ESN layer 1 and 2 ridge λ 0.1

Final ESN units 203

Final ESN ridge λ 0.1

RF

n_estimators 100

criterion gini

max_depth None

min_samples_split 2

min_samples_leaf 1

XGBoost

eval_metric logloss

use_label_encoder False

learning_rate 0.3

max_depth 6

n_estimators 100

objective binary:logistic

DT

criterion gini

splitter best

max_depth None

min_samples_split 2

min_samples_leaf 1

CatBoost

iterations 1000

learning_rate 0.03

depth 6

verbose 0

loss_function Logloss

Gaussian NB var_smoothing 1e-09

GBM

loss log_loss

learning_rate 0.1

n_estimators 100

subsample 1.0

criterion friedman_mse

max_depth 3

k-NN

n_neighbors 5

weights uniform

algorithm auto

leaf_size 30

p 2
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LightGBM

boosting_type gbdt

num_leaves 31

learning_rate 0.1

n_estimators 100

LR

penalty l2

dual False

tol 1e-4

C 1.0

fit_intercept True

max_iter 1000

SVM

C 1.0

Kernel rbf

Degree 3

Gamma Scale

Probability True

1D-CNN: One-dimensional convolutional neural network; MHA: multi-head attention; ESN: echo state network; RF: random forest; XGBoost:
eXtreme gradient boosting; DT: decision tree; CatBoost: categorical boosting; GNB: Gaussian naive Bayes; GBM: gradient boosting machine; k-NN:
k-nearest neighbors; LightGBM: light gradient boosting machine; LR: logistic regression; SVM: support vector machine.

features into four categories, consisting of occurrence, coverage, duration, and transition - and combined P-

values within each group using established statistical techniques.

Three methods were used for P-value combination: Fisher’s method
[68]

, which aggregates P-values using the

sum of their logarithms under the assumption of independence, yielding a chi-squared statistic; Stouffer’s

method
[69]

, which transforms P-values into z-scores and combines them within the standard normal

distribution framework; and the Bonferroni correction
[70]

, a conservative adjustment that scales individual P-

values by the number of tests to control the family-wise error rate in the presence of potential dependencies.

Detection of variations based on AD status

To further investigate differences within each group, we stratified the data by AD status and repeated the

same analysis for each subgroup (AD and NC). This stratified evaluation enabled the identification of intra-

group temporal variations and facilitated a clearer understanding of how each group individually evolves.

Detection of variations over time and between AD and NC

To examine both time-dependent changes and group-specific effects simultaneously, we conducted a two-

way repeated-measures analysis of variance (ANOVA) with one within-subjects factor (time) and one

between-subjects factor (AD status). This analysis assessed the main effects of time, group, and their

interaction, providing insight into whether temporal trends differed significantly between AD and NC

groups. P-values resulting from these ANOVAs were again combined within the four predefined feature

groups using Fisher’s, Stouffer’s, and Bonferroni’s methods, as described above. All analyses were

implemented in Python using the scipy.stats and pingouin libraries
[71]

.

To supplement statistical significance, effect sizes, specifically Kendall’s W for the Friedman tests and partial

eta-squared (η
p

2
) for the two-way repeated measures ANOVA, are recommended as complementary

measures of practical significance. Reporting these alongside the presented P-values in future extensions of

this work would provide a standardised indication of effect magnitude independent of sample size, following

best practice in statistical reporting
[72]

.
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Global hypothesis testing

The objective of the P-value combination strategies was to test the global null hypothesis {H0: ∩i=1

k
H0i

}, which

assumes that all individual null hypotheses H0i
 are true. Each p

i
 corresponds to a feature-specific hypothesis.

Fisher’s method combines P-values assuming p
i
 ~ (0, 1). The test statistic is computed as:

where X
2
 ~ χ2

(2k) under H0. The combined P-value is obtained as p
c
 = 1 - F(X

2
, 2k), where F(·, 2k) denotes the

cumulative distribution function of the chi-squared distribution with 2k degrees of freedom.

Stouffer’s method combines P-values by converting them into z-scores:

where Φ-1
 is the inverse of the standard normal CDF, and z ~ (0, 1) under H0. The combined P-value is then

p
c
 = 1 - Φ(z).

Bonferroni’s method adjusts for multiple testing by conservatively scaling the smallest P-value:

This approach does not assume independence and effectively controls Type I error in the presence of

correlated tests.

To supplement statistical significance, effect sizes are reported alongside P-values. For the two-way repeated

measures ANOVA, partial eta-squared (η
p

2
) is computed as:

where values of 0.01, 0.06, and 0.14 correspond to small, medium, and large effects respectively. For the

Friedman tests, Kendall’s W is reported as a measure of concordance across repeated samples, ranging from

0 (no agreement) to 1 (complete agreement). These effect size measures provide a standardised indication of

practical significance independent of sample size.

5.6. Interpreting results of two-way repeated measures ANOVA

To interpret the results of the two-way repeated measures ANOVA, we focused primarily on the interaction

effect between time and AD status. A significant interaction indicates that the effect of time on feature

distributions differs between the AD and NC groups. In such cases, interpreting the main effects

independently may be misleading, as group differences may be driven by divergent temporal patterns.

If the interaction term was not significant, we interpreted the main effects separately. A significant main

effect of time suggests that feature values changed consistently over time across both groups. A significant

main effect of group (AD vs. NC) indicates an overall difference in feature values between the two groups,

averaged across time points.

This analytic framework allows us to disentangle group effects, temporal dynamics, and their interactions,

facilitating a nuanced understanding of how cognitive status modulates changes in EEG-derived features

                                                                                                over time.

𝑋2 = −2
𝑘∑
𝑖=1

ln(𝑝𝑖),

𝑧 =
1
√
𝑘

𝑘∑
𝑖=1

Φ−1 (1 − 𝑝𝑖),

𝑝𝑐 = min (1,min(𝑝1, . . . , 𝑝𝑘) × 𝑘) .

𝜂2
𝑝 =

𝑆𝑆effect
𝑆𝑆effect + 𝑆𝑆error

,

U
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Table 2. EchoMC network performance: metrics with different meta-models across all splits on the normal test set

Model Accuracy ↑ Precision ↑ Recall ↑ F1-Score ↑ ECE ↓

RF 0.8446 ± 0.0383 0.9706 ± 0.0122 0.8446 ± 0.0383 0.8807 ± 0.0272 0.1371 ± 0.0068

XGBoost 0.8446 ± 0.0383 0.9706 ± 0.0135 0.8446 ± 0.0383 0.8810 ± 0.0280 0.2758 ± 0.0121

DT 0.8446 ± 0.0383 0.9724 ± 0.0109 0.8446 ± 0.0383 0.8814 ± 0.0279 5.92e-19 ± 1.17e-18

CatBoost 0.8422 ± 0.0376 0.9691 ± 0.0125 0.8422 ± 0.0376 0.8781 ± 0.0270 0.4974 ± 0.0151

GNB 0.4679 ± 0.0349 0.4704 ± 0.0607 0.4679 ± 0.0349 0.4464 ± 0.0425 0.5071 ± 0.0315

GBM 0.8446 ± 0.0383 0.9716 ± 0.0117 0.8446 ± 0.0383 0.8812 ± 0.0277 1.04e-06 ± 3.24e-07

k-NN 0.3399 ± 0.0203 0.2856 ± 0.0247 0.3399 ± 0.0203 0.2834 ± 0.0213 0.0661 ± 0.0151

LightGBM 0.8446 ± 0.0383 0.9697 ± 0.0123 0.8446 ± 0.0383 0.8820 ± 0.0276 0.0014 ± 0.0003

LR 0.4449 ± 0.0454 0.4627 ± 0.0748 0.4449 ± 0.0454 0.4264 ± 0.0564 0.3005 ± 0.0264

SVM 0.2840 ± 0.0307 0.2282 ± 0.0362 0.2840 ± 0.0307 0.2295 ± 0.0357 0.2742 ± 0.0313

Bold: selected meta-model (RF) based on comprehensive evaluation across performance, calibration, fairness, and adversarial robustness criteria.
Italic: best value per column. ECE: Expected calibration error; RF: random forest; XGBoost: eXtreme gradient boosting; DT: decision tree; CatBoost:
categorical boosting; GNB: Gaussian naive Bayes; GBM: gradient boosting machine; k-NN: k-nearest neighbors; LightGBM: light gradient boosting
machine; LR: logistic regression; SVM: support vector machine.

6. RESULTS
6.1. Model performance and fairness

Regarding performance, Table 2 presents the results of various meta-models for the proposed EchoMC

network. Among them, RF, along with XGBoost, DT, CatBoost, and LightGBM, achieved the highest

accuracy and recall, both reaching 0.8446. Regarding F1-score, LightGBM leads with a score of 0.8820,

indicating balanced performance across precision and recall. Notably, DT outperforms other models in

precision, with a value of 0.9724, and achieves the lowest ECE of 5.92e-19, reflecting its high calibration

performance. The most limited method is SVM, which has lower metrics than the others. However, it is vital

to note that the gap between RF results and DT and LightGBM, achieving the highest precision and F1-score,

is just 0.01% for both. When testing with adversarial attacks, with results in Table 3, the EchoMC network

remains largely unaffected by these attacks.

It is important to be precise about what Table 4 demonstrates and what it does not. Table 4 shows that meta-

models trained directly on the 40 microstate features, without the EchoMC base model, achieve accuracy

below 0.35 across all meta-models, confirming that the stacked ensemble structure is essential and that

neither the meta-model choice nor the microstate features alone are sufficient for strong performance. This

provides evidence that the gain is attributable to the learned intermediate representations produced by the

EchoMC base model. However, Table 4 does not isolate: (a) the contribution of microstate features relative

to conventional EEG features such as band-power or connectivity measures; (b) the individual contributions

of MHA, 1D-CNN, and ESN as standalone classifiers; or (c) the stacked architecture relative to a non-

stacked deep baseline of equivalent capacity. These ablations are necessary to fully attribute the observed

gains and are committed to as future work.

About fairness, as observed in Table 5 and Figure 2, all meta-models demonstrate fairness with the OAE

metric, except GNB, k-NN, LR, and SVM. This trend is the same regardless of testing on regular or

adversarial attacks [Table 6]. These four models exhibit the lowest performance metrics, as shown in Table 2.

This suggests a potential relationship between lower predictive performance and increased unfairness in

model outcomes. However, when evaluating fairness using calibration (ΔECE) with normal and adversarial
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Table 3. EchoMC network performance: metrics with different meta-models across all splits on test sets with adversarial attacks
(FGSM, PGD)

Model Test set Accuracy ↑ Precision ↑ Recall ↑ F1-Score ↑ ECE ↓

RF
PGD 0.8446 ± 0.0383 0.9707 ± 0.0121 0.8446 ± 0.0383 0.8806 ± 0.0272 0.1370 ± 0.0069

FGSM 0.8446 ± 0.0383 0.9707 ± 0.0122 0.8446 ± 0.0383 0.8806 ± 0.0272 0.1371 ± 0.0069

XGBoost
PGD 0.8446 ± 0.0383 0.9708 ± 0.0128 0.8446 ± 0.0383 0.8815 ± 0.0276 0.2748 ± 0.0128

FGSM 0.8446 ± 0.0383 0.9703 ± 0.0124 0.8446 ± 0.0383 0.8812 ± 0.0277 0.2756 ± 0.0125

DT
PGD 0.8449 ± 0.0383 0.9724 ± 0.0109 0.8449 ± 0.0383 0.8816 ± 0.0279 5.92e-19 ± 1.17e-18

FGSM 0.8449 ± 0.0383 0.9724 ± 0.0109 0.8449 ± 0.0383 0.8816 ± 0.0279 5.92e-19 ± 1.17e-18

CatBoost
PGD 0.8426 ± 0.0384 0.9691 ± 0.0128 0.8426 ± 0.0384 0.8786 ± 0.0278 0.4981 ± 0.0175

FGSM 0.8426 ± 0.0384 0.9690 ± 0.0130 0.8426 ± 0.0384 0.8784 ± 0.0278 0.4994 ± 0.0167

GNB
PGD 0.4679 ± 0.0349 0.4704 ± 0.0607 0.4679 ± 0.0349 0.4464 ± 0.0425 0.5071 ± 0.0315

FGSM 0.4679 ± 0.0349 0.4704 ± 0.0607 0.4679 ± 0.0349 0.4464 ± 0.0425 0.5071 ± 0.0315

GBM
PGD 0.8446 ± 0.0383 0.9715 ± 0.0117 0.8446 ± 0.0383 0.8814 ± 0.0277 1.04e-06 ± 3.26e-07

FGSM 0.8446 ± 0.0383 0.9716 ± 0.0117 0.8446 ± 0.0383 0.8812 ± 0.0277 1.04e-06 ± 3.21e-07

k-NN
PGD 0.3399 ± 0.0203 0.2856 ± 0.0246 0.3399 ± 0.0203 0.2834 ± 0.0213 0.0661 ± 0.0151

FGSM 0.3399 ± 0.0203 0.2854 ± 0.0247 0.3399 ± 0.0203 0.2834 ± 0.0213 0.0661 ± 0.0151

LightGBM
PGD 0.8446 ± 0.0383 0.9700 ± 0.0121 0.8446 ± 0.0383 0.8821 ± 0.0276 0.0014 ± 0.0003

FGSM 0.8446 ± 0.0383 0.9697 ± 0.0123 0.8446 ± 0.0383 0.8820 ± 0.0276 0.0014 ± 0.0003

LR
PGD 0.4448 ± 0.0459 0.4633 ± 0.0737 0.4448 ± 0.0459 0.4266 ± 0.0560 0.3000 ± 0.0269

FGSM 0.4456 ± 0.0448 0.4648 ± 0.0723 0.4456 ± 0.0448 0.4277 ± 0.0548 0.3004 ± 0.0256

SVM
PGD 0.2840 ± 0.0307 0.2282 ± 0.0362 0.2840 ± 0.0307 0.2295 ± 0.0357 0.2740 ± 0.0316

FGSM 0.2840 ± 0.0307 0.2282 ± 0.0362 0.2840 ± 0.0307 0.2295 ± 0.0357 0.2738 ± 0.0305

Bold: selected meta-model (RF) based on comprehensive evaluation across performance, calibration, fairness, and adversarial robustness criteria.
FGSM: Fast gradient sign method; PGD: projected gradient descent; ECE: expected calibration error; RF: random forest; XGBoost: eXtreme gradient
boosting; DT: decision tree; CatBoost: categorical boosting; GNB: Gaussian naive Bayes; GBM: gradient boosting machine; k-NN: k-nearest
neighbors; LightGBM: light gradient boosting machine; LR: logistic regression; SVM: support vector machine.

Table 4. Machine learning models’ performance without a base model (ensemble learning)

Model Accuracy ↑ Precision ↑ Recall ↑ F1-Score ↑ ECE ↓

RF 0.3266 ± 0.0155 0.3266 ± 0.0155 0.3266 ± 0.0155 0.3266 ± 0.0155 0.1056 ± 0.0172

XGBoost 0.2538 ± 0.0205 0.2538 ± 0.0205 0.2538 ± 0.0205 0.2538 ± 0.0205 0.0735 ± 0.0203

DT 0.2023 ± 0.0245 0.2023 ± 0.0245 0.2023 ± 0.0245 0.2023 ± 0.0245 0.6548 ± 0.0400

CatBoost 0.3147 ± 0.0132 0.3147 ± 0.0132 0.3147 ± 0.0132 0.3147 ± 0.0132 0.2508 ± 0.0127

GNB 0.0993 ± 0.0122 0.0993 ± 0.0122 0.0993 ± 0.0122 0.0993 ± 0.0122 0.8489 ± 0.0245

GBM 0.1298 ± 0.0065 0.1298 ± 0.0065 0.1298 ± 0.0065 0.1298 ± 0.0065 0.4329 ± 0.0204

k-NN 0.1469 ± 0.0104 0.1469 ± 0.0104 0.1469 ± 0.0104 0.1469 ± 0.0104 0.1321 ± 0.0100

LightGBM 0.2077 ± 0.0157 0.2077 ± 0.0157 0.2077 ± 0.0157 0.2077 ± 0.0157 0.2557 ± 0.0331

LR 0.3080 ± 0.0243 0.3080 ± 0.0243 0.3080 ± 0.0243 0.3080 ± 0.0243 0.1690 ± 0.0475

SVM 0.1996 ± 0.0194 0.1996 ± 0.0194 0.1996 ± 0.0194 0.1996 ± 0.0194 0.1886 ± 0.0192

This constitutes a partial ablation demonstrating that without the EchoMC stacked base model, classification accuracy collapses below 0.35 across
all meta-models. ECE: Expected calibration error; RF: random forest; XGBoost: eXtreme gradient boosting; DT: decision tree; CatBoost: categorical
boosting; GNB: Gaussian naive Bayes; GBM: gradient boosting machine; k-NN: k-nearest neighbors; LightGBM: light gradient boosting machine; LR:
logistic regression; SVM: support vector machine.

attacks, as detailed in Table 7 with Figure 3 and Table 8, respectively, it reveals that only RF achieves fairness

across all groups, with no group exceeding the acceptance threshold γ of 0.2. Therefore, although RF does not
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achieve the highest performance metrics, its ability to maintain fairness while delivering competitive

performance results makes it the preferred meta-model among those evaluated as the meta-model for the

proposed EchoMC network.

Figure 2. EchoMC network fairness visualisation: OAE with groups G1-8 of different meta-models across all splits. Error bars represent the

standard deviation of OAE across the n = 10 validation splits. The dashed red line indicates the acceptance threshold γ = 0.2. OAE: Overall
accuracy equality; RF: random forest; XGBoost: eXtreme gradient boosting; DT: decision tree; CatBoost: categorical boosting; GNB:
Gaussian naive Bayes; GBM: gradient boosting machine; k-NN: k-nearest neighbors; LightGBM: light gradient boosting machine; LR:
logistic regression; SVM: support vector machine.

Figure 3. EchoMC network fairness visualisation: ΔECE with groups G1-8 of different meta-models across all splits. Error bars represent the

standard deviation of ΔECE across the n = 10 validation splits. The dashed red line indicates the acceptance threshold γ = 0.2. ΔECE:
Calibration using expected calibration error; RF: random forest; XGBoost: eXtreme gradient boosting; DT: decision tree; CatBoost:
categorical boosting; GNB: Gaussian naive Bayes; GBM: gradient boosting machine; k-NN: k-nearest neighbors; LightGBM: light gradient
boosting machine; LR: logistic regression; SVM: support vector machine.
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Table 5. EchoMC network fairness: OAE with groups G1-8: different meta-models across all splits on the normal test set

RF 0.079 ± 0.049 0.010 ± 0.008 0.128 ± 0.055 0.031 ± 0.012 0.069 ± 0.051 0.085 ± 0.022 0.107 ± 0.051 0.055 ± 0.059

XGBoost 0.076 ± 0.050 0.021 ± 0.007 0.155 ± 0.050 0.044 ± 0.011 0.068 ± 0.061 0.127 ± 0.050 0.117 ± 0.054 0.062 ± 0.059

DT 0.082 ± 0.047 0.016 ± 0.010 0.162 ± 0.057 0.035 ± 0.012 0.063 ± 0.055 0.138 ± 0.024 0.131 ± 0.059 0.051 ± 0.059

CatBoost 0.075 ± 0.052 0.018 ± 0.014 0.158 ± 0.057 0.037 ± 0.016 0.064 ± 0.058 0.139 ± 0.033 0.126 ± 0.058 0.058 ± 0.057

GNB 0.202 ± 0.069 0.181 ± 0.057 0.407 ± 0.075 0.293 ± 0.064 0.303 ± 0.088 0.180 ± 0.086 0.161 ± 0.086 0.095 ± 0.073

GBM 0.083 ± 0.048 0.017 ± 0.011 0.156 ± 0.060 0.034 ± 0.013 0.061 ± 0.051 0.123 ± 0.037 0.135 ± 0.052 0.053 ± 0.053

k-NN 0.248 ± 0.096 0.279 ± 0.046 0.340 ± 0.157 0.323 ± 0.076 0.433 ± 0.087 0.160 ± 0.108 0.119 ± 0.093 0.160 ± 0.102

LightGBM 0.074 ± 0.052 0.022 ± 0.009 0.147 ± 0.051 0.037 ± 0.011 0.074 ± 0.057 0.122 ± 0.054 0.114 ± 0.053 0.069 ± 0.052

LR 0.118 ± 0.063 0.143 ± 0.045 0.251 ± 0.068 0.225 ± 0.057 0.178 ± 0.084 0.129 ± 0.123 0.098 ± 0.052 0.145 ± 0.117

SVM 0.083 ± 0.046 0.386 ± 0.082 0.271 ± 0.162 0.459 ± 0.078 0.391 ± 0.103 0.214 ± 0.152 0.270 ± 0.097 0.130 ± 0.081

Bold values exceed the acceptance threshold γ = 0.2[66]. OAE: Overall accuracy equality; RF: random forest; XGBoost: eXtreme gradient boosting; DT: decision tree; CatBoost: categorical boosting; GNB: Gaussian naive Bayes;
GBM: gradient boosting machine; k-NN: k-nearest neighbors; LightGBM: light gradient boosting machine; LR: logistic regression; SVM: support vector machine.

In comparison to existing studies, Table 9 provides a comprehensive summary of the proposed Bio-MEEG framework with existing methods. Although our framework

may not achieve the highest accuracy, its reliability is strengthened by several key factors. As shown in Table 9, no prior study simultaneously includes both fairness

evaluation and AD participants. Previous studies overlook AD users despite their differences from NC users (explained in Section 6.2). In contrast, our EchoMC

network, a core component of Bio-MEEG, is trained on 203 NC and AD participants from diverse datasets across multiple countries, supporting multi-dataset

evaluation across diverse acquisition settings, though subject-independent evaluation remains to be demonstrated. Thirdly, Bio-MEEG achieves fairness within

acceptable thresholds in predictions using multiple sensitive attributes, making it a fair AI model for NC and AD participants. Additionally, adversarial attack

assessments have demonstrated Bio-MEEG robustness, with results remaining almost unchanged under attacks.

Furthermore, while Bio-MEEG demonstrates promising authentication performance, its real-world deployment faces several practical constraints. First, resting-state

EEG acquisition with wet electrodes requires trained personnel for electrode placement and gel application, typically taking 20-45 min per session. Second, the eyes-

closed resting-state paradigm requires approximately 60 s of cooperative signal acquisition, significantly longer than fingerprint- or face-based authentication. Third,

EEG systems with 19-128 channels represent clinical-grade equipment that is neither portable nor consumer-accessible in current form. For AD users specifically, the

primary motivation for this framework, these constraints are partially mitigated by the clinical context: EEG systems are already present in neurological care facilities

where AD patients regularly attend. Consumer-facing deployment would require adaptation to low-channel-count, dry-electrode, portable systems, for which the

microstate approach is architecturally suited, given its channel-count agnosticism, but it would require dedicated validation.

Model OAEG1
 ↓ OAEG2

 ↓ OAEG3
 ↓ OAEG4

 ↓ OAEG5
 ↓ OAEG6

 ↓ OAEG7
 ↓ OAEG8

 ↓
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Table 6. EchoMC network OAE with groups G1-8: different meta-models across all splits on test sets with adversarial attacks (FGSM, PGD)

RF
PGD 0.075 ± 0.049 0.011 ± 0.007 0.134 ± 0.064 0.036 ± 0.010 0.061 ± 0.049 0.097 ± 0.029 0.111 ± 0.054 0.051 ± 0.049

FGSM 0.080 ± 0.047 0.008 ± 0.006 0.133 ± 0.058 0.035 ± 0.011 0.068 ± 0.052 0.089 ± 0.015 0.108 ± 0.049 0.047 ± 0.058

XGBoost
PGD 0.075 ± 0.050 0.019 ± 0.007 0.153 ± 0.050 0.042 ± 0.009 0.065 ± 0.062 0.126 ± 0.047 0.116 ± 0.054 0.060 ± 0.060

FGSM 0.076 ± 0.050 0.017 ± 0.009 0.158 ± 0.050 0.041 ± 0.011 0.064 ± 0.061 0.135 ± 0.045 0.122 ± 0.053 0.064 ± 0.057

DT
PGD 0.083 ± 0.047 0.016 ± 0.010 0.162 ± 0.057 0.035 ± 0.012 0.063 ± 0.055 0.137 ± 0.023 0.131 ± 0.059 0.050 ± 0.059

FGSM 0.083 ± 0.047 0.016 ± 0.010 0.162 ± 0.057 0.035 ± 0.012 0.063 ± 0.055 0.137 ± 0.023 0.131 ± 0.059 0.050 ± 0.059

CatBoost
PGD 0.073 ± 0.050 0.018 ± 0.011 0.154 ± 0.059 0.037 ± 0.012 0.061 ± 0.052 0.135 ± 0.039 0.122 ± 0.062 0.058 ± 0.050

FGSM 0.075 ± 0.052 0.019 ± 0.013 0.155 ± 0.065 0.036 ± 0.014 0.062 ± 0.053 0.136 ± 0.036 0.127 ± 0.063 0.056 ± 0.053

GNB
PGD 0.202 ± 0.069 0.181 ± 0.057 0.407 ± 0.075 0.293 ± 0.064 0.303 ± 0.088 0.180 ± 0.086 0.161 ± 0.086 0.095 ± 0.073

FGSM 0.202 ± 0.069 0.181 ± 0.057 0.407 ± 0.075 0.293 ± 0.064 0.303 ± 0.088 0.180 ± 0.086 0.161 ± 0.086 0.095 ± 0.073

GBM
PGD 0.087 ± 0.047 0.016 ± 0.009 0.165 ± 0.055 0.035 ± 0.012 0.067 ± 0.055 0.133 ± 0.032 0.134 ± 0.059 0.061 ± 0.051

FGSM 0.082 ± 0.046 0.013 ± 0.010 0.159 ± 0.056 0.034 ± 0.009 0.063 ± 0.051 0.131 ± 0.030 0.129 ± 0.061 0.050 ± 0.057

k-NN
PGD 0.248 ± 0.096 0.279 ± 0.046 0.340 ± 0.157 0.323 ± 0.076 0.433 ± 0.087 0.160 ± 0.108 0.119 ± 0.093 0.160 ± 0.102

FGSM 0.248 ± 0.096 0.279 ± 0.046 0.340 ± 0.157 0.323 ± 0.076 0.433 ± 0.087 0.160 ± 0.108 0.119 ± 0.093 0.160 ± 0.102

LightGBM
PGD 0.075 ± 0.051 0.021 ± 0.008 0.148 ± 0.051 0.037 ± 0.010 0.072 ± 0.058 0.121 ± 0.053 0.114 ± 0.053 0.068 ± 0.053

FGSM 0.074 ± 0.052 0.021 ± 0.008 0.148 ± 0.051 0.038 ± 0.010 0.073 ± 0.057 0.122 ± 0.054 0.114 ± 0.053 0.070 ± 0.053

LR
PGD 0.113 ± 0.053 0.146 ± 0.044 0.247 ± 0.052 0.224 ± 0.059 0.171 ± 0.093 0.117 ± 0.114 0.082 ± 0.050 0.139 ± 0.105

FGSM 0.115 ± 0.054 0.147 ± 0.043 0.245 ± 0.064 0.223 ± 0.056 0.174 ± 0.097 0.131 ± 0.107 0.086 ± 0.050 0.137 ± 0.108

SVM
PGD 0.083 ± 0.046 0.386 ± 0.082 0.271 ± 0.162 0.459 ± 0.078 0.391 ± 0.103 0.214 ± 0.152 0.270 ± 0.097 0.130 ± 0.081

FGSM 0.083 ± 0.046 0.386 ± 0.082 0.271 ± 0.162 0.459 ± 0.078 0.391 ± 0.103 0.214 ± 0.152 0.270 ± 0.097 0.130 ± 0.081

Bold values exceed γ = 0.2. OAE: Overall accuracy equality; FGSM: fast gradient sign method; PGD: projected gradient descent; RF: random forest; XGBoost: eXtreme gradient boosting; DT: decision tree; CatBoost: categorical
boosting; GNB: Gaussian naive Bayes; GBM: gradient boosting machine; k-NN: k-nearest neighbors; LightGBM: light gradient boosting machine; LR: logistic regression; SVM: support vector machine.

6.2. Statistical feature analysis

The statistical feature analysis revealed several key findings. First, significant differences were observed across the five intra-participant samples (i.e., repeated

measures), with all P-values for occurrence, coverage, and duration features consistently below 0.001 [Table 10]. Furthermore, 18 out of 25 transition features

demonstrated P-values below 0.05. These results were further validated through P-value combination techniques applied to grouped features, confirming strong overall
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Table 7. EchoMC network fairness: ΔECE with groups G1-8: different meta-models across all splits on the normal test set

RF 0.106 ± 0.067 0.071 ± 0.017 0.145 ± 0.057 0.050 ± 0.014 0.086 ± 0.062 0.121 ± 0.051 0.183 ± 0.064 0.094 ± 0.079

XGBoost 0.102 ± 0.049 0.032 ± 0.030 0.212 ± 0.059 0.016 ± 0.012 0.078 ± 0.041 0.155 ± 0.091 0.202 ± 0.061 0.067 ± 0.036

DT 0.619 ± 0.000 0.235 ± 0.000 0.750 ± 0.052 0.195 ± 0.084 0.419 ± 0.281 0.497 ± 0.189 0.786 ± 0.033 0.517 ± 0.199

CatBoost 0.169 ± 0.086 0.085 ± 0.017 0.225 ± 0.070 0.083 ± 0.022 0.107 ± 0.066 0.135 ± 0.038 0.290 ± 0.061 0.179 ± 0.065

GNB 0.280 ± 0.080 0.184 ± 0.033 0.352 ± 0.069 0.221 ± 0.038 0.337 ± 0.062 0.085 ± 0.075 0.169 ± 0.108 0.166 ± 0.072

GBM 0.619 ± 0.000 0.235 ± 0.000 0.643 ± 0.234 0.189 ± 0.106 0.496 ± 0.197 0.423 ± 0.205 0.657 ± 0.282 0.581 ± 0.110

k-NN 0.153 ± 0.083 0.387 ± 0.229 0.356 ± 0.216 0.360 ± 0.177 0.364 ± 0.144 0.295 ± 0.203 0.154 ± 0.144 0.255 ± 0.185

LightGBM 0.345 ± 0.120 0.214 ± 0.016 0.536 ± 0.290 0.135 ± 0.067 0.405 ± 0.313 0.279 ± 0.153 0.498 ± 0.313 0.411 ± 0.265

LR 0.233 ± 0.123 0.083 ± 0.060 0.366 ± 0.068 0.137 ± 0.115 0.250 ± 0.122 0.170 ± 0.151 0.251 ± 0.133 0.235 ± 0.113

SVM 0.086 ± 0.048 0.397 ± 0.083 0.282 ± 0.167 0.472 ± 0.078 0.403 ± 0.103 0.220 ± 0.156 0.278 ± 0.099 0.134 ± 0.084

Bold values exceed the acceptance threshold γ = 0.2[66]. ΔECE: Calibration using expected calibration error; RF: random forest; XGBoost: eXtreme gradient boosting; DT: decision tree; CatBoost: categorical boosting; GNB:
Gaussian naive Bayes; GBM: gradient boosting machine; k-NN: k-nearest neighbors; LightGBM: light gradient boosting machine; LR: logistic regression; SVM: support vector machine.

significance across feature categories [Table 11]. These findings suggest that samples collected from the same participant are not always stable, underscoring the

necessity of accounting for intra-participant variability when designing and training models.

When stratifying the data by AD status, statistically significant differences were also observed within both the AD and NC groups. Across key feature types of

occurrence, coverage, duration, and transitions, individual and grouped P-values consistently indicated significant within-group temporal variability [Table 11]. This

highlights that even within homogeneous clinical groups, temporal fluctuations in EEG-derived features are evident and relevant for downstream model performance.

Considering both intra-subject variability (time) and inter-subject differences (AD status), results from the two-way repeated measures ANOVA [Table 12] identified

several significant interaction effects. These findings indicate that changes in feature distributions over time were modulated by clinical group, i.e., AD and NC

participants exhibited distinct temporal trajectories. When P-values were combined across grouped features [Table 13], interaction effects remained significant for

coverage, duration, and transition features, demonstrating that AD status meaningfully shaped the observed longitudinal patterns.

These results collectively demonstrate that temporal changes in EEG-based features cannot be interpreted independently of AD status. The significant interaction

effects confirm that group-specific neurophysiological dynamics influence how features evolve. Therefore, when building classification or regression models, it is

critical to account for both within-subject variability and between-group differences, as ignoring either factor could obscure meaningful patterns or lead to overfitting.

                                                                                                 The feature distribution visualisations in Figures 4-6 further illustrate the within-participant diversity and between-group separation across the extracted EEG features.
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Table 8. EchoMC network ΔECE with groups G1-8: different meta-models across all splits on test sets with adversarial attacks (FGSM, PGD)

RF
PGD 0.101 ± 0.053 0.076 ± 0.019 0.157 ± 0.068 0.055 ± 0.029 0.073 ± 0.051 0.134 ± 0.031 0.194 ± 0.080 0.093 ± 0.059

FGSM 0.109 ± 0.056 0.083 ± 0.019 0.146 ± 0.060 0.060 ± 0.022 0.065 ± 0.059 0.140 ± 0.026 0.195 ± 0.066 0.089 ± 0.061

XGBoost
PGD 0.102 ± 0.049 0.033 ± 0.027 0.212 ± 0.053 0.016 ± 0.012 0.087 ± 0.049 0.144 ± 0.091 0.201 ± 0.060 0.078 ± 0.044

FGSM 0.103 ± 0.048 0.033 ± 0.027 0.227 ± 0.055 0.016 ± 0.011 0.085 ± 0.047 0.165 ± 0.079 0.217 ± 0.054 0.074 ± 0.041

DT
PGD 0.619 ± 0.000 0.235 ± 0.000 0.751 ± 0.052 0.192 ± 0.083 0.426 ± 0.279 0.495 ± 0.187 0.786 ± 0.033 0.521 ± 0.199

FGSM 0.619 ± 0.000 0.235 ± 0.000 0.751 ± 0.052 0.192 ± 0.083 0.426 ± 0.279 0.495 ± 0.187 0.786 ± 0.033 0.521 ± 0.199

CatBoost
PGD 0.166 ± 0.084 0.082 ± 0.020 0.221 ± 0.079 0.081 ± 0.018 0.112 ± 0.083 0.127 ± 0.032 0.285 ± 0.067 0.181 ± 0.075

FGSM 0.167 ± 0.090 0.088 ± 0.023 0.224 ± 0.090 0.083 ± 0.015 0.100 ± 0.083 0.140 ± 0.053 0.289 ± 0.083 0.174 ± 0.074

GNB
PGD 0.280 ± 0.080 0.184 ± 0.033 0.352 ± 0.069 0.221 ± 0.038 0.336 ± 0.062 0.085 ± 0.075 0.169 ± 0.108 0.166 ± 0.072

FGSM 0.280 ± 0.080 0.184 ± 0.033 0.352 ± 0.069 0.221 ± 0.038 0.336 ± 0.062 0.085 ± 0.075 0.169 ± 0.108 0.166 ± 0.072

GBM
PGD 0.619 ± 0.000 0.235 ± 0.000 0.747 ± 0.073 0.175 ± 0.133 0.556 ± 0.239 0.415 ± 0.216 0.792 ± 0.039 0.623 ± 0.197

FGSM 0.619 ± 0.000 0.235 ± 0.000 0.707 ± 0.157 0.177 ± 0.115 0.454 ± 0.279 0.477 ± 0.197 0.756 ± 0.112 0.542 ± 0.211

k-NN
PGD 0.153 ± 0.083 0.387 ± 0.229 0.356 ± 0.216 0.360 ± 0.177 0.364 ± 0.144 0.295 ± 0.203 0.154 ± 0.144 0.255 ± 0.185

FGSM 0.153 ± 0.083 0.387 ± 0.229 0.356 ± 0.216 0.360 ± 0.177 0.364 ± 0.144 0.295 ± 0.203 0.154 ± 0.144 0.255 ± 0.185

LightGBM
PGD 0.331 ± 0.115 0.216 ± 0.016 0.535 ± 0.286 0.132 ± 0.063 0.403 ± 0.306 0.279 ± 0.153 0.496 ± 0.312 0.409 ± 0.263

FGSM 0.341 ± 0.121 0.216 ± 0.016 0.534 ± 0.287 0.132 ± 0.063 0.403 ± 0.306 0.279 ± 0.153 0.496 ± 0.311 0.409 ± 0.263

LR
PGD 0.226 ± 0.131 0.089 ± 0.055 0.363 ± 0.049 0.136 ± 0.118 0.241 ± 0.140 0.148 ± 0.147 0.252 ± 0.114 0.229 ± 0.109

FGSM 0.228 ± 0.133 0.090 ± 0.053 0.360 ± 0.064 0.135 ± 0.112 0.244 ± 0.144 0.166 ± 0.136 0.251 ± 0.117 0.234 ± 0.108

SVM
PGD 0.086 ± 0.049 0.398 ± 0.083 0.282 ± 0.168 0.472 ± 0.079 0.403 ± 0.104 0.220 ± 0.156 0.278 ± 0.098 0.135 ± 0.083

FGSM 0.086 ± 0.049 0.398 ± 0.083 0.283 ± 0.168 0.473 ± 0.079 0.404 ± 0.104 0.220 ± 0.155 0.278 ± 0.098 0.134 ± 0.083

Bold values exceed γ = 0.2. ΔECE: Calibration using expected calibration error; FGSM: fast gradient sign method; PGD: projected gradient descent; RF: random forest; XGBoost: eXtreme gradient boosting; DT: decision tree;
CatBoost: categorical boosting; GNB: Gaussian naive Bayes; GBM: gradient boosting machine; k-NN: k-nearest neighbors; LightGBM: light gradient boosting machine; LR: logistic regression; SVM: support vector machine.

Model Test set ΔECEG1
 ↓ ΔECEG2

 ↓ ΔECEG3
 ↓ ΔECEG4

 ↓ ΔECEG5
 ↓ ΔECEG6

 ↓ ΔECEG7
 ↓ ΔECEG8

 ↓
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Table 9. Comparison of the Bio-MEEG framework with other studies in the literature

Method Participants Channels Accuracy Fairness Eval. AD included

Bio-MEEG (Ours) 203 Hybrid 19/64/128 84.50% Yes Yes

RSVP[29] 29 28 87.80% No No

Face-RSVP[30] 45 16 91.61% No No

Photos-FE[31] 10 2 87.30% No No

RSVP-ERP-CNN[32] 40 16 97.60% No No

PSD[33] 109 19 90.00% No No

HDCA[74] 45 16 88.88% No No

BLSTM-NN[34] 58 14 97.57% No No

DFT[35] 7 6 92.89% No No

AEPs[36] 40 40 96.46% No No

QDA[37] 10 10 97.00% No No

Simplified EEG-BCI[8] 4 1 83.33% No No

PCA-WST[75] 13 14 100% No No

CNN-TL[38] 30 12 99.90% No No

FSST-ICA[76] 7 19 99.54% No No

ICA-CNN[77] 106 14 99.86% No No

FFT-CAF[42] 106 14 99.67% No No

CNN-BiLSTM[43] 52 62 98.9% No No

1D-CNN[40] 20 64 91.75% No No

“Fairness Eval.” indicates whether the study explicitly evaluated model fairness; “AD Included” indicates whether AD participants were included.
Bold: components indicating novelties of the proposed method. Bio-MEEG: Biometric using microstates of electroencephalography; AD: Alzheimer’s
disease; RSVP: rapid serial visual presentation; FE: fuzzy entropy; ERP: event-related potential; CNN: convolutional neural network; PSD: power
spectral density; BLSTM-NN: bidirectional long short-term memory neural network; DFT: discrete Fourier transform; AEPs: auditory evoked
potentials; 1D-CNN: one-dimensional convolutional neural network.

7. LIMITATIONS
First, the repeated-sample cross-validation protocol adopted in this study reflects a closed-set evaluation

scenario in which participants may appear in both the training and testing partitions across different folds.

This design aligns with the study objective of assessing robustness to session variability; however, it should

not be interpreted as a subject-independent evaluation. Excluding test participants entirely from the training

set would transform the problem into an open-set biometric verification task, requiring alternative modelling

strategies, such as metric-learning frameworks, Siamese architectures, or threshold-based rejection

mechanisms, together with evaluation metrics centred on EER rather than classification accuracy. A leave-

one-dataset-out protocol could provide a more stringent assessment of cross-device and cross-cohort

generalisation. Nevertheless, the relatively small sample sizes of several constituent datasets (e.g., n = 19 for

CHBMP) limit the statistical stability of such evaluations without access to additional data. Similarly, dataset-

specific and channel-configuration-specific analyses were not conducted owing to limited sample availability.

Future work will investigate stratified evaluations with bootstrapped confidence intervals, with particular

attention to the impact of channel density (19, 64, and 128 channels) on biometric performance.

From a methodological perspective, the ablation study presented in Table 4 demonstrates the importance of

the stacked ensemble strategy but does not fully disentangle the contribution of individual architectural

components. Additional experiments comparing microstate-derived features with conventional EEG

representations, such as spectral band-power features, would provide further insight into the discriminative

value of the proposed feature space. Likewise, evaluating the MHA, 1D-CNN, and ESN modules
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Table 10. Results of non-parametric Friedman tests with features

Feature Intra-participant NC Samples AD Samples

Occurrence A <​ 0.01 <​ 0.001 <​ 0.01

Coverage A <​ 0.001 <​ 0.001 0.058

Duration A <​ 0.001 <​ 0.001 <​ 0.001

Occurrence B <​ 0.001 <​ 0.001 <​ 0.01

Coverage B <​ 0.001 <​ 0.001 0.095

Duration B <​ 0.001 <​ 0.001 0.697

Occurrence C <​ 0.01 <​ 0.01 <​ 0.001

Coverage C <​ 0.001 <​ 0.001 0.361

Duration C <​ 0.001 <​ 0.001 0.202

Occurrence D <​ 0.001 <​ 0.01 <​ 0.01

Coverage D <​ 0.001 <​ 0.001 0.200

Duration D <​ 0.001 <​ 0.001 0.926

Occurrence E <​ 0.01 <​ 0.001 <​ 0.01

Coverage E <​ 0.001 <​ 0.001 <​ 0.001

Duration E <​ 0.001 <​ 0.001 <​ 0.001

Transition A→A <​ 0.001 <​ 0.001 <​ 0.05

Transition A→B 0.079 0.070 0.086

Transition A→C 0.305 <​ 0.05 <​ 0.01

Transition A→D 0.085 0.475 <​ 0.01

Transition A→E <​ 0.001 <​ 0.001 0.406

Transition B→A 0.301 0.105 0.109

Transition B→B <​ 0.001 <​ 0.001 0.139

Transition B→C <​ 0.05 0.887 <​ 0.01

Transition B→D <​ 0.001 <​ 0.01 <​ 0.001

Transition B→E <​ 0.01 <​ 0.05 0.558

Transition C→A 0.303 <​ 0.05 <​ 0.01

Transition C→B <​ 0.01 0.351 <​ 0.01

Transition C→C <​ 0.001 <​ 0.001 0.493

Transition C→D 0.341 0.712 <​ 0.01

Transition C→E <​ 0.05 <​ 0.05 0.406

Transition D→A <​ 0.05 <​ 0.05 0.386

Transition D→B <​ 0.01 <​ 0.05 <​ 0.01

Transition D→C 0.342 0.254 <​ 0.001

Transition D→D <​ 0.001 <​ 0.001 0.339

Transition D→E <​ 0.001 <​ 0.001 0.406

Transition E→A <​ 0.001 <​ 0.001 <​ 0.001

Transition E→B <​ 0.001 <​ 0.001 <​ 0.001

Transition E→C <​ 0.001 <​ 0.001 <​ 0.001

Transition E→D <​ 0.001 <​ 0.001 <​ 0.001

Transition E→E <​ 0.001 <​ 0.001 <​ 0.001

All Samples: intra-participant samples difference regardless of NC or AD status. NC Samples: NC samples only. AD Samples: AD samples only. NC:
Normal control; AD: Alzheimer’s disease.
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Table 11. Combined results of non-parametric Friedman tests with feature groups

Feature group Group test Fisher Stouffer Bonferroni

Occurrence

Intra-participant Samples <​ 0.001 <​ 0.001 <​ 0.05

NC Samples <​ 0.001 <​ 0.001 <​ 0.05

AD Samples <​ 0.001 <​ 0.001 <​ 0.05

Coverage

Intra-participant Samples <​ 0.001 <​ 0.001 <​ 0.001

NC Samples <​ 0.001 <​ 0.001 <​ 0.001

AD Samples <​ 0.001 <​ 0.001 <​ 0.001

Duration

Intra-participant Samples <​ 0.001 <​ 0.001 <​ 0.001

NC Samples <​ 0.001 <​ 0.001 <​ 0.001

AD Samples <​ 0.001 <​ 0.001 <​ 0.001

Transition

Intra-participant Samples <​ 0.001 <​ 0.001 <​ 0.001

NC Samples <​ 0.001 <​ 0.001 <​ 0.001

AD Samples <​ 0.001 <​ 0.001 <​ 0.001

NC: Normal control; AD: Alzheimer’s disease.

independently against the complete EchoMC architecture would clarify the contribution of each design

choice. These analyses are planned for future investigation.

Furthermore, the current implementation of EchoMC applies the ESN to the aggregated 40-dimensional

microstate feature representation rather than to the original microstate symbolic sequence comprising

approximately 12,000 samples. Although this configuration yielded favourable empirical results and benefits

from the reservoir’s non-linear projection properties, it does not fully exploit the temporal modelling

capabilities typically associated with reservoir computing. Direct processing of the microstate sequence by

the ESN, together with a systematic comparison against the current feature-level formulation, represents a

natural extension of the present work.

The fairness analysis relies on OAE and ΔECE, both established metrics in the broader algorithmic fairness

literature. However, biometric systems are more commonly assessed using group-specific FAR, FRR, and

EER measures, particularly in verification settings where threshold selection is critical. Future work will

therefore incorporate these biometric fairness metrics and report confidence intervals to complement the

split-level standard deviations presented in this study.

Finally, several practical considerations may limit near-term deployment. Conventional wet-electrode EEG

acquisition typically requires trained personnel, preparation times ranging from approximately 20 to 45 min,

and a period of sustained user cooperation during the resting-state recording protocol. In addition, clinical-

grade EEG systems with 19-128 channels remain costly and are not widely accessible outside specialised

environments. For individuals with AD, these limitations may be partially mitigated by the fact that EEG

equipment is routinely available within neurological care settings. In such contexts, Bio-MEEG may be

considered as a potential password-free authentication mechanism for accessing electronic medical records.

Broader deployment beyond clinical environments would require validation on portable and dry-electrode

EEG system
[73]

, which are more suitable for daily use. Although the proposed microstate-based framework

can, in principle, be applied across different EEG montages, its robustness to variations in channel count and

hardware configuration remains to be established empirically.
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Table 12. Results of two-way repeated measures analysis of variance with features

Feature AD status Time Interaction

Occurrence A 0.803 0.149 <​ 0.001

Coverage A <​ 0.001 <​ 0.001 0.113

Duration A 0.003 <​ 0.001 0.003

Occurrence B 0.703 0.183 0.005

Coverage B 0.002 <​ 0.001 0.029

Duration B 0.246 0.001 0.210

Occurrence C 0.750 0.220 0.024

Coverage C 0.342 <​ 0.001 0.004

Duration C 0.171 0.010 0.701

Occurrence D 0.789 0.041 0.337

Coverage D 0.146 <​ 0.001 0.144

Duration D 0.292 0.007 0.425

Occurrence E 0.803 0.149 <​ 0.001

Coverage E <​ 0.001 <​ 0.001 <​ 0.001

Duration E <​ 0.001 <​ 0.001 <​ 0.001

Transition A→A <​ 0.001 <​ 0.001 0.103

Transition A→B 0.567 0.307 0.175

Transition A→C 0.878 0.836 0.049

Transition A→D 0.970 0.211 0.595

Transition A→E 0.029 <​ 0.001 0.041

Transition B→A 0.552 0.168 0.151

Transition B→B <​ 0.001 <​ 0.001 0.020

Transition B→C 0.842 0.500 0.058

Transition B→D 0.818 0.002 0.319

Transition B→E 0.714 0.008 0.990

Transition C→A 0.777 0.711 0.199

Transition C→B 0.937 0.295 0.091

Transition C→C 0.412 <​ 0.001 0.005

Transition C→D 0.605 0.580 0.390

Transition C→E 0.425 0.028 0.424

Transition D→A 0.848 0.016 0.303

Transition D→B 0.666 0.071 0.392

Transition D→C 0.655 0.401 0.529

Transition D→D 0.171 <​ 0.001 0.153

Transition D→E 0.098 <​ 0.001 0.124

Transition E→A 0.020 <​ 0.001 <​ 0.001

Transition E→B 0.821 <​ 0.001 <​ 0.001

Transition E→C 0.631 <​ 0.001 0.007

Transition E→D 0.084 <​ 0.001 <​ 0.001

Transition E→E <​ 0.001 <​ 0.001 <​ 0.001

AD: Alzheimer’s disease.
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Figure 4. Comparison of feature distributions across all samples grouped by participant (intra-subject variability).

Figure 5. Comparison of feature distributions between NC and AD participants (inter-group variability). NC: Normal control; AD:
Alzheimer’s disease.

Table 13. Combined results of two-way repeated measures analysis of variance with feature groups

Feature group Effect Fisher Stouffer Bonferroni

Occurrence

AD status 0.989 0.952 1.000

Time 0.025 0.007 0.203

Interaction <​ 0.001 <​ 0.001 <​ 0.001

Coverage

AD status <​ 0.001 <​ 0.001 <​ 0.001

Time <​ 0.001 <​ 0.001 <​ 0.001

Interaction <​ 0.001 <​ 0.001 <​ 0.001

Duration

AD status <​ 0.001 <​ 0.001 <​ 0.001

Time <​ 0.001 <​ 0.001 <​ 0.001

Interaction <​ 0.001 <​ 0.001 <​ 0.001

Transition

AD status <​ 0.001 0.055 <​ 0.001

Time <​ 0.001 <​ 0.001 <​ 0.001

Interaction <​ 0.001 <​ 0.001 <​ 0.001

AD: Alzheimer’s disease.
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Figure 6. t-SNE projection of NC and AD samples by participant ID, illustrating feature-level clustering by group. t-SNE: t-Distributed
stochastic neighbour embedding; NC: normal control; AD: Alzheimer’s disease.

Bio-MEEG was developed to address several limitations commonly observed in the EEG-based

authentication literature, including limited cross-dataset evaluation, variation in EEG acquisition

configurations, and the relatively infrequent consideration of algorithmic fairness. The proposed framework

combines EEG microstate analysis with the EchoMC stacking ensemble, comprising MHA, 1D-CNN, and

ESN base learners and a RF meta-classifier. Evaluation was conducted on 203 participants, including both

cognitively NC individuals and individuals with AD, drawn from four datasets acquired using 19-, 64-, and

128-channel EEG systems.

Among the meta-models examined, RF was the only approach that consistently satisfied the predefined

ΔECE fairness criterion across all eight demographic subgroup comparisons while maintaining competitive

classification performance. In addition, the statistical analyses indicate that the extracted microstate features

contain subject-discriminative information and exhibit a degree of within-subject consistency across

recording sessions, supporting their suitability for biometric modelling.

The inclusion of participants with AD extends evaluation beyond the populations typically considered in

EEG-based authentication studies. Given the challenges that cognitive impairment may pose for

conventional credential-based authentication, this population represents a potentially relevant application

context. The present results suggest that microstate-based EEG biometrics warrant further investigation in

this setting; however, the findings should be interpreted within the constraints of the current experimental

design. Practical deployment would require validation on portable and dry-electrode EEG systems, as well as

assessment under real-world operating conditions involving users with AD.
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