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Abstract

Aim: Edge computing has become one of the most essential approaches for processing user-side data in the future,
thanks to the portability of storage and computing devices. 5G and beyond defined edge computing has become one
of the most urgently required technologies. However, there are still several issues that must be resolved. Edge com-
puting's present storage structure is incapable of adapting to new and flexible application scenarios. Simultaneously,
data stored on edge devices are more vulnerable to attacks, and the integrity of the data needs to be protected.

Method: For 5G and beyond defined edge computing, a novel auditing scheme based on multi-level storage is pro-
posed in this paper. To reduce the response time of data queries, we first present a storage system with neighborhood
servers. Then, a scheme for third-party-assisted auditing is described. Users can audit their data using self-defined
file names.

Results: The scheme is secure and efficient, according to the security analysis and performance simulation. Our
scheme cost less computation overhead than the compared related work.

Conclusion: The result shows that the novel proposal is efficient for the application in 5G and beyond defined edge
computing.
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© The Author(s) 2022. Open Access This article is licensed under a Creative Commons Attribution 4.0

£ International License (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, shar-
ing, adaptation, distribution and reproduction in any medium or format, for any purpose, even commercially, as long as you
give appropriate credit to the original author(s) and the source, provide a link to the Creative Commons license, and indicate
if changes were made.

m https://oaepublish.com/index.php/jsss



https://creativecommons.org/licenses/by/4.0/
https://oaepublish.com/index.php/jsss

Page 2 of 11 Wang et al. J Surveill Secur Saf 2022;3:16-26 | http://dx.doi.org/10.20517/jsss.2021.18

1. INTRODUCTION

With the portability of storage devices and computing devices, edge computing has become one of the im-
portant methods for processing user-side data in the future. The advancement of communication technology
encourages the improvement of outsourced storage services. For people to establish smart cities and develop
distant synchronization activities, 5G and beyond defined edge computing has become one of the most ur-
gently required technologies. The growth of the Internet of Things (IoT) is inextricably linked to the rise of
edge computing. Edge computing allows computation to take place at the networK’s edge, representing both
downstream and upstream data from cloud services and IoT devices, respectively. The main idea behind edge
computing is to allow computation to take place close to the data source!'l. Edge computing will play an
increasingly important part in the ongoing iteration of future generations of network technology. In a car net-
work, for example, vehicle equipment communicates with roadside nodes. These roadside nodes can become
edge nodes, with computing and storage capabilities to enable real-time data exchange with the vehicle. In sim-
ilar scenarios, edge computing can not only significantly reduce the system’s reaction time but also improve
the data storage format.

However, edge computing is confronted with a number of security issues since it is a kind of distributed storage.
Due to the lack of external monitoring, data stored at edge nodes may be more easily accessed by attackers.
Edge storage space is restricted, and therefore only a portion of the urgently needed data may be saved. As
a result, user data may be incomplete in these storage. In response to these issues, academics have begun to
investigate data integrity verification schemes that are suited for edge computing (3.

The motivation of our work: Edge computing must alter in order to adapt to the new environment, as research
and development of 5G and next-generation communication technologies have progressed significantly. Asa
result, 5G and beyond defined edge computing demands a huge amount of attention. Despite the efforts of
many researchers to reduce communication overhead and improve data security in edge computing, there are
still several challenges that need to be addressed immediately. The current storage structure for edge computing
cannot adapt to new and flexible application scenarios. At the same time, the data stored in edge nodes are
frequently incomplete, necessitating the collaboration of a new server storage and transmission system as well
as a new audit scheme to ensure its integrity.

Our contributions: The main contributions of this paper are listed as follows:

o A multi-level storage system model is proposed for 5G and beyond defined edge computing. In view
of the immediacy of 5G and beyond networks, this paper presents a multi-level storage edge computing
system to adapt to changing application circumstances. Cloud servers, edge servers, and neighborhood
servers are all part of the system. It is worth noting that, in this proposal, any mobile device with storage
and processing functions can be used as these small neighborhood servers. The user’s frequently used data
are saved in the closest severs to them, and the user’s data request is handled with a quick response.

o The integrity audit of the sampling of data based on self-defined file names is realized. A file data auditing
scheme is presented based on self-defined file names to adapt to decentralized file storage. This scheme
allows users to sample and audit their data stored on the server. To accomplish this, the user merely needs
to encrypt the file name that needs to be audited and transmit it to the third-party administrator (TPA).
TPA completes the integrity verification of user data without revealing any user’s personal information.

1.1 Organization

The rest of this paper is laid out as follows. Section 2 gives the related work of auditing and edge computing
technologies. Section 3 introduces some of the paper’s preliminaries, such as bilinear pairing and ID-based
signature. Section 4 shows the system model and the security model of this paper. Section 5 presents the main
idea of this paper. Section 6 presents the security analysis and performance simulation. Finally, in Section 7,
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the conclusions are drawn.

2. RELATED WORK

The power of cloud computing received a lot of attention before edge computing received much publicity.
Cloud storage data integrity has also received much interest. Public auditing was proposed by Ateniese et
al.™. Tn 2017, Shen et al. proposed a public cloud data auditing scheme with dynamic structure®),

Edge computing was first proposed in 2012 by Bonomi et al.[°!, and it is believed that this technology will be
very suitable for the development of the Internet of Things. Mobile edge computing is considered as one of the
key emerging technologies for 5G networks(”). The development of 5G and beyond defined edge computing
requires rapid developing technologies. The data integrity verification of edge computing is deemed highly
crucial to effectively serve data outsourcing consumers using edge computing.

At present, a lot of work has been done in this field to promote the further popularization and use of edge
computing technology. Alwarafy et al.!*! surveyed the security and privacy issues of Internet of Things-based
edge computing. They considered auditing as one of the important issues for the development of edge com-
puting. ZSS signature scheme was introduced to provide public auditing for edge computing by Wang et al.[*).
Tong et al’s!?) new proposal can achieve data integrity verification on a single edge or multiple edges. A secu-
rity framework for big data analysis based on edge computing was proposed by Garg et al. '), A lightweight
sampling-based probabilistic scheme for app developers was proposed by Li et al.['') to audit the integrity of
data stored on a wide scale of edge servers. The novel proposal of Li et al.*) has the capability of inspecting
the integrity of data on the edge severs and locating corrupted data.

3. PRELIMINARIES

Some required preliminaries used in this paper, such as bilinear pairing and ID-based signature, are listed in
this section.

3.1. Bilinear Pairing
G) and G, are considered as two groups with prime order ¢, where G, is an additive group and G, is a multi-
plicative group. A cryptographic bilinear map is a mapping e on (Gy, G,): G% — @Gy that satisfies the charac-

teristics listed below 12!,

Bilinearity. e (aP,bQ) = e (P, Q)"b forall P,Q € Giand a,b € Z;.The following is a description of how this
could be expressed. For P,Q,R € Gy, e(P+Q,R) = e(P,R)e(Q,R) and e(P — Q,R) = e(P,R)e(Q,R)~".

Non-degeneracy. Let P be a generator of G. e(P, P) is a generator of G,. To put it another way, e(P, P) # 1.

Computability. e is efficiently computable.

3.2. ID-based Signature
The first scheme of ID-based signature from pairings (IDS) was presented by Hess!**!. IDS is made up of four
algorithms: Setup, Extract, Sign, and Verify.

Setup: The trust authority generates a public key using a random number as a secret key.

Extract: The trust authority runs this algorithm when a signer requests the secret key that corresponds to their
identity. The trust authority then provides the signer with the identity’s secret key.
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Figure 1. The construction of the proposed multi-level storage system.

Sign: The signer is in charge of this algorithm. The signer encrypts the message using their identity’s secret
key.

Verity: The receiver verifies the received signed message and outputs the result of whether the signature is
valid or not.

4. SYSTEM AND SECURITY MODELS

4.1. System Model

The proposed scheme’s system model is introduced in this section. The construction of a multi-level storage
system for 5G and beyond defined edge computing is shown in Figure 1. The demand for edge computing
has resulted in a wide range of storage options. The multi-level storage presented in this study attempts to
reduce the time it takes for users to access data and to ensure that damaged data may be recovered. There are
three main levels of servers for data storage and processing, as indicated in Figure 1: cloud server (CS), edge
servers (ESs), and neighborhood servers (NSs). A user’s complete data are stored in CS. The cloud server can
also be distributed in a real-world network system. We utilize a CS to represent the role of a cloud formed
by all cloud servers for ease of description. Multiple ESs are subordinated by CS. These ESs keep track of a
user’s incomplete data in different geographic locations and application contexts. All user data are separated
and stored in each ES, ensuring that the CS and ES can complement each other in the event that data in one
are damaged. NSs also refer to small servers that are placed near users. These servers often retain data that
are frequently accessed by users. To fulfill the actual application requirements of 5G and beyond defined edge
computing, this system enables users to acquire data access and processing services faster.

4.2. Security Model

The proposed scheme’s security model is provided here. Designing a security model fit for the environment
of 5G and beyond defined edge computing, based on the system model given in detail above, is critical to the
scheme’s design and security evaluation. ~Servers (including CS, ESs, and NSs), third-party administrators
(TPAs), and users are the three most essential roles in this system. The following is a collection of the three
roles’ detailed security definitions.

o Severs: All servers are considered to be likely to tamper with data or lose some of the data due to poor
management. The server provides users with data outsourcing services to ensure the integrity of the data.
However, due to external factors, such as natural disasters and human-caused damage, or internal factors,
such as malicious cloud server deliberate destruction, user data may be missing. In addition, malicious
servers may tamper with user data, thereby causing the destruction of users’ personal information.

o Third party administrator (TPA): TPA refers to the administrator who is responsible for helping users
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Figure 2. The overview of the proposed scheme.

generate data tags and verify data integrity in the system. TPA is believed to be able to faithfully perform
the data integrity verification operation procedures set by the system. However, TPA may be curious about
the content of the data and try to obtain user privacy information by obtaining the original data.

o Users: Users refer to users who use edge computing services in this system. The attacker may reach the
user’s data by pretending to be a legitimate user. A forged user needs to be identified to ensure the security
of user data.

5. METHODS

In this section, the main idea of this novel scheme is presented.

5.1. Overview of the Proposal

This subsection provides an overview of the proposed multi-level storage-based auditing scheme, which is
shown in Figure 2. The user and the servers perform data interaction, and the servers interact at different
levels based on the data requested by the user. When a user needs to access data, for example, he or she
typically sends a data request instruction to his or her nearest neighborhood server (NS). The NS validates
whether the data required by the user has a complete backup on this server after getting the instruction. If
a relevant sequence is not kept on this server, it will seek it out from a peer or superior server. The user has
the option of requesting an audit of the data gathered. A third-party administrator (TPA) contributes to the
data audit. The user provides the TPA with the file name of the data to be audited as well as other required
parameters. Based on these file names, TPA generates an audit challenge and sends it to the server. The server
generates and returns a data integrity proof according to the challenge to the TPA. The TPA checks the proof
and informs the user of the outcome. It is worth mentioning that servers at all levels give proof of data integrity
verification as a whole in this scheme.

5.2. The detailed scheme

The proposed scheme is described in detail in this subsection. The proposed scheme’s file name upload and
auditing processes are depicted in Figure 3. The technique is divided into two parts: the file name upload phase
and the auditing phase.

5.2.1 File name upload phase

This phase primarily discusses how the user assigns file names to all data file blocks and creates signature tags
for each file name. The encrypted file name, together with the accompanying tag, will be provided to the TPA.
This data are saved in the TPA. It is worth mentioning that, when a user uploads data files to the server, the
same encrypted file names are attached to them.

First, with prime order ¢, an additive group G; and a multiplicative group G, are chosen. On (G, G,) , there
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is a bilinear map e: G% — Gy. As the master key, a random number a € Z, is chosen, and Py, is set
to P,up = aP. The following five hash functions are used: Hy, H»: {0,1} — Gy, H;: G; — Gy, and Ha:
Gy — {0,1}". (G1,Gy, e, P, Ppup, Hi, H>, H3, Hy, len) are the system parameters. A user with identity UID
calculates its private key S = «H»(UID).

The user wishes to upload a number of files, which are denoted as data in a set {m; };,ey with N blocks of data
in the set. Random values x, y are chosen from Z,, and X = xP and Y = yP are calculated for each file m;.
The user sets a file name f; for each block of data m;. The file name is encrypted as F; = yHy (f;). Then, the
corresponding tag o7 of the file name is calculated as follows.

o= L (Hy (F) +5).
X

where S is the private key calculated by the user’s UID.

Parameters that need to be sent to the TPA are listed in a message fname = (X, {0y}, {F;},Y,IDS (X|| Xien Fi)).
The message fname is sent to TPA and TPA verify the signature /DS (X|| X;ey F7). Then, the important mes-
sage will be stored in the memory of the TPA.

5.2.2 Data integrity auditing phase

When the user wants to audit the integrity of some of the upload data, he or she needs to pick out the files
and the encrypted files’ names are denoted as {F;} jep (let us consider the number of the selected files as Q).
This set of encrypted file names for data auditing is sent to the TPA. The TPA chooses different random values
v;. The pairs are denoted as {pj} jeo — {(Fj, vj)} jeo- A random value g is chosen by TPA from Z,, and
¢ = BP is calculated with 3. Then, the following value is calculated for each v;:

K; = e(v;Ha (UID) , Py’

where UID is the identity of the user who requests the auditing and P, is the one of the public parameter of
the user. All these K are multiplied together as K = [] ;¢ K;. Then, chal = (¢, K, {p;}) is sent as a challenge
to the server.

The server looks for the relevant original data file after receiving the challenge. The server will request data
from other servers if the desired data are not accessible locally. The three values V, M, and L are calculated
as: V=Y eoVj» M = Y comj,and L = 3 ;o m;H; (F;), respectively. The proof of the integrity auditing is
computed as follows:

proof = Hj (e(L, <p)VKM) .

The proof is sent to TPA. TPA verifies the proo f by the following equation.

proag s ([],g lyoi).

If the equation holds, the integrity of the data is considered to be proven. Otherwise, the system needs to check
out whether the data on the servers has been changed.

6. RESULTS

The performance of the proposed scheme is provided in this section, including the security analysis and per-
formance simulation.
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Figure 3. The file name upload and auditing processes of the proposed scheme.

6.1. Security analysis
In this section, we first analysis the correctness of the proposal. Then, according to our security model, the

security of the scheme can be analyzed in three aspects: security against a malicious sever, security against an
honest but curious TPA, and security against a forged user.

6.1.1 Correctness
The correctness of the scheme can be shown by the following equation.

Hs (e(L, )" K™ )

)ZjeQ vj

= e(ZjEQ m;H, (Fj). ¢ [Tjeo K; Z’EQ'"’)

)ZJEQ J

= Hs e(zjeQmJ'Hl (Fy). BP [eoe (u,Hz(UID),aP)ﬁZfeQ’"f)

= Hs ([1jeq € (vjm; ( j)»BP) Ijeq € (UjmjaHz(UlD)»BP))
= Hs (Ijeg ¢ (v (1 (F)) + aH>(UID)) , P |

= s (g e (v % (F)) +5).5X)

= H; (HIEQe( ))

Obviously, the proof can be accepted if the equation stands.

6.1.2 Security against a malicious sever

A malicious server may attempt to modify or delete user data on the server. In this scheme, if the sever
cannot provide complete data block m;, the values M = ¥ ;co m; and L = 3 ;co m;H (F;) cannot be correctly
calculated. Without correct M and L, the server cannot provide a correct proof to the TPA. Obviously, once a

user requests an audit on the data, the server cannot provide the correct audit result even if the data have been
tampered with.
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Figure 4. The time cost for user to generate tags.

6.1.3 Security against an honest but curious TPA

An honest but curious TPA can perform the operations prescribed by the system and complete the auditing
process, but such a TPA may be interested in the audited data content or user-defined file names. In this
paper, the TPA only receives some encrypted file names F; = yHy (f;). Thus, the TPA cannot know the names
defined by the user. Besides, the TPA uses the tag o; of the data m; and verifies the proo f from the sever
without knowing the context of m;.

6.1.4 Security against a forged user

An attacker may want to obtain data by forging a legitimate user. However, in this scheme, a forged user cannot
obtain any data except the result that the user’s data are complete. Obtaining data requires IDS authentication.
The attacker does not have the user’s private key, so they cannot perform the corresponding authentication.

6.2. Simulation

Suppose that i is the number of uploaded files and j is the number of selected files. The user needs to perform
2+2i multiplication operations and 2/ hash to point function operations. The TPA needs to perform j+1 mul-
tiplication operations, one hash to point function, j pairing operations, and j exponentiation operations for
challenge generation. The TPA also needs to perform j+1 multiplication operations and j pairing operations
for proof verification. The server needs to perform j multiplication operations, j hash to point function, one
pairing operation, and two exponentiation operations for a proof generation.

The simulation of the proposed auditing scheme was implemented with the GNU Multiple Precision Arith-
metic (GMP) library and Pairing-Based Cryptography (PBC) library, using C language on a Raspberry Pi B
with Ubuntu 18.04 TLS, 3.2GHz Intel(R) Core(TM) i5-6400, 8G of RAM.

Figures 4 and 5 show the result of the simulation. In Figure 4, the user will spend more time and overhead on
the generation of file name tags as the number of data blocks increases, that is, as the value of N grows larger.
These operations, however, can be conducted offline; therefore, the audit process is unaffected. In Figure 5,
the computation cost of TPA and server will steadily increase as the number of files that need to be audited
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Figure 6. The computation cost compared with related work.
grows, i.e., as the Q value grows. The server must obviously take longer to generate a proof. However, since

the TPA and server’s computational power is unrestricted, the cost of the two terminals can be ignored and
the time for verification is acceptable. In conclusion, the scheme proposed in this paper is efficient.

To show the efficiency of our proposed protocol, simulations of our protocol and the related work by Hahn !4
were implemented. As shown in Figure 6, the users in our protocol require less computation cost.
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7. DISCUSSION

In this paper, a novel auditing scheme based on multi-level storage is proposed for 5G and beyond defined
edge computing. We first propose a storage system with neighborhood servers to improve the response speed
of data requests. Then, a third-party-assisted auditing scheme is presented. The novel scheme allows users to
audit their data according to self-defined file names. The security analysis and performance simulation show
that the scheme is secure and efficient.
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