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Abstract
In this paper, we critically discourse on the current Fast IDentity Online specification, its underlying security layer and
the resultingmisconceptions or evenweaknesses. We juxtapose the presented view against some of the fundamental
and long-standing public key infrastructure problems such as the initial enrolment of identities and their keys (e.g.,
X.509v3 certificates). We then observe a novel approach of zero-knowledge initial enrolment of resource-constrained
Internet of Things devices and investigate how its idea of symbiotic security, i.e., a consistent and consolidated coop-
erative design which involves all architectural building blocks such as software, hardware, networks, and processes,
can contribute to the new Fast IDentity Online Internet of Things specification in the making. Finally, we suggest
by way of an outlook or future work how this already modular security-by-design mindset can be further enhanced
through a dynamic management system to keep cryptographic keys in volatile memory only. The idea is also based
on a symbiotic connection between hardware and software to create a number of added benefits from the security
perspective.

Keywords: FIDO IoT, secure IoT, symbiotic key management system, symbiotic security, initial enrolment, secure
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1. INTRODUCTION
The generation of solid passwords has long been known to be a non-trivial issue, especially if the process in-
volves human interaction. Users tend to have their own perception of good passwords, and even if influenced
accordingly or presented with better password generation schemes such as those based on one-time passwords
or tokens[1], they still find ways to misuse them for the sake of comfort and simplicity. To overcome those
limitations or impose better control structures, certain technical implementations have been suggested. These
implementations use software and probabilistic methods to ascertain a high-quality level of the resulting pass-
words[2]. Even with the most recent regulatory recommendations in mind such as those published by the
German Federal Office for Information Security [Bundesamt für Sicherheit in der Informationstechnik (BSI)]
on the handling of passwords securely[3], which now even allow for partial password documentation (provided
a minimum of complexity or length respectively), device-assisted two-factor authentication is still the general
direction to go.

At this point, we found ourselves at a crossroads: either we accept users as agents selecting passwords, which
is obviously error-prone and still requires considerable education and discipline, or we start using password
management tools to outsource the tedious but critical task to machines. The resulting choice in favour of the
latter seems intuitively correct given the fact that the technical approach not only solves the problem of weak
passwords but also anticipates a number of subsequent issues such as password reuse or revocation of login cre-
dentials. The price for this evolution is a higher complexity entailed by the use of sophisticated cryptographic
protocols that, in turn, also require a distributed or centralised infrastructure[1]. However, the design rationale
behind any such security scheme may also be somewhat misguided, as we see in the subsequent discussion
of a popular standard in the next sections of this paper. Then again, a combination of security specifications
that, on the one hand, target machine-to-machine communication, which is essential to the Internet of Things
(IoT), and on the other hand, strive to elevate security of the human factor, is to our knowledge, still quite
unusual, if not to say exotic in the field. Intuitively, machine-centric security protocols look to leverage certain
very specific traits to reduce very specific intrinsic weaknesses. Human-oriented designs do the same with
respect to users and the tools they may be using in a particular setting. Consequently, a tandem approach
between two such schemes should create a symbiotic relationship, as it was originally proposed in Bartsch and
Huebner’s work[4], such that positive features can be established across the board to utilise each and every
aspect of the collective strength of both machines and humans. This (which we call Symbiotic Security) is the
approach that we depict here by means of a paradigm shift.

To pave the way towards better control of password complexity, the Fast IDentity Online (FIDO) alliance was
born in 2012 to encourage and carry out standardisation of strong authentication schemes that, as per the
reasoning above, would also leverage hardware elements such as embedded Secure Elements, smart cards, or
USB security tokens, alongside strong public key cryptography through its asymmetric nature. This enables
registration of user public keys instead of dealing with inferior symmetric passwords. On top of that, once a
solid device-centric authentication scheme is established, additional functionality becomes available such as
two-factor authentication or Single Sign-On (SSO).

1.1. Contributions
Given that FIDO leverages public key cryptography with everything it entails (including the fundamental is-
sues we explain in this article), just several years back, FIDO consequently announced two new standards and
certification initiatives: the Identity Verification and Binding Working Group (IDWG) and the IoT Techni-
cal Working Group (IoT TWG). The motivation for this step is to achieve high assurance in remote identity
verification for interactive user account recovery and non-interactive IoT device authentication. Specifically,
for IoT, secure and automated onboarding and application binding are the new focal points to defeat the lack
of global IoT security standards and default concepts that make use of pre-defined password credentials or
other secrets (which is incidentally a fundamental issue in FIDO at the same time, too, as we outline later).
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port the symbiotic progression to the point where cryptographic keys both for FIDO and ZKIE are managed
in a secure hardware enclosure following the operational principle of Hardware Security Modules (HSMs).
However, the symbiotic difference of SKMS in contrast to regular HSMs is the strong bond between software
and hardware to make the hardware-generated and protected secrets dynamic and recoverable/changeable in
case of a successful attack. The use of hardware-assisted Restricted Operating Environments (ROE) with se-
curity resistance against physical attacks is also recommended by the FIDO Alliance for better protection and
certification levels[6].

In this work, we provide the following key contributions:

• Security review and analysis of the present FIDO security posture
• Outline how the static management of cryptographic keys in FIDO can be made dynamic and flexible by

dovetailing into the design methodology of symbiotic security, which is based on a beneficial combination
of all architectural components, e.g., hardware, software, and human operators

• Discuss how FIDO can reinforce IoT security, vice versa, or both
• Present a reference implementation and a working prototype of the FIDO-assisted off-the-shelf IoT device

onboarding (“clean slate”), including the secure over-the-air firmware update
• Derive near-production level concepts for a tight integration of FIDO and symbiotic security into IoT de-

vices to form unique embedded identities which can also work across multiple trust domains
• Indicate further enhancements alongside the general idea of symbiotic security by way of future research

in the respective fields [e.g., Physical Unclonable Functions (PUFs), non-invasive metadata analysis of en-
crypted IoT communication flows, or anomaly-based network intrusion detection]

2. BACKGROUND: INFERENCES AND MOTIVATIONS
In this section, we provide a general overview of the FIDO specification, explaining the relevant inner mechan-
ics, which we subsequently analyse from the architectural security perspective whilst comparing our findings
to related work in the field. At first, we revisit the original ZKIE to facilitate the reader’s understanding of how
these two schemes can be connected in a symbiotic fashion and the reasons behind them.

2.1. ZKIE design motivation for dynamic key management
ZKIE was initially developed with the key observation in mind that strong mutual authentication as a funda-
mental building block of every solid security scheme requires a common trust anchor for all parties engaged in
secure or encrypted communication. More often than not, this role is traditionally played by a Certificate Au-
thority (CA) as part of the general public key infrastructure (PKI) approach. Perhaps the single biggest caveat
is the question of how CAs can establish the requester’s real identity prior to issuing a trusted digital identity
or mostly an X.509v3 certificate - a step commonly known as theinitialenrolment. With human applicants
or requesters, CAs usually mandate the prerequisite step be handled by their Registration Authorities (RA)
such that an official ID (e.g., passport) must be presented to be admitted to the workflow. In the IoT realm,
however, identity owners and, therefore, the ultimate requesters are, per definition, technical or machine users
(i.e., devices), for which the RA requirement is all the more difficult to fulfil - unless they carry pre-embedded
and pre-trusted digital identities reliant on likewise pre-fabricated secrets to form what is known as the Root
of Trust (RoT). The idea to overcome this classical barrier, which is both static and admittedly not entirely
trustworthy (because the generation of said secrets occurs in an uncontrolled environment from the device
owner’s vantage point), was the main driver behind Bartsch und Huebner’s original ZKIE[4]proposal.

As its name would suggest, an alternative scheme would use the power of Zero-Knowledge (ZK) Proof of
Possession of a secret to form a dynamic and transparent successor to RoT. Also, while the initial version
was based on a long-known and well-tested member of the Password Authenticated Key Exchange (PAKE)
family of ZK protocols (i.e., SRP or Secure Remote Password protocol), more recent implementations may
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agent.

1. A new RK pair is generated in the device upon an RP request.
2. The RK pk is signed by the device, together with other attributes (originating from the request and from

the preceding branding process).
3. The IoT cloud / server application validates the signature and registers the fresh RK pk.
4. The PKI receives the signed data with the RK pk and other (possibly digitally signed) claims from the IoT

application in question, such as a trusted installer (acting as an RA agent).
5. After successful verification of the request by the RA, the AssCa issues a public key certificate corresponding

to the supplied assertion key (RK).
6. The issued public key certificate is returned to the IoT application, which proceeds to register it.
Basically, this approach adds an additional purpose to the existing FIDO key hierarchy, as displayed in the
UML Activity Diagram notation inFigure 4.

1. At first, authenticators must embed an AK, which they then use to sign new RKs for every RP. This is
FIDO’s root of trust, which, in our case, is a unique, device-specific key to be authenticated through ZKIE
and signed by AttCA.

2. Every RP registers a new RK generated by the authenticator in question, which has been signed by the
AK. RK’s private part is then used in every authentication session with the corresponding RP to sign the
assertion of said session.

3. New: the signed RK now becomes a fully-fledged IoT certificate required by today’s major IoT platforms
such as Azure IoT and AWS IoT.

The AK pk and the associated device certificate originating from the branding process enable RP and the PKI
to verify the authenticity and integrity of the freshly generated RK, thus ensuring its binding to the same IoT
device and validating a transaction (authentication or payload signature) performed by the IoT device during
operation at RP’s behest. Suitable secure processor technologies (e.g., ARM Trust Zone or the SKMS scheme
briefly introduced in the next section) will be considered to enforce the secure device boot cycle. It is also
worth mentioning that in contrast to ordinary FIDO patterns, an embedded identity, besides authenticating
an IoT device, can also be used for cryptographic data binding that is generated by such a device (by means of
payload signing), which enables appropriate payload protection as a novel technology based on this specific
scheme. Being persistent artefacts, payload signatures may also be validated by an arbitrator or a judge in case
of a dispute on the grounds of the corresponding device certificate that is tracked by the issuing CA.

Overall, the idea is to leverage FIDO to add a dedicated level of assurance to the initial device setup, which
happens to be an omnipresent human intervention factor in the world of IoT (trusted or untrusted installer).
Therefore, the UML Use Case diagram [Figure 5] summarises (including the workflow depicted inFigure 4)
how FIDO can be used to facilitate both trusted and untrusted installations.

4. IMPLICATIONS OF PROPOSED CONCEPT IMPLEMENTATION
Thus far, we have provided a description of the requirements of ZKIE for FIDO in terms of infrastructural and
higher-level information flow requirements. In this section, we outline valuable items for discussion into the
broader requirements of the proposed scheme with regard to lateral infrastructural concepts. Based on our
previous work[5], we firmly believe those could be used to enable a practical implementation of our scheme.
For this, we discuss the needs for benefits of and potential integration of both hardware roots-of-trust and
Artificial Intelligence (AI)-assisted techniques to supplement the key issues that would be faced by our scheme,
namely in strong hardware identity and device self-recovery with ZK in mind.

In a way and alignment with the symbiotic security design rationale, the research topics presented in the
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