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Abstract

This paper addresses the issue of state estimation for a kind of complex network (CN) with distributed delays and
random interference through output measurements. In the data transmission, the deception attacks are taken into
account by resorting to a sequence of Bernoulli random variables with a given probability. Considering the complex-
ity of the network, the fact that only partial output measurements are available in practical environments presents a
new challenge. Therefore, the partial-nodes-based (PNB) state estimation problem is proposed. For the sake of data
collision avoidance and energy saving, a general event-triggered scheme is adopted in the design of the estimator.
A novel estimator is constructed to consider both cyber attacks and resource limitations, filling the gap in previous
results on PNB state estimation. By using the Lyapunov method and several stochastic analysis techniques, a few
sufficient conditions are derived to guarantee the desired security and convergency performance for the overall esti-
mation error. The estimator gains are obtained by solving a set of matrix inequalities with nonlinear constraints. At
last, two examples and simulations are presented to further show the efficiency of the proposed method.

Keywords: Complex networks (CNs), deception attacks, partial-nodes-based (PNB) estimation, event-triggered scheme,
finite-distributed delays
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1. INTRODUCTION

Over the past few decades, complex networks (CNs) have gained significant research interest due to their
diverse applications in natural and artificial systems, including but not limited to sensor networks, biological
networks, and social networks, among others!'~¢/. Generally speaking, a CN is composed of numerous nodes
that can be described as various types of topologies. In CNs, each individual node exhibits intricate and diverse
dynamical behavior [*], which results in plenty of dynamics, including synchronization, chaos, and so on.
Furthermore, it is widely acknowledged that time delays are an inevitable factor in data transmission. This can
lead to a decline in performance and introduce additional challenges during analysis. So far, a great deal of
research effort has been devoted to dynamic analysis and control for CNs with delays>-'¢].

In practical engineering, state information plays a key role in the analysis and design of CNs. However, the
full state information is usually unavailable because of the large size of CNs, complex coupling relation, and
inaccuracy of models. To cope with this issue, one possible solution is to estimate the state by using some
available measurement outputs'7-23, For example, in!'”), a finite-time H., state estimation problem has been
investigated for genetic regulatory networks under stochastic communication protocols. Inl1®1%), the state
estimation problems have been examined for different classes of CNs subject to both discrete and distributed
time delays. For the state estimation of CNs, it should be noted that the majority of the existing literature has

assumed the outputs of all nodes are accessible >4/

. However, when a CN possesses a huge number of nodes,
it might be unreasonable (even impossible) to get all outputs. Additionally, the sensor failure can also result in
some output not being obtained. Taking these problems into consideration, a partial-node-based (PNB) state
estimation, which implements the state estimation only via partial measurements of CNs, has attracted more

and more research attention 257291

In the networked communication environment, the components are usually interconnected through a shared
communication network. On the one hand, during information transmission, opponents or attackers may
capture and manipulate interchanged information between components, which causes degraded network per-
formance or even destabilization of the system >, A lot of research works have been done to focus on cyber
attacks!>'=*°l. For instance, the state estimation issue has been investigated for large-scale systems subjected
to deception attacks in[?*l. In[3¥l, H,, state estimation problems have been studied for memristive neural
networks with randomly occurring denial-of-service (DoS) attacks. On the other hand, because of limited
communication resources, it is crucial to reduce the burden of communication resources and alleviate data
congestion in data transmission. Recently, the event-triggered mechanism (ETM) has been extensively used
for saving communication resources while maintaining the desired performance!*°*?/. Compared with the
traditional periodic triggered mechanism, the most distinguishing feature of ETMs is to transmit information
only when certain triggered conditions are met, which allows a considerable reduction of the network resource
occupancy. However, from the perspective of security levels against cyber attacks, the event-triggered PNB
state estimation for CNs has rarely been investigated, which is the main motivation of this paper [+>-#¢,

To sum up the above discussions, this paper aims to investigate the event-triggered PNB state estimation prob-
lem for CNs under deception attacks. There are two significant contributions of the current research: (1) By
employing partial output measurements, an event-triggered state estimator is designed for CNs subjected to
deception attacks; (2) With the aid of stochastic analysis techniques and the Lyapunov method, the gain matri-
ces and the event-triggered parameters are co-designed (by resorting to solutions of matrices inequalities) to
ensure the desired secure performance of closed-loop systems under the deception attacks and the aperiodic
data updating. The rest of this paper is presented as follows. Section 2 gives the problem formulation. In
Section 3, an event-triggered PNB state estimation scheme is put forward for CNs against deception attacks.
Two numerical simulation examples are presented in Section 4 to further demonstrate the effectiveness of the
proposed method. Finally, several conclusions are derived in Section 5.
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Notation: N° denotes the set of nonnegative integers. R” and R represent the n-dimensional Euclidean
space and the set of all n x m real matrices, respectively. I denotes the identity matrix of compatible dimension.
|I-]| denotes the Euclidean norm. E{x} is the expectation of the stochastic variable x. diag{---} describes a
block-diagonal matrix. An(- ) (Amax (- - - )) means the smallest (largest) eigenvalue. A > 0 means that A is
positive definite. The symbol “®” stands for the Kronecker product.

2. MODEL DESCRIPTION

Consider a class of discrete-time CNs with N coupled nodes as follows:

(k) N
xi(k + 1) = A (k) + f (i) + Agi ) g (xi(k = 5)) + > wiyTx; (k) + Byvi (k)
s=1 j=1
yi(k) = Cixi(k) + D;vi(k) (1)

Zi(k) = Eixi(k),i = 1,2, - ,N
xi(r) = ¢i(r),¥r € [-7y, 0]

where x;(k) € R" represents the state of the ith node, y;(k) € R™ (I < m < n) denotes the measurement
output, and z;(k) € R? is the controlled output. The nonlinear vector-valued functions f(-) and g(-) are con-
tinuous and satisfy the conditions f(0) = 0, g(0) = 0, as well as

[f(x) = F(3) = Ui(x =" X [f(x) = f(3) = Ua(x = y)] <0 (2)

lg(x) =gl < lle(x =y, Vx,yeR" (3)

where Uy, Uy, and ¢ = diag {¢1, ¢2, ..., s} > 0 are known constant real matrices with appropriate dimen-
sions. The inner-coupling matrix I' = diag {t1,12,...,t,} > 0 denotes the linking of the state variable for

Jjth (j = 1,2,...,n) node if t; # 0. v;(k) € R is a Gaussian white noise sequence with E{v;(k)} = 0 and
E{vl.z(k)} < &2, & > 0. Here, A;, Ay, B;, C;, D;, and E; are parameter matrices with appropriate dimensions,
¢i(r) (Vr € [-1p,0],i = 1,2,..., N) are the initial conditions. The symmetric matrix W = [w;;| € RV is
for the outer-coupling configuration of the CNs with w;; > 0 (i # j) but not all zero and satisfies Zﬁ'v=1 wij =
27:1 wj = 0fori = 1,2,...,N. The distributed delay 7 (k) satisfies 7,, < 7(k) < 7y, where 7,, > 0 and
Ty > 0 are known integers.

Actually, the issue of data safety usually arises in networked environments since the data may be subject to
malicious cyber attacks during the transmission. In this paper, we assume that the measurement from the
output sensors is affected by deception attacks as follows:

yi(k) = yi(k) + 9(k)o(k), 1<i<l (4)

where o(k) = —y;(k) + £(k) stands for the deceptive attack signal injected by the hostile attacker. y;(k) € R”
denotes the measurement signal received by neighboring nodes, £(k) € R is deception data and satisfies

€O < &1 (5)

in which &) is a given positive scalar for describing the intensity of deception attacks. #(k) is a Bernoulli
stochastic variable sequence, satisfying

Prob{9(k)=0}=1-19, Prob{dk)=1}=73

with 9 € [0, 1).
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Remark 1: From (4), it is noticeably known that #(k) = 1 represents deception attacks occur; the real data
yi(k) is replaced by false signal £ (k) from deception attacks. When (k) = 0, the real measurement signal will
be available.

For the purpose of saving limited communication resources, an ETM is introduced during the data transmis-
sion. For clarity, the triggering instant sequence for node i is denoted by 0 = kf, < --- < ki, < ..., which is
determined as follows

Kty = min{k € N[k > kj,, m;(ui(k),6:) > 0} (6)

in which the event generator function x; (-, -) is constructed to be

mi(ui(k), 6;) = pf (k)i (k) = 8;y] (k)yi(k) (7)

with w;(k) = y;(k) — y,-(ki,) and §; > 0. Here, y,-(k;,) is the final measurement of node i received by the
estimator at the latest instant.

Remark 2: From the perspective of reducing the data transmission rate, it has been proven that the event-
triggered scheme is an effective implementation approach under which the data transmission is permitted only
ifa prescribed condition is met. For clarity, let k!, be the latest triggering instant. For k = k!, the event does not
occur dueto (y; (k) =yi(k},))" (vi(k)=yi(k},)) = 0. When (y; (k) =y:(k},))" (vi (k) =i (k},)) =6:(v] (k)y:(k))) <
0 for some k), < k < k* but (y; (k) = yi(k}))" (yi(k) = yi(k%)) = 6;(y] (k)yi(k))) > 0 at k*, the event occurs at
time k*. Thus, the output data received by estimators maintains y;(k},) from kj, to k* — 1 and then is updated
to y;(k*). In other words, the signals are only updated at some necessary instants. As such, the event-triggered
scheme shows a significant advantage via reducing unnecessary information exchange between the sensors
and estimators.

Within the event-triggered PNB scheme, the state estimator is constructed as follows:

7(k) N
Ri(k +1) = Aigi(k) + £ (£(k) + Agi ) 8 (il = 9)) + D wi T (k)
s=1 Jj=1
+K; (Yi(kj;) - Ci-xAi(k)) , i=1,2,...,1
(k) N (8)
Re(k+1) = Aki(k) + [ (&i(k) + A D g (Rilk = 9)) + > wiyT%; (k),
s=1 Jj=1
i=lp+1,lp+2,...,N
Zi(k) = Ei%i(k)
where £;(k) denotes the estimated state of x;(k), and K; € R™™ (i = 1,...,lp) are the gain matrices to be

designed.

We denote by e¢;(k) = x;(k) — %:(k) and Z;(k) = z;(k) — Z;(k) the state and output error, respectively. For
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convenience of later analysis, let

g=(97 o7 o 90 (T =x(k)v(k), e (k). 2(K))

T _
R=|R] RI o R[] (R=u(.y(k), C=[C 0]
Re(k) = [FToai (k) - Fawk)]', K=[K" o', D=[D 0
R(e(k) = [T (er(k)) -~ F(en(k)] (R=F,G;r=f.g)
N =diag {81, 82,....Nv} (R= A AL BE), Si=[1 T - I,

Q=diag{611,6:1,...,6,,1}, U =diag{U0,,U,..., U} (U=K,C,D)
flei(k) = fxi(h) = f(Ri(k),  glei(k)) = g(xi(k)) = g(%i (k).

The error system is obtained as follows:

7(k)
e(k +1) =Ae(k) + F(e(k)) + Aq ) G (e(k = 5))

s=1
+W®Te(k)+Bv(k) —KCe(k) — (1 —3)KDv(k)
+ (9(k) = HKDv(k) + (9(k) — ) KCx(k) + 3K Cx (k)
— (9(k) = 9)KS1£(k) = DKS1£(k) + Ku(k),
Z(k) =Ee(k).

(9)

By defining n(k) = [x" (k) e"(k)]" and R(y(k)) = [RT(x(k)) RT(e(k))]" (R = F,G), we derive the
following augmented system:

where

7(k)
n(k +1) =An(k) + (9 (k) = )Cn(k) + F(n(k)) + Aqg Z G(n(k - s))

s=1
+(B = (1 =-9)D)v(k) + (3(k) —9)Dv(k) — IS:£(k) (10)
— (9(k) = 9)S1£(k) + Spfi(k)
(k) =En(k)

[ A+WeT 0

| GRC  A+WeT-RC |’

Ay =diag{As, A}, E=[0 E |, 8= B B"],
[0 0 0 0

c=| ke o 2= p 5| a5, |

[0 0

2% 0 &

},é=[c‘ 0, i@ky=[0 ulk)]".

Remark 3: 1t is obviously noted that the estimation error system (9) is a subsystem of the augmented system
(10). That is to say, the evolution of errors can be derived by analyzing the dynamic of the augmented system

(10).

The definition and lemmas presented in this context play a crucial role in the stability analysis of the augmented
system (10) and the design of an appropriate estimator.
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Definition 1036 For given constants &, €1, &2, and &3, the augmented system (10) is said to be (&, &1, &2, £3)-
secureiffori = 1,2,...,N,E{0?(k)} < &% ||£(k)|| < 1, and the nitial condition sup E{||¢:(r)]I*} <
0

r=—tp,~Tm+1,...,—1,

&5 imply that E{[|Z(k)[I*} < &3, k > 7y + L.

Remark 4: The parameter ¢ plays a crucial role in determining the overall disturbance bound. Specifically, £,
is employed for the level of deception attack, while &, shows the impact of the initial error states. Lastly, £3
stands for the required performance of security.

Lemma 1!*7]: For a matrix Q > 0, integers/y andl» (I = 1 > 0)andx(1) e R"fori =i—lp,i—lh+1,...,i—1,
the following inequality is valid:

il il T i1y
— (=11 +1) Z X7 (k)0x (k) < —( Z x(k)) Q( Z x(k)). (11)

k=i—1 k=i—1 k=i-I

Lemma 213%!: For constants M > 0,b > 0 (b < M — 1), ascalar a > 1, and vectors x(¢) ({ = =b, ..., M - 2),

we have
M-1 k-1

b _ -1 M-1
B {OP) < S (Z E{lv()I°} +2a a"E{ux(k)nz})

k=0 {=k-b l=—b k=0

3. ANALYSIS AND RESULTS

In this section, by resorting to the stochastic analysis techniques, we shall provide the analysis result to guar-
antee that the augmented system (10) is (&, &1, &2, £3)-secure. For ease of subsequent analysis, we denote

[ @ © _
Q=] M T PolpgeP, =1 N&k+ e
| Op21 Oz
Mon A0 U,) 0 i - -
Ooi1 = | (I U)) 31 0 , O=4/0(1-7)
i 0 0 00 — A4l
[0 A5y 1CTQD  Asy»CTQS, 0
On=1| 0 0 0 01, u3=9% y;=(1-9)>*
| 0 0 0 0
[ 0 0 0
O = Asy1DTQC 0 0 0 - U, + Ut U, o - ur+ut
P AsyesT@C 0 o |0 TP 2 T T
» 0 0 0
[ 1
-Lo o 0 0
O = 0 ~1 1+ A5y DTQD Asy» DT QS| 0
e B AsunSTQD o0 + A5y3STQS, 0
0 0 0 —As]
_ 2 T ST 5 | ©1r B2
o1 ==P-13(I@Us) + A4(I® (¢" @) + A5y 1C"QC, O = 0 O
(tv =) (T + T — 1) 0 -98; 0
= 2 — = ~
0=2ty -1y + 2 ., O 0 —3S; 0
A T 0 Ay B-(1-HD 0 0 I
O =| . O = _ ; = (& - 3.
11 ic 0.0 0 ] 122 [ 3D 0 S, Uo = ( )


http://dx.doi.org/10.20517/ces.2023.16

Zhou et al. Complex Eng Syst 2023;3:14 | http://dx.doi.org/10.20517/ces.2023.16 Page 7 of 20

For the (&, €1, &2, £3)-security of the dynamic system (10), we have the following results.

Theorem 1: Let positive constants &, €1, €2, €3 and matrices K; (i = 1,2,...,ly) be known. The dynamic
system (10) is (&, €1, €2, €3)-secure provided that there exist positive definite matrices P, Q and positive scalars
Ai (i=1,---,5) satisfying

©=0)+0]PO; <0 (12)
= _ 12
Amax(ET EYmax{@(b), bo} < &3
in which
B} @ (bo) - boy?
bo) = by= ———
W( O) Amin(P) ' 0 (bO - l)linin(P) ' (13)
the constant by > 1 is determined as
- b()/lmin(—G) + (b() - 1)/lmax(P) + 2b0(b8M - 1)
X ﬂmax(Q)(TM + (TM - Tm) X (TM - 1))/lmax(1 ® (‘pT‘p))
=0 (14)

and @ (by) is given as follows:

@ (by) = 2N8§(TM/lmax(Q)(TM + (v — ) (T = 1)) X Apax (I ® (SDTQD))(bSM - +1y
X max{/lmax(P)a /lmax(Q)(TM + (TM - Tm) X (TM - 1))/lmax(1 ® (‘pT‘p))})-

Proof: We choose the Lyapunov-Krasovskii functional V(n(k)) = ?:1 V,(n(k)) with

(k) k-1

Vitn(k) =n" (k) Pn(k),  Van(k) = > > GT(n(i))QG (n(0))

j=1 i=k—j

Vsn(k) = >, D, D, G )06 ().

™™ v-1 k-1
v=Tp+1 j=1

i=k—j

Here, Vi (n(k)) is chosen for the energy of the error system, V2(n(k)) and Va(n(k)) are adopted to deal with
the evolution of state with distributed delays. By considering the difference of V(7(k)) with the system (10),
and combing with the mathematical expectation, one has

E{AV (n(k))} = E{Vi((k + 1)) = Vi (n(k))}
=E{n"(k+1)Pn(k+1) —n" (k)Pn(k)}
=E{7" (k)®] PO7i(k) —n" (k)Pn(k)} (15)

where

(k) T

T
7(k) = n"(k)  F'(n(k)) G (n(k)) ZG(n(k—s))) vy €k At (16)
s=1
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For the differences of V»(17(k)) and V3(n(k)), we get

E{AV2(n(k))} = E{Va(n(k + 1)) = Va(n(k))}

T7(k+1) k (k) k-1
=E{ DD Gt m@eGm@) - > 6T )G (n()

j=1 i=k+1-j j=1 i=k—j

7(k) k
Y GT(n(i))(Q—Q)G(n(i))}

j=1 i=k+1-j

T(k+1) k-1 7(k+1)
=E{ Y Gminecm)+ Y. GTnk)QGHK)

J=1 i=k+1-j j=1

7(k) k-1 7(k) k
-2 2 G m@eGmE) + Y. Y GT(n(i))QG(n(i))}
j=1i=k-j j=1i=k+1-j

™ k-1
SE{ Z Z G (n(1))0G (n(i)) + G (n(k)QG (n(k))

J=tm+1li=k+1-j

™ 7(k)
+ > G (n(k)QG (n(k)) - Z} G (n(k = 1)QG (n(k - j))}
=

J=Tm

™ k-1
SE{ DD ACIONIGCIO)

J=tmt] i=k+1—j

(k)
+21 = 1) G (k)G (n(K)) =~ G" (k= )QG ((k - j))} (17)

J=1

and

E{AV3(n(k))} = E{Va(n(k + 1)) = Va(n(k))}

™ v-1 k
=E{ 2. 2, 2 GTa)eGm)

v=Tp+1 j=1 i=k+1-j

™ v=1 k=1
- GT(n(i))QG(n(i))}

v=Tp+1 j=1 i=k—j

< E{ O =5 2 T 2 1 67 (k) 06 (9 ()
™ k-1
- > > GT(n(i))QG(n(i))}- (18)
J=Tm+1 i=k+1-j
Furthermore, it can be inferred from Lemma 1 that
(k) 1 (k) (k)
= 2. G k= Gk = j)) < =——{ > Gtk =) | €| Y, Glak=j) . (19)
J=1 j=1 j=1

Combining with E{v?(k)} < &% and (5), it is observed v (k)v(k) < N&? and £ (k)é(k) < £1. By following
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from (2) and (3), one has

_[ T[zwz 1@(_02)” (k) ]

b [ F(n(k)) } * I F(n(k)) <0, (20)
_| nk) T[ -1 (¢"¢) 0 ] [ n(k) ]

o [ G(n(k)) ] * 1] oy | =% (21)

Combining (15)-(19), we have

E{AV(n(k))} < E{ﬁ%)@lﬁ@lﬁ(/«) — 0" (k)Pn(k) + (2t — ) GT (n(k)) QG (n(k))

(TM - Tm)(Tm +Ty — 1)
2

(k) r
D Gk —j))) 0
Jj=1

1
™ —

G (n(k))QG(n(k))

(k)
> Gk —j)))}. (22)
j=1

Bearing in mind (20) and (21), it stems from (22) that

E{AV(n(k))} < E{ﬁ%)@lﬁ@lﬁ(/«) — 0" (k)Pn(k) + (2tm = ) GT (n(k)) QG (n(k))

(TM - Tm)(Tm +Ty — 1)
2

(k) r
D Gk —j))) 0
Jj=1

G"(n(k)QG (n(k))
(k)
D Gk —j)))
Jj=1

=4 (v (kv (k) = Ne?) = da(¢7 (R k) = ) = Ay

1
™ —

— Ao = As (" (Op(h) - yT(k)szy(k>)}

S E{ﬁT<k>®ﬁ(k> * yz}. (23)
Recalling (12) gives

BAAV1()} < ~Ain (O)E{lIn ()P} +57. (29)

In addition, taking (21) into consideration, we have

V(’](k)) S/1ma)c(P)IE'{|In(k)”z} +/lmax(Q)(TM + (TM - Tm)(TM - 1))
k-1

X Anax (19 (¢T0)) x Y E{lnG)IP2}. (29)

l':k*TM

It is readily derived from (24) and (25) that for a real number b > 1
E{p*'V(n(k + 1))} —E{b"V(n(k)}

< alDBE{InK)IP} + 51y + e(b) x

i=

k-1
b*B{lIn (I} (26)
k_

™
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where

€1(D) = =bApin(=0) + (b = 1) Aax (P),
e(b) = (b = DAnax(Q) (tar + (tar = Tt (Tar = 1)) X A (I @ (97 0)).

For any integer No > 7y + 1, (26), together with Lemma 2, we get

BNV (Vo)) | - BV (n(0))}

bOM — 1)y Twer(b)(b™ ~ 1) -

< T A _T;usgsola{nn(z)n}
No—1

+eb) Y b B{IInIP| (27)
k=0

where €(b) = €/ (b) + w'

Noting that (1) = =2, (—©®) < 0 and blim €(b) = +oo, there is a scalar by > 1 such that e(bg) = 0. For such

a scalar by > 1, it is concluded

No _ 2 ™ _
bo(by" = 1)y*  Tme(bo)(by" — 1) sup E{Iln(i)llz}-

No
B {5V (1 (No) | ~ B {V(n(0))) < = T

Since sup B{|In(0)IP} < 2Ne3 B {byoV(r(No))} = din (P)5) B{IIn(No)I12}, and

—Tp <i<0
B{V((0)} < tymax{ s (P, Ana (Q) (rar + (= ) (74s = 1)

X Anax (1@ (6" )| % sup {2},

-1 <i<0

it is observed that
B{lIZN)IP} < Ao (BT EYE{IIn(No)I ]
< Anar(ETE) (b;NO(za(bo) ~bo) + 130)
< Apax(E"EYmax{@(bo), bo}. (28)

By following from (12), we get E{||Z(No)||*} < sg , indicating that the dynamic system (10) is (g, €1, €2,
&3)-secure. Therefore, the proof is considered finished.

For analysis simplification, we denote

Ay P O PA; 0 —DL, O
Ao 9Ly 0 0 0 0 9L, O
0 00 0 Ass O 0
0 00 0 dJLs 0O Ls

Al =PA+L;, As=PB-(1-9)L,4
A =diag{A+WRT, A+WeTl}

0 0 0
Ll_[ﬁ)‘(c‘ _xc]’ LZ‘[XSI]

0 0 0 0 0
L: - = L: R L: _ .
’ [XC 0}’ N [XD]’ > [0 X}
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In what follows, a method is proposed for designing the gain matrix of an estimator for the augmented system

(10).

Theorem 2: Let positive constants €, €1, €2, and &3 be given. The system (10) is (&, &1, &2, £3)-secure if there
are positive definite matrices Q, Py = diag{Pi1, P12, ..., Pin}, P> = diag{P2i, P2, ..., Pyy}, matrix X =
diag{X|, X, ...,X,}), and positive scalars Ay, A3, 43, A4, 45, k satistying:

Oy * * *
H= AP N <0
0 0 -kl * (29)

0 0 0 —«I
/lnzax(ETE)max{ﬁ(bO)7 EO} < 8%

where P = diag{P;,P>}, X = [X” 0]7, and the solution for the constant by > 1 in (29) is obtained as
follows:

- bO/lmin(_E) + (bO - ])/lmax(P) + 2bO(bSM - 1)
X Amax(Q) (tar + (T = ) X (tag = 1)) Apax (I ® (‘PTQD))
=0 (30)

In addition, the matrices K; (i = 1,2, ..., 1y) can be designed as

K; = P3}'X.. (31)

Proof: Recalling (12) and denoting ®, = P@y, it follows from the Schur Complement Lemma that

@0 *
[ 0, _p ] <0 (32)

where @135 = PB — (1 - $)PD and

PA P 0 PA; 0 —9PS; O
6, 9PC 0 0 O 0 -9PS; 0
0 0 0 0 O 0 0
0 0 0 0 dJPD 0 PS,

By applying the Schur Complement Lemma, (32) is valid only if the subsequent inequality is satisfied:

(CH) * * *
(:)1 —P & *
0.
0 0 —«xI = < (23)
0 0 0 -kl

It is worth noting that X = P,K. In other words, (33) is implied by (29). The rest part of the proof follows
immediately from Theorem 2.

The model establishment and consensus analysis are finally completed with the help of (29) (an important
property of the Laplacian matrix). The gain matrices are designed by resorting to the feasible solutions of
(30), which obviously depends on the Laplacian matrix. Both of them show the influence of the network
communication topology.
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Remark 5: Theorem 2 proposes an easy-to-check approach for designing the PNB- and-ETM-based state es-
timator, which enables the error system to achieve the desired convergence and security performance even
in the presence of random deception attacks. The gain matrix for the estimator is determined by considering
feasible solutions to the inequalities (29) and (30). These solutions are heavily influenced by various factors,
including network parameters, external disturbances, inherent nonlinearities, the coupling Laplacian matrix,
delay bounds, the intensity and frequency of deception attacks, and the event-triggering threshold.

Remark 6: Theorem 2 proposes an effective method to design state estimators for CNs by using the output
of partial nodes. It differs significantly from the state estimators proposed in[1>1:1317) Compared with the
results of PNB state estimation for CNs in!?7-2°], our result stands out by considering both deception attacks
and event-triggering mechanisms simultaneously. This notable feature makes Theorem 2 more practical and
feasible for network environments that are constrained by limited resources and susceptible to network attacks.

4. EXAMPLES AND SIMULATIONS

In this section, two examples are presented to demonstrate the validity of our method.

Example 1
Consider a CN with N =5, [y = 3, and the relevant parameters are given as follows:

[ 0.003 —0.004 —0.003 | ol 0o

A =Ay=| 0002 0004 -0.001 |,D;= [ 0o ],Dzz [ o1 ]
| 0.001 0.002 -0.002 |

[ 0.001 —0.002 —0.001 | 0o 0.001

As=A4=| 0001 -0.002 -0.001 |,D;= [ 0o ],Bl =B, = 0.002
| 0.001 0.002 -0.001 | 0.002

-0.001 -0.001 -0.002 0.002 0.001

As=] 0.001 0.002 -0.002 |,Bs=] 0.001 |,B3=B4=| 0.002

-0.001  0.002 -0.002 0.001 0.001
0.001 0.001 0.004 0.002 0.002 0.001
Agn=Ap =1 0.001 -0.001 0.001 |,As;=Am=| 0.002 -0.003 0.001
0.002 0.004 0.001 0.001  0.004 0.003

0.001  0.002 0.003
Ags =1 0.001 -0.001 0.002 |,E3=[0.1 02 0.1 |,Es=[0.1 02 0.1 |
0.001  0.002 0.003

2 0 O
30 24

Tw=2,Ty =5 06=6,=03=3,E;=[ 01 02 02],Es=[-02 -02 0.2 |

-0.006 0.001  0.002  0.001  0.002
0.001  —0.007 0.002 0.002  0.002
E>=[02 01 03],W=]| 0002 0.002 -0005 0 0.001
0.001  0.002 0  —0.005 0.002
0.002  0.002 0.001  0.002 —0.007

Ci=C=C3= [ ],F=0.551, 9=04,=04,e=02,6=03, =11


http://dx.doi.org/10.20517/ces.2023.16

Zhou et al. Complex Eng Syst 2023;3:14 | http://dx.doi.org/10.20517/ces.2023.16 Page 13 of 20

Table 1. Triggering frequencies and estimation errors with different threshold parameters

Values of s; Triggering of Node1  Triggering of Node2  Triggering of Node3  Total Error

81 =0=63=08 83% 83% 83% 0.0122
651=6,=03=3 20% 13.3% 23.3% 0.0416
81 =86,=8=06 13.3% 10% 10% 0.0609

Here, we choose f(-) and g(-) to be

fi(xi(k))
f(xi(k)) = | sin(=0.1x;2(k))
sin(=0.2x;3(k))

f1(xi(k)) = =0.1x;1 (k)+0.1(|x;1 (k) + 2] = [x;1 (k) = 2]) +0.1x;2(k)

and

—0.2cos(x;1(k))
g(xi(k)) = | 0.2cos(xi2(k))
0.1cos(x;3(k))

It is not difficult to verify that conditions (2) and (3) can be met with

0.1 0.1 0 -0.1 0.1 O 01 0 O
ur=| 0 =02 O LUy = 0 0 O0f,e=] 0 02 O
0 0 =02 0 0 0 0 0 0.1

According to (29) and using the Matlab software (with the YALMIP toolbox), we obtain the gain matrices for
the estimator as follows

0.0000 -0.0001 0.0000 —0.0001 0.0000 —0.0000
K; =1 0.0006 0.0274 |,K,=| 0.0006 0.0273 |,K3=/{ 0.0006 0.0274
0.0000 -0.0000 0.0000 —-0.0000 0.0000  0.0000
Let initial values be ¢;(r) = [0.1 0.1 0.1]7 (Vr € [=5, 0],i = 1, ..., 5). The simulation results are

illustrated in Figures 1-4. To be more specific, the values of (k) are recorded in Figure 1, in which 9 (k) = 1
stands for the occurrence of the deception attacks while ¥(k) = 0 shows the deception attacks do not occur.
Figure 2 shows the triggering time sequences on the first three nodes with the thresholds §; (i = 1,2, 3) being
taken as 3. Figure 3 displays the evolution of the estimation error outputs Z;(k). For the estimation error,

Figure 4 shows the evolution of the mean square E{||Z(k)||*} and the root mean square 4 /Z?Zl eiz(k) with the

upper bound 2, which implies the convergency and security performance are met.
pp 3 p gency A Y

In order to explain the relationship between the number of event triggerings and the estimation accuracy,
we provide the following Table 1 to record the triggering frequency and the estimation error. It is readily
observed that the larger number of triggerings usually indicates better estimation accuracy. Generally speak-
ing, the threshold parameters ¢; can be delicately tuned to achieve a trade-oft between the desired estimation
performance and the energy-saving target.
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TF * %% %% *%  F**% ** * ok * 1

k)

0% * L ¥ kR Rk kR Kk Kok

=

_1 1 1 1 1 1
0 5 10 15 20 25 30
Time(k)

Figure 1. Occurrence of the deception attacks.

Example 2
Consider a CN with 5-node discrete-time Chua’s circuits borrowed from [29] and let Iy = 3. The relevant
parameters are given as follows:

03 02 0 04 02 O
Al=A=]01 02 02 |,A3=A4=As5=| 025 045 0.2
0 -34 04 0 =02 05

[ —0.7 0.15 02 0.15 02
0.15 -0.6 0.15 02 0.1
w=| 02 015 =05 0 0.15 |,Bi=A4z=0(=1,2,...,5)
015 02 0 -05 0.15
02 01 015 0.15 —-0.6

[ —O.ZX,'l + O.3(|x,-1 + 2| - |)C,'1 — 2|) 0

f(xi(k)) = 0 .8(xi(k)) = 0
0 0.5sin(0.2x;1 (k))
C1=C2=C3=[(1) (1) 8},FZI,TmZZ,TMZ&D,‘:O(i:],2,3)

and other parameters are set as the same as in Example 1.

Without any difficulties, we derive that conditions (2) and (3) are satisfied with

-0.8 0 O -02 0 O 00 O
U, = 0 0 0], U= 0 0 O0],e=|10 0 O
0 00 0O 00 0 0 0.1
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4 T T T
*  The triggering instant of node 1
35t O The triggering instant of node 2 | |
The triggering instant of node 3
3 - -
w251 i
=
< 2r0 C O .
o
T
=151 b
1r#* * * * * * &
051 b
Q—S B8 —8% L& @S0 SR O TR E R R EHERED
0 5 10 15 20 25 30
Time(k)
Figure 2. Triggering instants for the first three nodes.
. 0.05 . . .
< of
183
_0.05 1 L L 1 1
0 5 10 15 20 25 30
=y 01 T T T T T
= 0N
1
_0.1 1 L L 1 1
0 5 10 15 20 25 30
0.05 . . .
S o
1wy
_005 1 L L 1 1
0 5 10 15 20 25 30
.. 0.02 . . .
P:\i 1=
e 0
-0.02 ; ' :
0 5 10 15 20 25 30
0.05 . . .
£ 0P
18y
_0.05 1 L L 1 1
0 5 10 15 20 25 30
Time(k)
Figure 3. Output estimation errors of five nodes.
By using the Matlab toolbox, the estimator gain matrices are derived as follows
—0.0003 0.0005 0.0006  —0.0004 0.0006  —0.0001
K1 =] -0.0094 0.0008 |,K,=| —-0.0024 0.0013 |,K3=| -0.0008 0.0019
0.0330  0.0027 0.0035 0.0024 -0.0076  0.0050

For the aim of simulation, we choose initial states to be ¢;(r) = [0.1 0.1 0.1]7 forr € [-3, 0], i =

Page 15 of 20
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0.008 .
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= 0.006 g
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-0.004 b
S
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o
(4]
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(4]
N
o

25 30
Time(k)

0.05 B

o ‘ ‘ ‘ ‘ ‘
0 5 10 15 Time(k) 20 25 30

Figure 4. The norm square and root mean square of the estimated error.

4 . . T
* The triggering instant of node 1
35F ©  The triggering instant of node 2 | |
© The triggering instant of node 3
3 E: g |
g 25t .
!
g
4 2r0 0 2 (] Q0 0 0 O A
g
T
S 156 b
1} * ® 0 #% * ¥ k* x*k ¥ 1
0.5 b
0 B H BB GBI ® ; S 2
0 5 10 15 20 25 30
Time(k)
Figure 5. Triggering instants for the first three nodes.
1, ..., 5. Without loss of generality, let the occurrence of deception attacks be the same as in Example 1. In

Figure 5, the instants for event triggering are illustrated by taking the thresholds §; = 3 (i = 1,2, 3). It is readily
seen that the updating frequency of sensors is reduced dramatically. The evolution of the estimation error out-
put Z; (k) is given in Figure 6, from which we see estimation errors tend to zero with small oscillations. Figure

7 shows that the mean square E{||Z(k)||>} and the root mean square ,/Zle eiz(k) approach zero ultimately;
that is, the performance of secure estimation is realized.
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. 005 T
= o}
1y
_005 L L L L 1
0 5 10 15 20 25 30
S 01 T T T T T
L
_01 L L L L 1
0 5 10 15 20 25 30
S 005 T T T T T
o
_005 L L L L 1
0 5 10 15 20 25 30
. 0A T
£ 0k~ —
~
_01 Il L Il L 1
0 5 10 15 20 25 30
. 0.05 \ ‘ ‘ T
1y
_005 L L L L 1
0 5 10 15 20 25 30
Time(k)
Figure 6. Output estimation errors of five nodes.
0.015
- o001 .
=
Iy
2 0.005 | .
0 Il Il - — Il
0 5 10 15 20 25 30
Time(k)
0.3

Figure 7. The norm square and the root mean square of the estimated error.

5. CONCLUSIONS

The event-triggered PNB state estimation problem has been studied in this paper for a class of discrete-time
CNs under deception attacks. A novel state estimator has been designed based on the measurement outputs
from the fraction of nodes. A general event-triggering scheme has also been taken into account in the design
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of the estimator such that the communication resources are saved dramatically. Sufficient conditions have been
established (in the form of matrix inequalities) to ensure the existence of the desired state estimator. Finally,
a numerical example and simulations are presented to further demonstrate the effectiveness of the proposed
method. Several future research topics include the state estimation of complex systems subjected to complexity
attacks or communication protocols.
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