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Abstract

Critical infrastructures (Cls) are an essential enabler of a nation’s well-being and span a multitude of sectors. It is
critical to ensure their resilience and protection against security threats, straight from the design phase. Nowadays,
Cls take the form of complex socio-technical systems, which rely heavily on digital technology and off-the-shelf com-
ponents, introducing challenges due to non-composability of security properties. A comprehensive approach for their
protection integrates physical security, cybersecurity, risk management, and collaboration with the stakeholders, as
they play a key role in identifying and managing vulnerabilities and in the impact evaluation of potential security
breaches. Other key requirements in the context of Cls are interoperability, automation and governance, which are
often neglected in the process of crafting security policies, as this takes as input the system as-is and disregards ar-
chitectural design considerations. In this paper, we propose a methodology that takes care of the inter-dependencies
between security goals in a given Cl and the relevant countermeasures for its subsystems. Our approach considers
the relationships between the Cl subsystems, focusing on organizational security objectives and the requisite coun-
termeasures to achieve these objectives. The methodology is supported by a context-independent Reference Model
for Information Assurance and Security, which can be applied across diverse critical sectors. To complement the
methodology, we propose a formal language that enables the verification of the fulfillment of the security goals in a
specific solution architecture. The aim is to enable and support Cl security, promoting resilience and adaptability in
the face of evolving threats. Leveraging the formal language, the proposed methodology can be integrated into an
open-source automated tool-chain for the validation of composite systems. Through these contributions, we effec-
tively address the unique security challenges inherent in Cl, facilitating automation and interoperability to enhance
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security and governance in these crucial domains.
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INTRODUCTION

Critical infrastructures (CIs) comprise the assets, systems, facilities, networks, and other elements upon which
society relies to maintain national security, economic vitality, and public health and safety!"?!. They encom-
pass vital sectors, including energy, transportation, healthcare, water supply, and telecommunications. Cls
should be designed with security and resilience in mind since safeguarding these critical systems against diverse
security threats and vulnerabilities is of paramount importance, as their disruption could have far-reaching
consequences for the well-being of citizens. Hence, CI security may be defined as the set of processes to re-
duce the risk that CI is disrupted by intrusions, attacks, or the effects of natural or man-made disasters. This
entails the protection of CI through physical means or defensive cyber-related measures[*!. Resilience of a
CI, on the other hand, is its ability to adapt to changing conditions. This means being able to withstand and
recover rapidly from disruptions, deliberate attacks, accidents, or naturally occurring threats or incidents. A
resilient infrastructure must also be robust, agile, and adaptable.

Strengthening the security and resilience of Cls is a shared responsibility between stakeholders, that is the CI
owners and operators, and the various government entities and non-government organizations. Governments
worldwide have established regulations and standards to enforce the security of CIs, especially regarding infor-
mation technology (IT), demanding compliance through regular audits and reporting. Protecting CI usually
entails the presence of backup systems and well-thought-out contingency plans to ensure the uninterrupted
operation of Cls even in the face of disruptions or disasters. Cls, such as energy, transportation, and healthcare,
involve a convergence of various technologies, processes, and human factors. Due to the complex and intercon-
nected nature of these systems, when addressing the problem of their cybersecurity and resilience, it is crucial
to adopt an interdisciplinary approach, bringing together experts from diverse fields such as cybersecurity,
safety engineering, system architecture, human factors, and policy-making to collaboratively analyze, design,
and implement robust security and safety measures. This holistic perspective helps in identifying potential
vulnerabilities, understanding the interdependencies between different components, and developing compre-
hensive solutions that account for technical, human, and organizational aspects. The integration of expertise
from multiple disciplines enhances the resilience of Cls against evolving threats and ensures a more effective
and adaptive response to challenges. Central to this endeavor is a proactive (and cyclic) process for assessing
and managing security measures to detect and address the existing vulnerabilities and devise security policies
to counter possible threats. However, the modern landscape poses distinctive challenges with consequences
that are not easily predictable, requiring frequent changes in security policies and protocols. In addition, CIs
are increasingly relying on digital technologies as they incorporate a multitude of off-the-shelf components
(COTS). This introduces complex issues due to non-composability of security properties, whereby the secu-
rity characteristics of individual components do not necessarily extend to the entire system. Furthermore, it
cannot be assumed that if a particular security property is observable across all networked subsystems, it holds
true for the overall infrastructure.

Many existing methodologies for information security tend to overlook the importance of architectural design,
which can leave systems exposed to vulnerabilities. Moreover, these methods can be difficult to implement
and often demand specialized security knowledge, which is frequently in limited supply. The difficulties be-
come more pronounced in socio-technical systems, where the interconnection of digital devices and people
complicates matters. This complexity underscores the idea that “the whole is different than the sum of its parts”.
To effectively deal with these security challenges, it is essential to adopt interdisciplinary approaches.
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Interoperability, automation, and governance stand as prerequisites in the security assurance realm. An ef-
fective information assurance model must encompass all these aspects, applied with practicality in mind. A
previous study proposed a methodology for automated solution architecture design, known to enhance in-
teroperability and governance!*). This paper has three primary objectives: first, to design an information
assurance model that takes care of the inter-dependencies between security goals in a given CI and the rele-
vant countermeasures for its subsystems. Second, to implement this model in a formal manner, enabling full
automation and context-independent applicability. Finally, to demonstrate the feasibility of this solution by
integrating the formalism into an open-source tool-chain, making it freely accessible for further validation and
widespread use. The aim is to enable and support CI security, promoting resilience and adaptability in the face
of evolving threats.

Our work considers eight security goals (Accountability, Auditability, Authenticity/Trustworthiness, Availabil-
ity, Confidentiality, Integrity, Non-repudiation, and Privacy), which is the widest set of security goals intro-
duced by the Reference Model for Information Assurance and Security (RMIAS). Each of these security goals
bears different importance in the context of Cls. Thus, accountability is crucial for tracking and attributing
actions or events within the system. Identifying the source of a security incident or a disruption is essential
for effective incident response and recovery in CI environments. Furthermore, the ability to trace activities
helps in understanding the impact of events and holding responsible parties accountable for any breaches or
disruptions. Furthermore, auditing helps in assessing compliance with security policies, identifying vulnerabil-
ities, and detecting any anomalies or unauthorized activities. Auditable records provide valuable insights into
the state of the infrastructure, supporting continuous improvement and risk management efforts. Establish-
ing and maintaining the authenticity and trustworthiness of users, entities, and data is vital for ensuring that
only authorized and trustworthy entities interact with the infrastructure helps prevent malicious activities and
unauthorized access. Trustworthy data is essential for making critical decisions and maintaining the integrity
of operations. Ensuring that systems, services, and data are consistently available is essential for maintaining
the continuous operation of critical services. Downtime or disruptions in availability can have severe conse-
quences on public safety, national security, and economic stability. Protecting the confidentiality of sensitive
information is another key priority, as unauthorized access to classified or proprietary information can lead
to severe consequences, including breaches of national security or compromise of critical systems. Clearly,
safeguarding confidential data is essential for maintaining the integrity of critical operations, which is, in turn,
critical in ensuring the information accuracy and reliability. Preventing unauthorized alterations or manip-
ulations of data is essential for maintaining the overall system trustworthiness. To prevent denial of actions
or transactions, non-repudiation ensures that parties cannot disown their responsibilities or activities within
the infrastructure. This is crucial for legal and regulatory compliance and for maintaining trust among stake-
holders. Finally, although CIs focus on public services and safety, privacy considerations are still important.
Ensuring that personal and sensitive information is handled in accordance with privacy regulations is essential
for maintaining public trust and complying with legal requirements.

To address the challenges outlined above, the paper is structured as follows: first, we position our work within
the state of the art, explaining the complementary and novel aspects with respect to other relevant approaches.
Then, we present some theoretical concepts needed to understand the presented work. This is followed by an
outline of the methodological considerations and the development of the methodology, which is then applied
to a real-world use case to demonstrate its practical viability and usefulness. Finally, we conclude and point
to future research directions to be pursued in the upcoming stages of development and application of our
approach.
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RELATED WORK

The emergence of new societal risks resulting from rapid advancements in information and communication
technologies and operational technologies has been the subject of broad analysis and discussions*~7). As,
according to the European Commission, each member state is required to identify the “National Critical
Areas/Sectors” and record and evaluate their systems or components!®/; many critical areas and evaluation
methodologies have emerged, tailored to each identified sector>'°). In addition to introducing a great vari-
ance in the infrastructure design, they usually depend on the knowledge and experience of dedicated security
and architecture experts and the manual inputs of numerous individuals.

The application of model-based approaches and the adoption of architectural principles to deal by design with
various concerns is emerging as a valuable proposition in the critical sectors. They are part of the so-called
Model-Based Systems Engineering (MBSE) approaches, which aim to address safety and security concerns
in multi-disciplinary systems. The Software Platform for Embedded System (SPES) framework employs
such strategies for providing guidelines in developing complex systems, emphasizing aspects such as require-
ments engineering, system architecture, and verification. Within SPES, to which our work also adheres, safety
concerns are addressed through the modeling of safety requirements, hazard analysis, and the integration of
safety-related information into the overall system model, whereas security concerns are accounted for through
the modeling of security requirements, threat analysis, and the incorporation of security mechanisms at var-
ious levels of the system architecture. Although SPES addresses safety and security throughout the system
development lifecycle, it is mainly requirement-oriented and focuses on traceability between different artifacts
to ensure that safety and security are considered across the models and documentation used during design.

Enterprise Architecture (EA) emerged as a way to provide a holistic and strategic representation (a model)
of structure, processes, information, and technology of an organization. The availability of such a conceptual
model facilitates stakeholders in increasing their domain knowledge!'!), thus enabling the business manage-
ment to make informed strategic decisions!'?/. EA frameworks, such as the Open Group Architecture Frame-
work (TOGAF)!"*), Zachman!'*), and SAIF "), have long offered means to ensure sustainability, whether it
be technological, environmental, or economic, by enabling informed design-time decision-making based on
abstract architectural elements. EA models can be used together with other modeling techniques, such as Uni-
fied Modeling Language (UML), Systems Modeling Language (SysML), or other semi-formal techniques, to
address different aspects of safety-critical systems. For instance, EA can set the strategic context, aligning busi-
ness goals with system architecture; UML and SysML can offer visual representation and modeling capabilities,
while semi-formal approaches can provide the balance between visual expressiveness and formal analysis. An
exemplary embodiment of such an approach can be found in the technique of Integrating the Healthcare Enter-
prise (IHE) (https://www.ihe.net/), which champions the coordinated use of established standards to enhance
the interoperability of healthcare information systems, enjoying international recognition ['®17],

It is important to note that the healthcare is not the sole adopter of a model-based approach that leverages
a reference EA. Fields such as Smart Grid and Industry 4.0 employ architectural frameworks grounded on
a specific Reference Architectural model based on EA principles, exemplified by Smart Grid Architectural
Model (SGAM)!*8) and Reference Architectural Model Industrie 4.0 (RAMI4.0)!*%), respectively. For instance,
SGAM!"#) delineates five architectural layers for Smart Grid projects, from the abstraction of field devices to
business requirements and interoperability criteria. Furthermore, the work of Gottschalk et al., which devised
a methodology in the field of Electronic Mobility, Energy distribution and Smart Cities Architecture, has laid
the basis for employing EAs in a wider range of critical sectors'*°). Building on these prior examples, our
methodology aims to create a framework for the automated definition of security countermeasures. In ad-
dition to architectural methods, network theory approaches have been proposed to assess inter-dependency
in CIs*!), mainly concerned with the understanding of the network topology, the correlations and the prop-
agation paths in case of perturbations, remaining completely detached from the management practices and
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the decision-making by experts. In addition, El-Rewini et al. and Chattopadhyay et al. have made signifi-

(2223] §ome efforts for

cant progress in categorizing security risks and creating security-by-design frameworks
devising relevant cybersecurity countermeasures, without generalizing them into a specific framework, were
also conducted by Checkoway et al. Our approach encapsulates these considerations as architectural concerns

within the broader context of cybersecurity assurance in Cls >/,

As part of the cybersecurity approaches addressing concerns in critical domains, Spoofing, Tampering, Repu-
diation, Information Disclosure, Denial of Service, and Elevation of Privilege (STRIDE) scholar (25] is a threat
modeling framework used to identify and categorize different types of security threats and vulnerabilities in
a system during the design phase. It is commonly applied to evaluate the security of software systems, par-
ticularly during the development process. Similarly, although not directly related to functional safety, Highly
Extensible and Adaptable Vehicle Environment for Novel Safety (HEAVENS) > was developed to create an
extensible and adaptable vehicle environment to enhance safety features in automobiles.

Our work goes further by accounting for the entire system lifecycle while introducing abstract countermeasure
categories that can be addressed proactively at the design stage. This not only offers a more fine-grained
blueprint for system design but also resolves the composition challenge for security properties at design time.
Notably, this is done by leveraging the modularity of the system architecture (i.e., its building blocks), i.e., taking
advantage of their ability to be reused as separate components across other architectures. In our previous work,
we provided a means to evaluate the cybersecurity of Cls by considering the existing architectural design [*].
With the approach presented here, we can also automate the evaluation process by extending the architectural
framework with proactive measures of addressing cybersecurity concerns.

The approach presented here integrates the considerations outlined above into the architectural aspects of Cls.
A crucial aspect of the formalism developed as part of our approach is that it is not confined to a single sec-
tor. It can be applied to other CIs, as exemplified by the Integrating the Energy System (IES) project>’-2°) in
the realm of Smart Grids. IES focused on sustainable smart grid projects by promoting interoperability, rely-
ing on the IHE methodology. While sharing a common foundational base, our work takes a comprehensive
perspective, supplementing the concept with a methodological approach for the automated definition of cyber-
security countermeasures. The major goal of this approach is to provide system designers and architects with a
more comprehensive perspective, offering predefined countermeasure categories and establishing connections
between these categories and security objectives.

THEORETICAL BACKGROUND

This section introduces some theoretical concepts that will be exploited in the rest of the paper. They are
divided into two types: architecture-related and construct-relevant, for the formal modeling approach.

Architectural constructs

The principles, terminology, and artifacts surrounding the use of architectural constructs employed in this work
adhere to TOGAF *°!. To define the security architecture for the CI, we utilize the Architecture Development
Method (ADM) of TOGAEF, which involves identifying stakeholders, defining security concerns, and creating
a comprehensive security architecture vision. the Security Architecture phase of TOGAF is then leveraged
to develop a detailed blueprint for securing the CI. This includes specifying security requirements, designing
security controls, and defining security patterns. Two foundational concepts underlie the TOGAF architectural
design process: the Reference Architecture and the Solution Architecture.

A Reference Architecture serves as a conceptual framework that offers guidance and options for crafting
specific system architectures and solution implementations. In this context, it encompasses the entirety of
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available architecture elements, which are instrumental in shaping a solution architecture.

A Solution Architecture, on the other hand, delves into the specifics of business operations and activities,
exploring how information systems and technology underpin and enhance them. Typically, it applies to a single
project or organization. In our context, it translates into a coherent assembly of architectural components, often
referred to as profiles, designed to address a particular business challenge.

Thus, Solution Architecture Design refers to the process of creating a comprehensive and structured solution
for a particular problem or set of requirements. It involves designing the architecture of a system or solution
that addresses specific needs and aligns with organizational goals, such as the crafting of organizational security
policies. This process spans multiple layers, including technology, data, application, and business architecture.

Formalism building constructs

As CIs may encompass a wide variety of systems, in order to ensure interoperability and standardized approach,
our work relies on the foundations established by THE !,
Technology Infrastructure Technical Framework and the related standards it incorporates and incorporate it
in the overall governance scheme provided by TOGAE

More in detail, we draw from its Information

The following definitions from the IHE framework are relevant for our approach:

An THE Actor represents a functional component within an organization. The standard-based specification
governing the interactions between IHE Actors is called an IHE Transaction. A high-level functional unit
consisting of interconnected IHE Transactions, which is designed to address specific IT infrastructure require-
ments for a particular use case, is called IHE (Integration) Profile.

A profile can incorporate functional dependencies from other profiles, as specified in grouping rules, and may
inherently possess optionality and variability. Profile variability suggests that the range of transactions directly
shapes and defines the functionality of the profile.

Grouping rules play a pivotal role in the organization of integration profiles. They are critical for the resolution
of inter-profile dependencies, simplifying the decision-making process related to solution design. These pre-
defined inter-profile dependencies aid in streamlining solution design by minimizing the decisions required
during the design phase. For instance, if a grouping rule specifies that profile A depends on profile B, this
implies that if profile A is integrated into a solution, profile B must also be included. The grouping rules are
expressed in a straightforward language.

Grouping operations are instrumental in merging various profile functionalities in alignment with grouping
rules. This process enables the creation of more complex use cases and lies at the core of solution architecture
design.

In the IHE framework, the practical design of a solution architecture involves two key steps:

o The translation of business requirements into a solution vision, which generates an initial subset of profiles
directly derived from the use cases and their requirements.

o The derivation of a comprehensive set of IT specifications, which expands upon the initial profiles by re-
solving all functional interdependencies, as outlined in the grouping rules.

Our work adopts the terms Actor, Transaction, and Profile as functional elements within the general domain
of Cls, adapting the IHE concepts to suit the specific CI context. In devising the policies to apply, we rely on
some well-established IHE profiles, such as the Audit Trail and Node Authentication (ATNA) Profile, which
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specifies the foundational elements needed by all forms of secure systems: node authentication, user authenti-
cation, event logging (audit), and telecommunications encryption. It is also used to indicate that other internal
security properties, such as access control, configuration control, and privilege restrictions, are provided. Fur-
thermore, the overall process adheres to common standards and regulatory guidelines on security, privacy
and safety, industrial systems control and automation, and software architecture description, such as ISO/IEC
27002, ISO/IEC/IEEE 42010:2022, ISA/IEC 62443, IEC 61508, NIST SP 800-53 and European Union Agency
for Cybersecurity (ENISA) recommendations and guidelines, among others. However, it is important to note
that when implementing security and safety measures in CIs, organizations need to consider a combination of
these standards based on their specific industry and operational context. Regular updates and compliance with
the latest versions of relevant standards are essential to address evolving cybersecurity and safety challenges.

The novelty of our work is that it provides a way for the former to be formalized and the latter to be entirely
amenable to automation, offering a structured and efficient approach to solution architecture design. In that
process, the approach of TOGAF is used to identify security requirements across different architectural layers,
including business, data, application, and technology layers, whereas IHE profiles are aligned with specific se-
curity requirements at each layer. In that way, we can address security goals related to confidentiality, integrity,
authentication, accountability, authorization, availability, non-repudiation, and privacy across the information
systems in the CI. As TOGAF emphasizes the importance of compliance with industry standards, IHE stan-
dards and profiles are integrated as part of the overall compliance strategy within the CI. The following sections
present the practical implementation of these concepts and principles.

METHODOLOGICAL CONSIDERATIONS

This section introduces the major methodological considerations on which our work relies and specifies both
the points of improvement and the novel elements that unite them into a single framework.

Principles of security design

At the core of the security principles guiding the design of the proposed methodology is the RMIAS *?/, which
identifies four security dimensions of an Information System: Life Cycle, Information Taxonomy (Classifica-
tion), Security Goals and Countermeasures, as illustrated in Figure 1 and sublimed in Table 1.

Unlike traditional threat-based models, which rely on statistical data about real-world threats, RMIAS follows
a goal-based approach. Instead of focusing on threats, it starts from defining a set of security objectives to
establish a robust methodology to cater for security. While threat-based models are suitable in the case of
existing systems, where a history of past threats exists, their effectiveness is limited to the past experiences of
analysts. Notably, there is a shortage of models designed to address security properties during the design phase
of systems or security solutions: our approach aims to address this gap by building upon RMIAS, extending
it with a Countermeasures category containing reactive safeguards to enhance system security. In contrast to
threat-focused models, this goal-based method offers some advantages, including the ability to communicate
security concepts effectively with stakeholders who may lack technical expertise. Their involvement not only
facilitates the clarification of business goals and of the assets to protect but also highlights the need for some
trade-offs early in the design phase. This, in turn, streamlines the definition of security policies and enhances
organizational self-awareness, a crucial ally in cybersecurity policy management. While RMIAS does not
explicitly incorporate threats, its analysis across the four dimensions yields concrete Countermeasures. These
can be as concrete and threat-oriented as the system design or the organization requires (see examples in
column 6 of Table 2). They can be interpreted as intended system behaviour and used for providing sound
security guidance for implementation.

RMIAS takes a holistic approach to information assurance, seeking a continuous improvement of security
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Figure 1. The RMIAS model, from Cherdantseva and Hilton. “A Reference Model of Information Assurance & Security”321. RMIAS:
Refer-ence Model for Information Assurance and Security.

Table 1. Info taxonomy, security goals and security countermeasures dimensions in RMIAS

Dimension Attributes Values
Information taxonomy 1. Form Paper, electronic, verbal
2. Sensitivity Top secret, secret, confidential, protect, unclassified
3. Location Controlled, partially controlled, uncontrolled
4, State Creation, transmission, storage, processing, destruction

Security goals

Security countermeasures

5. Security goal

6a. Countermeasure | type
6b. Countermeasure | description

Accountability, auditability, authenticity/trustworthiness, avail-
ability, confidentiality, integrity, non-repudiation, privacy
Organizational, uuman-oriented, technical, legal

(Free text)

Derived from UK Government classification and marking scheme, as employed in the case study presented in[321.
RMIAS: Reference Model for Information Assurance and Security.

traits throughout its Life Cycle dimension. This ensures that security is not something achieved once and for
all, but rather an ongoing process, encompassing planning, implementation, monitoring, and continuous im-
provement. This characteristic makes RMIAS suitable for CIs, where the components are added and removed
based on the specific needs, and the system varies and adapts over time.

In this paper, we extend RMIAS to specify and support the evaluation of security properties in the specific case
of CIs composed of COTS. Furthermore, we formalize this process, introducing a practical evaluation tool
that can support the integration process by assessing the composite system, to check if the intended security
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Table 2. The structuring of an Information Security Policy document using the RMIAS method (Excerpt reprinted from Cherdantseva
and Hilton [321)

ID 1. Form 2. Sensitivity 3. Location 4, State 5. Security goal 6. Security countermeasure type: description

1 Paper Secret Controlled Creation Confidentiality Organizational: apply protective marking (avoid
over or under marking)

2 Any Any Controlled Destruction Availability Organizational: no information, held on any me-
dia, can be destroyed unless it has been re-
viewed

3 Paper Confidential Partially con-  Transmission Accountability, Organizational: documents marked CONFIDEN-

trolled confidentiality TIAL may be taken home only with written

approval of a designated person. All actions
with documents marked CONFIDENTIAL to be

logged
4 Electronic  Protect Uncontrolled Storage, Confidentiality, Technical: any data marked PROTECT must be
processing integrity encrypted when taken outside the office

RMIAS: Reference Model for Information Assurance and Security.

properties were preserved or went lost.

RMIAS places a significant emphasis on the creation and enforcement of security policies and procedures to
guide and standardize security practices. These policies are instrumental in defining rules and responsibilities
for information security. However, within RMIAS, these security policies primarily fall under the Lifecycle
dimension and are not designed for modular use by other organizational processes. In contrast, a model de-
veloped by Zuccato et al.**! offers a versatile approach that supports the modular application of security safe-
guards, making it adaptable to diverse organizational requirements and threat landscapes. The core concept of
this model involves breaking down security safeguards into smaller, self-contained modules, each addressing
a specific facet of security, such as access control, data encryption, intrusion detection, or network monitor-
ing. This modular approach enables organizations to mix and match these modules to create more complex
“security requirement profiles’, tailored to their specific security needs.

Several significant parallels exist between the approach of Zuccato et al.**! and RMIAS*?/;

o Security goals in the approach of Zuccato align with RMIAS Security goals.

o Security safeguards are equivalent to RMIAS Countermeasures.

« Information classification in the approach of Zuccato is akin to RMIAS’s concept of Sensitivity within the
Information Taxonomy dimension.

However, in addition to RMIAS, the approach proposed by Zuccato et al. introduces modularity and cus-
tomization in the security design, which aligns with the realities and constraints faced by contemporary orga-
nizations'**). It strives for practical security solutions rather than aiming for an unattainable perfect security stan-
dard. The incorporation of modular security requirements provides predefined, cohesive, and expert-vetted
security mechanisms during system conception. This approach also reduces the demand for extensive security
expertise in maintaining information systems. We must also highlight that the proactive approach adopted by
Zuccato et al. leads to the adoption of the term Safeguards, instead of Countermeasures, as safeguards are wider

in their scope and proactive, while countermeasures are reactive!**l. This is also a major difference between the

RMIAS and our approach, as the dimension of Countermeasures in RMIAS mainly accounts for the reactive
elements of countering cybersecurity threats.

Introducing modularity in the security properties

The profiles employed in our work acknowledge the interdependencies and synergies between modular safe-
guards and enhance them with higher-level security mechanisms, all aimed at achieving organizational se-
curity goals. However, the model proposed by Zuccato et al.**! does not provide a comprehensive framework
for the iterative integration of these security safeguards into the life cycle of an organization, which, on the
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other hand, is well-covered by RMIAS!*?), By integrating modular security requirements into the RMIAS model,
a more adaptable and pragmatic approach to information security can be supported. Thus, merging these two

complementary approaches into a unified framework can overcome their individual limitations.

It is worthwhile noting that the process of introducing modular security properties also adheres to the pro-
cedure for ensuring the interlinkage and usability of various system abstraction levels as defined by the Sus-
tainability Performances, Evidence and Scenarios (SPES) framework, particularly within safety and security
assessment. More concretely, SPES utilizes a hierarchical modeling technique, where systems are decomposed
into subsystems and components, while each level of the hierarchy is a specific abstraction of the system. Our
approach can be incorporated within SPES to use the information of detected potential hazards, failure modes,
and safety-critical components and identify security threats, vulnerabilities, and countermeasures in order to
ensure that security considerations are embedded throughout the entire system architecture. This ensures that
models at different abstraction levels are represented in a standardized and interoperable manner, enhancing
communication and collaboration among stakeholders.

Defining countermeasure categories

One of the main ideas of the empirical approach presented in Zuccato et al. is the ex-ante definition of abstract
countermeasure categories'**). Such a task requires practical knowledge on cybersecurity and is, therefore, per-
formed by security experts. The resulting artifact is named Security Mechanism Reference Table (SMRT),
in which the categories of countermeasures are grouped by scope: System-dependent, Interdependent and
Network-dependent. System-dependent countermeasures relate to the internal behavior of the individual sys-
tems. Interdependent countermeasures, on the other hand, refer to the interactions of cross-systems. Network-
dependent countermeasures address the generic interactions between any two systems and encompass the
pervasive infrastructure of the System of systems - the data network. The procedure of devising the SMRT
and its concrete form will be explained in the next section. After defining the categories that are tailored to
the organization, the next step is establishing the dependencies between Security goals and Countermeasure
categories. This is reusable and, thus, generic information at the level of the organization that facilitates the
definition of concrete countermeasures in future projects.

In this paper, we extend the concept of dependency between Security goals and Countermeasure categories to
enable the evaluation of security countermeasures during solution architecture design.

Evaluation frame of reference

To ensure that the effectiveness of security countermeasures against the relevant security goals can be measured
in a consistent and reproducible manner, it is crucial to establish a stable reference framework. In this context,
we suggest a reference framework designed for assessing security during the design or redesign phases. To
create this reference framework, the following functionalities need to be in place:

« The security countermeasures should be described in a more functional rather than technical way, in order
to foster reuse;

o The definition of dependencies between Security goals and Countermeasure categories should be clear and
stable, allowing comparable results;

o The definition of the scope for the Countermeasure categories should be adapted to encompass the whole
system;

o The countermeasure categories should act as a proxy to evaluate if the concrete (solution-dependent) coun-
termeasures meet the intended security goals.

The methodology presented in the upcoming section facilitates the implementation of these functionalities and
the establishment and maintenance of such a reference framework as an integral part of the security policy of
a CI. The creation of this evaluation framework is described next.
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METHODOLOGY

As outlined previously, one of the primary goals of RMIAS is to provide support for crafting and refining the
Information Security Policy of an organization /. As part of the theoretical background, we elucidated the
principles that guide the shaping of such a policy. To offer a practical glimpse into the content of a security
policy, in Table 2, we present a fragment of this document. In order to construct a security policy as the one
presented in Table 2, it is necessary to begin by comprehensively understanding the CI, its components, op-
erations, dependencies, and potential vulnerabilities. This involves identifying the key assets, systems, and
processes that are critical to the functioning of the infrastructure and categorizing them according to their
Form, Sensitivity, Location and State (the first four columns of Table 2). Then, using the Security Goals di-
mension of RMIAS (column 5 in Table 2), the overarching security objectives are identified, which are to be
achieved to protect the CI.

Once the security goals are identified, a thorough risk assessment is conducted to identify potential threats,
vulnerabilities, and risks. This involves analyzing both internal and external threats and the likelihood and
impact of various security incidents. Based on the identified risks and security goals, a set of countermeasures
is defined to mitigate and manage the risks effectively. These countermeasures should address specific security
concerns and vulnerabilities identified during the risk assessment process. From an organizational perspec-
tive, the Information Taxonomy dimension of RMIAS is used to categorize the security requirements based
on the sensitivity and criticality of the information assets involved. This involves defining specific security
controls, policies, and procedures that need to be implemented to protect these assets, as represented by the
last column of Table 2. The identified countermeasures and security requirements are then incorporated into
the organizational security policy while ensuring that the security mechanisms are aligned with the security
goals and effectively address the identified risks.

In order to ensure that the security policy is effectively implemented and enforced across the CI, governance
processes and compliance measures need to be defined in a proactive framework for security and safety assur-
ance. This involves establishing roles and responsibilities, defining reporting structures, and monitoring com-
pliance with security standards and regulations. Regularly reviewing and updating the security policy is also
needed to adapt to evolving threats, technologies, and regulatory requirements in order to ensure that the CI
remains resilient and secure against emerging security challenges. However, the countermeasures dimension
of RMIAS cannot respond to these challenges, as it is based on a reactive account of the system vulnerabilities.
To enhance RMIAS with a comprehensive framework for evaluating security and the requisite methods for
conducting security assessments, we propose a systematic, actionable step-by-step process (reported in the
form of a high-level flowchart in Figure 2), which plays a pivotal role in both formulating the Security Policy
and evaluating the solution architectures.

Modeling security requirements

It is important to note that the RMIAS expansion does not merely hold profound implications for the security
of the CI but also bears significance in the broader context of organizational management. From a technical
perspective, this augmentation embodies two fundamental components. First, it involves the extension of the
existing RMIAS tuple with an additional dimension, enabling the systematic categorization of countermeasures.
Second, it facilitates the creation of a formal representation for this entire process. Henceforth, this enriched
tuple is designated as “Security requirement”. The culmination of this effort is a comprehensive set of Security
requirements, forming the bedrock of the Security Policy.

The newly introduced dimension, supplementing the existing four RMIAS dimensions, is denoted as the Coun-
termeasure category. This category, from a formal viewpoint, includes a predefined set of values. Selecting these
values is based on established dependencies within the broader spectrum of Security goals. As a result, the pro-
cess involves classifying the information to be protected based on the Information Taxonomy, identifying the
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Figure 2. Building a security policy.

subset of Security goals through rigorous risk analysis, and deriving the System-dependent, Interdependent,
and Network-dependent Countermeasures categories from a table of pre-defined dependencies. This exten-
sion further introduces an additional task: identifying suitable modular countermeasures from the SMRT for
each specific category.

Each Security requirement, for the sake of comprehensiveness, encompasses the following attributes: Form,
Sensitivity, Location, State, Security Goal, Countermeasure Category, and Countermeasure.

The concept of a Security requirement stands at the core of our work and plays a pivotal role in shaping the
definition of a Security Policy. Its presence confers several notable advantages, including:

o The capacity to classify and reuse security requirements;
o A focused reassessment of security properties during the design phase;
o The harmonization of system requirements with the intended security goals.

Moreover, this approach lends itself to formalization, thereby enabling the automated evaluation of a specified
set of quality attributes.

The next section describes how to develop the Security Policy documents, starting from the security require-
ments.

Building a security policy

The development of a Security Policy document typically requires the expertise of security professionals. In
this work, we provide empirical evidence regarding the practicality of Security Policy and its applicability in
everyday project design scenarios. Our objective is to steer away from a scenario where Security Policies
serve as neglected repositories, seldom utilized and rarely revisited, moving towards a scenario where they are
stable and equipped with systemic tools for compliance, maintenance, and evolution. Figure 2 offers a visual
representation of the Security Policy development process.
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Table 3. Target security goals vs. dependent countermeasure categories

Security goal - target Countermeasure category - dependencies

Confidentiality One of:
. Stored data confidentiality, key management
. Access control, authentication, audit trails

Step 1 revolves around the definition of Countermeasure categories, organized by scope (e.g., System-dependent,
Interdependent, and Network-dependent), and tailored to the specific context at hand. Following the approach
in[**], the outcome of this step is a SMRT specifically designed for CI applications, designed by security experts.

Step 2 is targeted at establishing the values of the Information Taxonomy (classifiers) and the Security goals
within the RMIAS. While the former can be adapted to the CI’s context, the latter typically comprises the eight
major RMIAS security goals: Accountability, Auditability, Authenticity/Trustworthiness, Availability, Confi-
dentiality, Integrity, Non-repudiation, and Privacy (see**! for detailed description and rationale).

In Step 3, the organization must determine its level of ambition, selecting which security goals it aims to
achieve based on the output from Step 2 and performing business risk analysis. Although, in principle, all
identified security goals should be pursued, this step serves as the initial point for discussions among security
experts, architects, and management, considering practical business constraints. The reason for this is that it
often appears that business constraints may (at least temporarily) dictate different ambitions for the security
requirements.

In Step 4, the experts scrutinize the security goals agreed upon in Step 3. This analysis aims to identify the
dependencies of the countermeasure categories to be included in the SMRT. The outcome, a list of dependent
countermeasure categories per target security goal (see an example in Table 3), should be a stable artifact
within the Security Policy document, constituting the first pillar of the evaluation frame of reference. These
dependencies can subsequently be formalized to enable the automated assessment of security properties.

Step 5 creates the Security Policy rule set, forming the second pillar of the evaluation frame of reference. To eval-
uate the security properties of a given solution architecture, one approach is to ascertain whether the Counter-
measure categories in the concrete security properties can address dependencies of all security goals identified
in Step 4. However, this approach focuses on one-to-one dependencies, excluding broader interdependencies.

Therefore, we introduce a set of policy rules designed to manage all artifacts simultaneously: the SMRT, the
collection of security requirements, and the dependency table. These rules not only ensure compliance with
security goals and countermeasure categories but also streamline security evaluation during the design phase.
When it comes to security requirements, specific rules cannot be expressed in terms of concrete countermea-
sures since those are not predetermined. To address this, we use established countermeasure categories as
substitutes or proxies in our rule formulations.

In our work, we formalize these rules to enable a more detailed evaluation of security requirements within
solution architecture design.

Step 6 centers around the definition of baseline security requirements. Employing the methodology delineated
here, the security team orchestrates a second round of interactions between security experts, architects, and
business stakeholders, critically assessing the trade-offs presented by each security requirement.
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Step 7 represents a major milestone in our work, offering a tool to validate the alignment of baseline security
requirements with dependencies and the policy rule set established in previous steps. This step ensures not
only the consistency of baseline countermeasure requirements but also their coherence with the Security Policy
rule set, establishing holistic consistency for the Security Policy.

Finally, we introduce a feedback mechanism, underlining the Information System Security Life-cycle dimen-
sion within the RMIAS model to guarantee the active maintenance, evolution, and relevance of the Security
Policy. The subsequent section expounds on the process of evaluating solution architecture by leveraging the
resultant Security Policy.

Evaluating architecture solutions

Building upon the RMIAS model and the formulation of a stable, coherent Security Policy, we have provided a
framework that facilitates a consistent and repeatable security assessment of solution architectures. In a similar
manner, we can automate the evaluation process by extending the architectural framework that was presented
in our previous work [/ based on the mechanisms depicted in Figure 2.

The proposed structure for security requirements, detailed in Section , can be expressed in a formal syntax.
Therefore, we can expand the profile construct defined earlier, in order to enable modularity and interoperabil-

ity.

Due to their modular and self-contained nature, we can draw a clear parallel between a system assembled
from a set of base profiles and a complex system resembling a CI. Thus, the findings derived from solutions
composed of profiles are readily applicable to the CI context.

Let us begin by assuming that, for the purposes of this paper, solution architectures are assembled from mod-
ular profiles, which act as their component building blocks. As explained earlier, these profiles incorporate
various modular security requirements and undergo the same consistency tests described in Steps 6 and 7 of
Figure 2. Nevertheless, the design team, ideally including individuals with security knowledge and expertise,
can introduce additional, project and CI-specific security requirements as required. Consequently, after as-
sembling the profiles to compose a new solution, the following security requirements become integral to the
architecture:

« Baseline security requirements: originating from the Security Policy document and, by definition, appli-
cable to all solutions;

o Profile security requirements: inherent to the selected profiles;

« Cl-specific security requirements: project-specific and CI-specific requirements.

The entirety of these security profiles is evaluated as a cohesive unit, irrespective of their origin. Figure 3
outlines the steps of the proposed evaluation process.

In Step 8, the architectural team conducts CI-specific analysis following the extended RMIAS process, as pre-
viously elaborated. This step may also reveal additional security requirements.

Step 9 involves the evaluation of the merged set of security requirements (baseline, built-in, and project-
specific) against the same frame of reference provided by the Security Policy, as described earlier. Incorporating
baseline security requirements is obligatory, but it does not guarantee consistency, compatibility among all se-
curity requirements, or compliance with the specific solution. Therefore, the inclusion of baseline security
requirements is performed as a mandatory step.

Finally, Step 10 presents the feedback loop of the evaluation, enabling architects to follow a test-driven, iterative
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Figure 3. Evaluating security requirements of solution architectures.

approach in building the solution architecture.

Asillustrated in Figures 2 and 3, Steps 7 and 9 are conducive to automation. In the subsequent section, we delve
into the formal mechanisms that facilitate this automated process. It is important to underscore that the entire
design and evaluation cycle is carried out either by the architectural team of an organization or by experts,
albeit with the assistance of workflow automation tools. This consideration is crucial for leveraging efficient
reasoners and tools, which are grounded in propositional logic and calculus. Moreover, it aids in devising new
countermeasures, such as in Step 8, where the predefined set of countermeasures may not suffice to address
the risk. In such cases, a fully automated workflow would not yield a conclusive outcome.

FORMAL SYNTAX

The complexity of an architecture increases proportionally to the number of components, constraints and
requirements required by the business cases. As a result, architects often describe the architectural building
blocks in terms of concepts and requirements in natural language. One such framework used for that purpose
is the IHE Framework, where the architectural building blocks are expressed in terms of profiles. However,
when the complexity increases, a tool is needed to formally evaluate the impact of the architectural change on
the overall system created or assess the compliance with a given set of requirements. Therefore, in a previous
work, we introduced a formal language to express the IHE profiles and their composition, enabling automatic

reasoning over architectural constructs [**].

The formalism specifies the expression of architectural elements through a specific semantics [Table 4]. At the
core of the syntax of this proposed language is the Profile, which can be combined with other profiles using
Transactions. Similar to IHE, transactions enable the structuring of reference and solution architectures.
The way to structure such architectures is defined by the construct Rule, which expresses dependency between
profiles. Thus, a reference architecture is expressed as a chain of Rules, as it will be explained through the use
case presented in the following section.
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Table 4. Correspondence between the IHE Syntax and the SGAM profiles, derived from Masi et al. [4]

ArchitecturalElement
Name : Name {
Architectural element ArchElement = Function: Function*
Rules: {Rule* }
Profilet }
Profile ProfKey {
Name: Name
Function: Function
Description: Description
IHE profile Profile n= actors: Actor*
transactions: Transaction*
domains: Domain*
quality_attributes: QAttr+
security_requirements: {SecRe* }}

Actor Actor = String

Transaction Trans = ( Actor, String(ProfName?), Actor )

Domain Dom = String

Quality attributes QualityAtt = Identifier [ String ]

Rule Rule - Ident (ACtOT\’*’)/Prafile — (Actor|'+')/Profile
| « Profile

Function Function = String

Identifier Identifier = String

Name Name = String

IHE: Integrating the Healthcare Enterprise; SGAM: Smart Grid Architectural Model.

It is important to note here that, although IHE has initially been envisaged for use in the healthcare sector, it
can be generalized to other critical sectors and contexts as well, as it has been demonstrated for energy!**/,
smart grids**/, and road infrastructures**). Similarly, the THE profile and the formal syntax describing the

architectural elements are generic and reusable constructs across these domains.

USE CASE: THE HEALTHCARE SECTOR

To demonstrate the application of the methodology presented in this paper, this section specifies the devel-
opment of an architecture for the healthcare sector as a representative of a CI. The specific focus will be on
the regional healthcare system exchanging patient data among clinics to shorten patient waiting time for treat-
ments.

Within regional healthcare systems, the exchange of documents among clinics and a central registry is per-
formed using a pattern known as Cross Enterprise Document Sharing (XDS) [Figure 4]. The XDS pattern fa-
cilitates the submission and retrieval of documents, ensuring a seamless information flow. Namely, the clinic,
acting as the (document source), submits a document to the document repository. This repository extracts the
essential metadata pertaining to the document and feeds it to a document registry. A document consumer, typ-
ically the workstation of a doctor, queries the registry using metadata to retrieve documents that match the
query criteria.

Given the critical need for accountability in healthcare projects, it is mandatory for each clinic to execute all
transactions through a Secure Gateway, often implemented as a Transport Layer Security (TLS)-enabled load
balancer. Moreover, each transaction must undergo strong authentication, typically involving the inclusion of
an identity token (such as Security Assertion Markup Language - SAML, or JSON Web Token - JWT) obtained
from an Identity Management system. Notably, for historical reasons, an External Source is in place to dispatch
batches of documents, including digitized versions of existing paper-based documents.

From an accountability perspective, a clear imbalance emerges among data sources: one group (the clinics)
operates within a strongly authenticated framework, while the other (the External Source) lacks authentication.
This situation is addressed by the project through the implementation of security zones, aligning with the ISO
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Figure 4. Initial system architecture: the central registry use case: the diagram illustrates the initial configuration of the Regional Healthcare
System architecture, where the external source can access the repository without authentication, introducing a problematic connection from
Security Zone 3 to Security Zone 1.

27002 definition. The project identifies three distinct security zones:

o Zone 1, characterized by physical security measures for machine access.
o Zone 2, the public internet, where clinics submit documents.
o Zone 3, a potentially vulnerable zone.

In the description of the XDS profile, some italicized names can be noticed that correspond to actors (e.g.,
document source and registry) and transactions (e.g., feed and submits). These actors and transactions play
crucial roles in the XDS framework, ensuring the smooth flow of documents and information.

This hypothetical example shows how the high-level software architecture emerges from the descriptions of
the IHE profile, and how the selected standards shall be profiled to achieve immediate interoperability for the
particular use case.

Defining the formal language

To leverage the formal syntax from Section and demonstrate its practical utility, we have developed a compre-
hensive tool-chain that enables architects to build-up solutions, which can subsequently be assessed against a
predefined set of metrics. These metrics may encompass various aspects, such as security goals and Service
Level Agreements (SLAs).

Similar to any other software asset, architectural blueprints can require changes over time due to factors such as
evolving requirements, variations in the legal landscape, or the natural progression of the project. To facilitate
this dynamic process, we automate the evaluation of the impact of these modifications on the desired metrics
through a Satisfiability Modulo Theories (SMT) solver. These metrics can include security- and non-security-
related SLAs. In this way, we provide the architects with the capability to modify the architecture and its
components and evaluate the impact of the changes.

Consider the scenario where stakeholders request cost reduction. In response, the architect can explore var-
ious strategies by exchanging different modules and identify new combinations that potentially reduce costs.
For each proposed change, our solution identifies dependencies among the modules and assesses how these
changes affect the metrics, in a semi-automatic fashion, ensuring compliance with the customer’s specifications
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Table 5. Security requirements table after applying the grouping rule in the Central Registry use case

ID Form Sensitivity Location State Goal Countermeasure Category
es] Electronic  Confidential ~ Partially Transmission  Authentication Authenticate the  Data Integrity trans-
controlled user who is submit-  fer protection

ting the document

xds1 Electronic Any

satna2  Electronic  Confidential  Controlled Transmission  Accountability Rfc5424 syslog and  Accountability
DICOM audits

satnal Electronic  Confidential ~ Controlled Transmission  Authentication TLS channels mutu- Data confidentiality
ally authenticated transfer protection

clinicl Electronic  Confidential ~ Controlled Transmission  Strong au-  Clinics strongly au-  User authentication

thentication thenticate via login

screen

TLS: Transport Layer Security.

for service level agreements.

To support this dynamic capability, we employ a formal (denotational) syntax for the IHE methodology [Ta-
ble 4]. In addition, we present a method for encoding security goals (and quality attributes) in a manner that
enables an automated evaluation of their fulfillment. The encoding is expressed as SMT-LIB, a standard lan-
guage for formal reasoning, allowing for the efficient and systematic assessment of architectural changes against
predefined metrics, thereby ensuring the ongoing alignment of the architecture with the evolving needs and
objectives of the project.

After the definition of a formal syntax, we can introduce the related semantics, mapping the items of our theory
to our real-world use case, described above.

Two profiles are encoded for that purpose: XDS (mentioned above) and an ATNA profile, due to the security
requirements explained. Being a pure content profile (e.g., providing clinical document management), XDS
only states as Security_requirements the form of its data (Electronic) and where XDS documents can be
disclosed (providing no constraint on the location, XDS being document agnostic). On the other hand, ATNA
provides for a strict security requirement: it targets as goal confidentiality during transmission.

Building security policy and evaluating security requirements

While the accountability of transactions is effectively managed by the audit trails sent via ATNA, a critical
piece of information is still missing: the identity of the individual who performed the action. The question
arises: How can we authenticate and confirm the identity of the principal, and how can this authentication be
corroborated by a third party?

ATNA currently establishes mutually authenticated channels, primarily achieved through TLS. However, there
is a notable infrastructure limitation to this approach. In practice, active intermediaries must be assumed be-
cause it is neither realistic nor feasible to envision a direct connection from a device such as an X-ray machine
to a regional repository. Consequently, it becomes imperative to address principal authentication at a higher
ISO/OSI level, specifically at the application layer. Now, let us consider a scenario where we have an Archi-
tecturalElement encompassing these profiles, all of which are equipped with a mandatory grouping rule
linked to ATNA. Notably, external sources rely on TLS channels for communication, while the clinics leverage
robust authentication provided by Cross-Enterprise User Assertion (XUA) registry to access documents.

Upon passing this architectural element to the grouping function, the resultant output will include the profiles
and the security requirements, as outlined in Table 5. This table comprises the evaluated security requirements
inherited from the amalgamation of all the profiles. It serves as a comprehensive reference that can be consulted
to verify whether the security policy, as defined by the RMIAS model, aligns with it.
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Figure 5. Case Il: The Central Registry use case: this diagram illustrates the final configuration of the Regional Healthcare System architec-
ture, after the evaluation and the fixing performed using the illustrated methodology. In this case, the external source must pass through
the ldentity Management Subsystem to access the Repository.

However, it is worth noting that since security policies are expressed in plain text, and given the multitude of
available formalism for encoding security policies, we opt to return the table as is. This approach provides flex-
ibility, allowing the organization or the architect to select the most suitable format for their specific needs (For
instance, our implementation offers support for LUA and BeanShell as languages to query the security require-
ment table, ensuring that the chosen format aligns seamlessly with the preferred practices and requirements
of an organization.).

In the interest of clarity in the following discussion, we introduce a trivial operator, denoted as 0. The operator
functions akin to the selection operation in relational algebra. In practical terms, when applied to a security
requirement set denoted as S, which results from a grouping operation, o returns all the values for the columns
specified by k. Our project encompasses a comprehensive security policy set, as outlined in Table 6. When we
execute the o operator defined in the table, we uncover a critical architectural incongruity, one that does not
align with the prescribed security policy. Specifically, let us examine the security policies within the set:

o Security policy with ID 1 returns a favorable ok status, as it meets the condition of having at least one
category for data confidentiality transfer protection.

o Security policy with ID 2 similarly returns an ok status because it possesses an accountability building block,
as provided by satnaz.

o However, security policy with ID 3 encounters an error, as there exists an entry that lacks strong authentica-
tion for confidential data, specifically health data. This policy, denoted as es1, permits users without strong
authentication to access confidential data within a partially controlled location. This issue is illustrated in
Figure 4 and is rectified in Figure 5.

The depicted scenario [Figure 6A] shows the “External Source” within Security Zone 3 (Partially Controlled)
accessing health data without passing through the ID Management module. The straightforward architectural
solution is to reroute the "External Source” to the ID Management component and adjust es1’s goal to incor-
porate Strong authentication.

In modular architectural models, including the SGAM and IHE, security profiles play a crucial role by acting
as mandatory groupings for all other profiles. This practice ensures that security considerations are integrated
into all phases of the system deployment lifecycle. This concept is explicitly illustrated in Figure 6B, where
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Table 6. Security policy set

ID Policy o Notation

1 Data  confidentiality
transfer protection

shall be in place { ok if 3¢ € o Category(S) : € Learegory= Data confidentiality transfer protection
error otherwise
2 Access to medical data
shall be recorded ok if 3e € 0 Gai(S), e | Goal = Accountability
{ error  otherwise
3 All components shall
have strong authenti-
cation in all the loca- | error i V€€ € Tsensitivity,location.goal (5)s 3¢t € lgoar! = Strong Authenticationa
tions, to avoid disclo- e Lsensitiviey= Confidential
sure of health data ok otherwise

the ATNA profile is inherited by all other profiles, thereby providing TLS transactions for all IT-based health
projects within the IHE framework.

Similarly, Figure 6 A illustrates the same principle, with ATNA being referenced by “clinic”, “XDS’, and “ExtSource”
(for External Source). These examples highlight the importance of the tools that allow for a graphical visual-
ization of the dependencies, as they improve the overall usability of the conceptual framework and, more
generally, streamline the whole process. For example, looking at Figure 6A, it is easy to note that a security gap

is present where “ExtSource” and “XUA” lack a direct connection. This underscores a similar concern identi-
fied by security policy es1, indicating that “ExtSource” lacks strong authentication since it is not grouped with
“XUA”. This architectural insight is essential to maintain the integrity of the system from the security point of
view.

OVERVIEW OF CONTRIBUTIONS

The development of a comprehensive evaluation framework is essential not only to validate the embedded
cybersecurity principles within system architecture design, but also in advancing the growing field of Critical
Infrastructures Security. This, coupled with our architecture-based modeling approach that prioritizes interop-
erability and governance in solution design, underscores the significance and applicability of our methodology.

Moreover, the establishment of a unified system security policy, in conjunction with the formal modeling
language and the integrated tool-chain, offers a holistic framework for creating systems secure-by-design, that
are both repeatable and verifiable. This aspect addresses a notable gap in the broader research on CI security.

Our approach upgrades existing reference models in the information assurance and security domain in order
to provide proactive means for addressing security concerns in CIs from design, and throughout the entire
system lifecycle. At the same, it complies with well-established standards and frameworks while accounting for
governance and interoperability of the overall solution. With this work, we also go a step further in our research
on ensuring security of CIs. Notably, by introducing proactive measures through a process that is formally
supported, we can devise a model that automates the evaluation of architectural security in CIs. This will lower
the need for security expert intervention while aiding the designing of more resilient solution architectures.

It is important to emphasize, however, that our present approach does not encompass establishing distributed
security policies. This represents an ongoing area of research, which we intend to explore in the forthcoming
framework iterations. The forthcoming phase aims to facilitate modularity, not solely in policy definition but
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(A) Central Registry

(B) IHE IT Technical Framework

Figure 6. Graph showing dependencies between IHE profiles (Grouping Dependencies): in (A), the diagram shows the dependencies
among the profiles for the initial configuration of the Central Registry use case, as illustrated in (B), it is noteworthy that a security gap
exists, as some profiles do not depend on XUA, while Figure 4 displays the dependencies between the profiles in the IHE IT Infrastructure
Technical Framework, we can immediately detect that all the profiles depend on ATNA. IHE: Integrating the Healthcare Enterprise; XUA:
cross-enterprise user assertion; IT: information technology; ATNA: Audit Trail and Node Authentication.

also in policy management and evolution. This evolution signifies a commitment to adaptability and ongoing
enhancements within our approach to meet the ever-evolving challenges of securing Cls.

CONCLUSION

In this paper, we tackled the challenge of supporting the teams responsible for the design of solution architec-
tures within the realm of CIs. We recognized the scarcity of security experts and the intermittent availability
of their expertise throughout the life cycle of these infrastructures. Our approach focuses on leveraging the
RMIAS, a model initially developed by the University of Cardiff and previously applied in EU Large Scale
Projects, to facilitate the development of secure Cls.

To address the limited availability of security expertise, we extend RMIAS by introducing security countermea-
sure categories. Our approach adopts a goal-oriented perspective on security development, placing emphasis
on meeting security goals rather than a solely threat-oriented approach. We provided a formal exposition
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of our model by introducing a modular architectural framework inspired by the IHE process, offering a syn-
tax that is both human and machine-readable and explaining its semantics. The security requirements are
evaluated against security policies formulated using our extended RMIAS approach, streamlining the formal
verification of their compliance. Our solution is adaptable to various methods of expressing security policies
and conducting subsequent checks, but we propose a simple, relational algebra-inspired o- notation. Moreover,
the overall methodology is applicable to any critical sector, not limited to the one used in our healthcare use
case.

While we believe that the proposed syntax is sufficiently clear for architects and the design team, we recognize
the potential benefits of a graphical tool for representing building blocks and their dependencies, which is
slated for future development. Additionally, this paper also aims to cater for a continuous update of security
countermeasures**/, which may be somewhat outdated and no longer maintained. Our intent is to introduce
a parametric SMRT table, using the ENISA security guidelines *°). ENISA categorizes the technical guidelines
into 25 high-level security objectives grouped into seven domains, aligning with the framework presented in
this paper. We intend to delve deeper into these properties concerning the context of Cls, further classifying
them within a defined scope.
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