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Abstract

In this paper, a dual-channel event-triggered control (ETC) protocol with a state estimator is designed in multi-agent
systems with switching topologies under denial-of-service attacks. Firstly, an ETC protocol and a dynamic ETC pro-
tocol are designed in the communication channel and the controller-actuator channel, respectively. Different from
the traditional single-channel ETC, the dual-channel ETC is designed to further save resources. Second, an estimator
is introduced to avoid continuous communication between agents. The sufficient conditions for realizing consensus
are obtained under denial-of-service attacks. Moreover, due to the unstable communication topology of multi-agent
systems, we designed a distributed controller based on switching topologies. Finally, the feasibility of the proposed
method is verified through numerical simulations.

Keywords: Dual-channel event-triggered, DoS attacks, MASs, switching topologies

1. INTRODUCTION

Cluster behaviors formed by multiple individuals in nature through self-organization and mutual collabora-
tion can exhibit capabilities that surpass individual functions. Inspired by this, researchers had proposed the
concept of multi-agent systems (MASs). In recent years, MASs have received more attention from researchers
due to the wide range of applications in military, transportation and agriculture!'). In the course of the study of
the MAS system, consensus is one of the most important research elements for MASs. Consensus means that
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agents can communicate in network and achieve consensus. In the past few years, many researchers had stud-
ied and explored the consensus in MASs. In reference ?), the stable problem of finite-time of MASs was studied
by analyzing the transmission control protocol over active queue management topologies. In reference*/, an
adaptive dynamic protocol was designed, which achieves the consensus under the effects of uncertain delays.
In reference!*), the sufficient condition of achieving prescribed-time consensus was extended to a bipartite
cooperative-antagonistic network.

In general, the goal of consensus is to design appropriate protocols to achieve consensus in communication
networks with limited communication resources. In practical engineering, each agent carries limited energy
resources when performing certain functions (e.g., collecting information, exchanging communication infor-
mation with neighboring agents, efc.) and the communication channel can only transmit a limited number
of data bits. Therefore, designing control strategies to reduce resource consumption so that agents can oper-
ate stably for a longer period of time is a research direction of many researchers. Traditional solutions are
through time-triggered control, such as sampling control*! and pulse controll®). In periodic sampling con-
trol strategies, systems sample data at fixed time intervals, and this design method saves resources, but lacks
the flexibility to adjust the sampling moment spontaneously. For this reason, event-triggered control (ETC)

7]

has garnered the interest of researchers. In reference!’”), a second-order dynamic system was studied; the

ETC strategy of the system was decided by the states of each agent and its neighbor agent. In references!®?,
model-based ETC strategies were designed in MASs where the continuity of adjacent states was no longer
required. In references!!®!!), an ETC protocol was designed in the systems, which was only updated at the
instants of triggering. In reference!'?/
gering conditions, namely local state error, velocity-dependent triggering condition, and dynamic maximum

triggering interval, is designed to achieve efficient utilization of communication resources. Above research

, a hybrid event triggering mechanism combining three dynamic trig-

on ETC employs multiple parameters to optimize communication efficiency, imposing increased demands on
estimators or samplers. In references!'>"'*, a dual-channel ETC protocol was designed for agent communica-
tion and controller-actuator channels, and consensus could be achieved while saving controller resources. In
references!'®/, an ETC protocol was designed for nonlinear systems.

In earlier work, event generation relies on continuous information from the agents themselves and their neigh-
bors; the control protocols designed using this approach are still continuous. To solve these problems, some
researchers proposed the concept of an estimator, which is to estimate the state of the agents instead of the
actual state. In reference!'”)
the dynamics of leaders and followers. In reference (18] consensus control is achieved in cooperative commu-

, resilience control under denial-of-service (DoS) attacks is achieved by estimating

nication networks by combining estimators.

The above results regarding consensus are mostly obtained in a secure network environment. MASs may
be affected by DoS attacks in practical applications. DoS attacks usually inject large amounts of data into
the communication channel, paralyzing the channel. In order to solve the problem of the impact of DoS at-
tacks, researchers had proposed many control schemes. In reference!'*), directed spanning trees are utilized
to achieve security consensus under DoS$ attacks. In reference *°), the timing of Do$ attacks is not consistent
for each communication channel which is a more realistic scenario. Besides, switching topology is widely used
in MASs which also attracted the attention of scholars. In reference '), the problem of the system reaching
a consistent rate of convergence when each link is established randomly with independent probability cycles
was analyzed. In reference??), the consensus of MASs alternately switched by discrete and continuous under
the same topological conditions was studied. Dual-channel ETC saves communication activity to necessary
events which can significantly reduce communication traffic. It helps reduce the risk of communication re-
sources being exhausted under DoS attacks, thus ensuring that the transmission of critical information is not
compromised.
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Inspired by the above discussions, this paper studied the consensus problem in MASs with switching topologies
under DoS attacks; the major contributions are as follows.

o This paper investigates the MAS consensus under switching communication topologies, which allow agents
to have more complex interaction patterns. By rigorously analyzing the relationship between event-triggered
feedback parameters and DoS attack dynamics, we establish sufficient conditions for MAS consensus. The
derived criteria systematically integrate topology switching constraints, and security thresholds against DoS
attacks, ensuring both communication efficiency and robustness in dynamic networked environments.

« Based on the dual-channel framework, ETC protocols are developed for the controller—actuator channel and
communication channel to save resources. By incorporating an exponential parameter, the Zeno behavior
is eliminated in the controller-actuator channel.

Notations: R", R™" denote the n-dimensional space, n X n real matrices, respectively. |-| and ||-]| represent the
absolute value and 2-norm, respectively. ® denotes the Kronecker product. abs(-) denotes absolute values of
elements of a matrix. A () and 4 () represent the eigenvalue and singular eigenvalues of a matrix, respectively.
1y denotes the matrix N x 1 with all ones. diag{-} represents a diagonal matrix.

2. MODEL AND PROBLEM DESCRIPTION

2.1. Graph theory

The communication topology between N agents can be represented by a leader-following undirected digraph
G ={V,8E, A}, where V = {v,va,...,vy} denotes the set of nodes, & = V x V represents the set of edges
and an adjacency matrix A. The edge ¢;; is represented by a pair of vertices (v;,v;). If a;; = 1 and ¢;; € &,
agent j can exchange information with agent i; otherwise, a;; = 0. If a;; = 1, agents i and j are neighboring
nodes of each other. The set of neighboring agents i is denoted by N; = {j € V : ¢;; € E}. Ifi # j, the Laplace
matrix of G can be defined as I;; = Z?’:l’j# ajj, lij = —a;j. The real part of the eigenvalues of the L matrix
satisfies 0=1; (L) < A (L) < --- < Ay (L). In particular, 4; = 0 corresponds to a feature vector 1y. If
m; = 1, the follower agent i can exchange information with the leader; otherwise, m; = 0. Define H = L + M,
M =diag {m,my,...,my}.

Existence of all possible communication topologies for multi-agent systems can be represented by a set of
connected undirected graphs G, = {gl, Gr--- go}, where O > 0 is the number of switching topologies
for the entire system. Considering the case of random switching topology, there exists a continuous edge
probability matrix 8 = (£;) v,y and 0 < £; < 1. The probability of a connection between every two points
is independent of each other. Since there are only two possibilities of connection or non-connection between
two nodes, a sequence of N(N — 1) independent Bernoulli trials is used to describe it. Consider a non-empty
set of continuous time intervals {[f¢, tx+1) | K = 0,1,..., M}, where tg = 0,7, < tj41 —tx < 75,7 > Oisa
positive constant. The topology is invariant within each interval [z, 74+1); the switching signals Y and Ly are
constant within this interval.

Remark 1 According to the definition of the lower bound of switching time T, the number of topology switches
must be kept within a certain range. If switching occurs too frequently, the excessive switching may negatively affect
both the dynamic performance and the stability of the system. This paper utilizes Bernoulli random switching,
leveraging multiple iteration step sizes. By modulating the size of these multiples, one can regulate the frequency
of random transitions between different communication topologies.

2.2. DoS attacks model

The DoS attacks usually involve injecting large amounts of data into a communication channel to paralyze the
channel, with the main aim of preventing information interaction and affecting monitoring equipment. Some
useful assumptions and common lemmas are presented for further analysis.
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Assumption 1 >*/ The number of DoS attacks in the [ty,t] is No(to,t). We assume the constants Ny > 0 and
T/ > 0 such that

r—1y
< _
No(to, 1) < Ny + 77 (1)

Assumption 2 >/ The total time of DoS attacks in the [to, ] is E,(to,t). We assume the constants Ny > 0 and

T4 > 0 such that
t—1o

Td -
Remark 2 Assumptions 1 and 2 limit the frequency and duration of attacks to make control meaningful. When
the average attack frequency is greater than the sampling frequency of the system, the system is uncontrollable. In
addition, these assumptions are justified by the fact that the duration is limited by energy.

(2)

B, (tg,t) < Ny +

2.3. Problem statement
First, consider a MAS that has one leader and N followers. In this system, the state of the leader X is proposed
as

Xo(1) = Axo (1), (3)

and followers’ dynamics is
%i(t) = Axi(t) + Bu;(1),i € S, (4)

where S = 1,2, ..., N; xo(t) € R" is the states of the leader. The x;(z) € R" and u;(t) € R? are the states
and control input of agent i. The A € R™" and B € R are the constant matrices of the corresponding
dimension. The following assumption is considered.

Assumption 3 The topology graph of MASs G is undirected and connected; the pair of (A, B) is stabilisable.
Lemma 1 [** Under Assumption 3, a unique solution denoted as P which satisfies the algebraic Riccati equation
as follows

ATP+PA-«kPBB"P+P =0, (5)
where k > 0.

Definition 1 Given initial conditions, the consensus of MASs is realized if
Him [lx; (1) = xo(1)[| = 0,7 € S. (6)

Lemma2 *° G is structurally balanced; thus, there is a matrix A = diag {A1,Aa,...,An} > 0 such that
AH +HTA > 0.

3. MAIN RESULT

The research aims to design a controller and dual-channel ETC protocol to achieve consensus of MASs under
DoS attacks over switching topologies.

3.1. Controller design
Firstly, the follower’s controller is designed as:

KTi(1), te€[t,1,,,) CE(to.1),
0, te Ea(to’t)’

ui(t) = { (7)

I(1) = 21 aij (%:(1) = %,(1)) + m; (£:(0) = x0(0) (8)
z
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where K is a constant gain matrix; 5, (7o, ¢) is the period when the MASs without DoS attacks. In certain studies,
the controller relied on the state value at the triggering instants. However, in this research, the controller

employs an estimated value instead. The design of the estimator is outlined below:
£;(1) = A% (1) + w;Bu; (1), 1€ [ti,tiﬂ), o
. . 9

8 () =x (d), j=1.2..N,

where w; > 0 is a constant; £, is the estimated state of jth agent in [¢], ti +1)- Whent = ti, there is £; = x;.
The error variable ¢;() of the ith agent is

ei(t) = % (1) — x;(2). (10)
The time derivative of the error variable ¢;(¢) is
éi (1) = % (1) = %; (1) = Ae; (1) = (1 - w;) BKT; (1) . (11)
Consider a positive definite matrix Q that fulfills the given Riccati inequality
QA+ATQ -2rQBBTQ +r1, <0, (12)

where r is minimum eigenvalue of matrix H. And matrix K is calculated by K = BTQ in Equation (7). Ac-
cording to the tracking error y;(¢) = x;(t) — xo(t). The time derivative of tracking error y;(r) as

Yi(1) = (1) = %0(1) = Ax; (1) — Axo(t) + BKT;(1). (13)
Then we can obtain
L(t) = ~(H® I,)(2(1) = Ly ® x0(1)) = —(H ® 1) (e(r) + ¥ (1)), (14)
where I'(¢) = (FlT(t), F2T (1), ..., Flf,(t))T. Thus, Equation (13) can be rewritten in Kronecker forms as
P(1) = (Iy ® A)¥(t) — (H ® BK)(e(t) + ¥(1)). (15)
where ¥(1) = (YT (1), W1 (1), ..., WL, e(t) = (el (1), €5 (1), ..., e} (D).
3.2. Dynamic event-triggered design
Considered a dynamic ETC protocol for agent i with a time-varying parameter threshold 6;(¢)
th=0,
foon = I 9f (@0 13(0) > 06(0). V1 € (1 1) (16)
where f (¢;(1),Ti(1)) = (2 +&3)||le; (D> = 0i (81 =t ITi () Is (81 = 782) > 0,7 > 0, > Oand oy € (0, 1].
Other parameters £, &3, £3 are as follows:
€1 = ' Amin (H_z),
&2 = Amax ((Iy ® 20BB70) - 2n(H™ @ 1)), (17)
&3 = Amax(H ® 20BB" Q) — 11,
the constant r; > 0 satisfies 0 < r; < rand &, > 0, €3 > 0. 6;(¢) is designed as:
0i(1) = —i0;(1) = f (ei(1), Ti(1)) , (18)

where @; > 0. 6;(f) represents a time-varying parameter that updates are contingent upon self-feedback,
measurement discrepancies, neighbor errors, and leader errors. It is noteworthy that 6; () possesses a property
crucial to the subsequent process of proving or deriving the conclusion, as outlined in
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Lemma 3 For predefined scalars €1, &2, €3, a;, 0;(0) we can obtain

0;(t) >0,i=1,2,...,N. (19)

Proof: Consider the system (14) with (16)(18), when ¢ € U2, (¢, 7,1 = (0, c0) there exists k', 1 € (t},.1,,,].

The following formula holds: when the required parameter is not satisfied, the inequality
yif (ei(1),Ti(2)) < 6:(1),
applies. Whenr =1, |, one has
. 1
0;(1) > —a;0;(1) - —0:(1),
Yi
and thus, 1 _
6:(1) > 6;(l)e” W 5 0,1 € (ths L1
from #| = 0, one has
R R S () (i
Qi(f) > 9,’(4{)8 (Y:“'yi)(f 1) > 9i(f;<,1)€ (fYﬁ'yi)(t 13_1)

—(ai+L . .
> 2 000 " > 0.0 e (i1,

(20)

It is detailed that 8;(0) > 0. Thus, 8;(z) > 0 holds for [0, o).
Theorem 1 Considering the MASs (3)(4), consensus among the MASs can be achieved if there exists

+ 1
=gy - A2 n(p1p2)

o
N
where u; = min{% > a/,-,rz}, up > 0is aconstant. p; = %ﬁ;gg;, and p; = %, PA+ATP < )P
l=1 min min

and P > 0.

Proof: Consider the MASs (3)(4) and design the following Lyapunov function

| Vs(1),t € B (t0,1),
v ‘{ Vo (1)1 € Za (10.1), 1)
when 1 € E(#, 1), the system is free from attacks. During this period, design V, (t) = V1 (¢) + V1 (¢) and
Vi) =¥ () (Iy® Q)Y (1), (22)
N
Vo) =6 (1). (23)
i=1

The time derivative of V; (¢) is

Vi (1) =297 (1) (Iy ® Q)W (1)

<Y (1) (Iy ® (QA + ATQ) - (H®20BBTQ)) ¥ (1)
-7 (1) (H®20BBQ) e(t)

<Y (1) ((rly —H) ®20BBTQ) ¥ (1) - r¥T (1) (Iy ® Q) ¥ (1)
-7 (1) (H®20BB"Q) e(1)

<P (1) (In® Q)Y (1) — el (1) (H ® 20BBTQ) ¥ (1) (24)

< —(r+r)TT (@) (HZ?@ Q) (1) +2I7 (1) (H™' ® Q)e(r) + € (1) (Iy ® Q) (1))
+el(t) (H®20BBTQ) T (1) + el (1) (Iy ® 20BBTQ) e (1)

<-rIT()(H 2@ Q)T (1) —rie’ (1) (Iy ® Q) e(t) — 2r T (1) (H™' ® Q)e(r)
+el(1) (H®20BBTQ)T (1) + e’ (1) (In ® 20BBTQ) e ()
- () (Ine Q)Y (1),
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where r = r| + ry. According to Young’s inequality pg < ﬁ Ipl* + %llqllz, we can rewrite V; () that
Vi (1) < &1 [IT (017 + 282 le DN IT O + 3lle (D7 = r2%7 ())¥ (1)
< —a1lIT O +282 (L lle I + 31T (OIF) + 23lle (0]
— 1% (1) (In ® Q) ¥ (1) (25)
<= 3 (o1 = o) I O1F = (2 +223) s O]
YT (1) (In® Q)Y (1).

The time derivative of V; (¢) is

. N
Va0 = 261 0

N (26)
= ;1 (—011'9,' () = (2 +23) llei O +0i (81 = £27) [T (D).
To sum up, we can obtain that
Vi (1) = Vi (1) + V2 (1)
N
<-X [er-en) b O = (2 +83) e O]

17V1 . )

+ 3 (-t (0= (% +3) leg 0 (27)

+01 (o1 = £27) [T (OIF) = r2%7 (1) (In € O) ¥ (1)
N
% (~aify (1) + (7 = 1) (o1 = £27) [T (OIF) = 127 (1) (I ® 0) ¥ (1)

i=1

< _ﬂlvs (t) .

IA

Fort € B, (o, ), there exist DoS attacks among the agents’ communication. We choose the following Lyapunov
function
Va () =¥ (1) (In® P)¥ (1), (28)

and its derivative is ]
Vo (1) =297 (1) Iy ® P) (Iy ® A) ¥ (1)

=9 (1) (Iy ® (PA+ ATP)¥ (1) (29)
< /12Va (t) .
From (27) and (29), we obtain
V() < e_”](_[_tz(”'))v(t2(l—1)) 1 € [ta-1)s 1) , (30)
eV (1)t € [ty-1,t21) -

We can calculate that pu > 1. Fort € [tz(z—l), t21_1), it has

V() < e_”l(t_tz(l’l))v (t2(l—l))
< ple—ﬂl(t—tz(l—l))v (tg(l_]))

< o1 e—lll (f—tz(l—]))eﬂ2(1‘2(1—1)—t2]—3) \% (t21_3) (31)

< e

N(to.1) 5, N(t0.1) p112Ba t0:1)

< p1 p
x e 1 =10=Ealto.0) 7 (10y
Under Assumptions 1-2, there is

In(p1p3)

(plpz)N(to,l) < (plpZ)Nle T (I—l()), (32)
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and
eH2Ea(to,t) o= (1=to=Eq(t0,1)) < eﬂz(N2+ )e u(t=to) , w1 (Nt ,d)

syt (33)
< eH+H)N2 , =g (1=10) 1 (1~10)

The (31) can be scaled to

V(1) < (p1p2)V'e BP0 o ur)Na Mo (110 oy (- 0V (1) (34)
34
< (p1pa)NrelHitHIN e(l (;lfm B =) (- IO)V(I ).

Therefore, as ¢ € [ty(-1), f2i-1), we can obtain V () < ¢1e P70V (19) where g1 = (p1p2)Me1##2)N2 And
ast € [tag-1).ta-1), it has V (1) < 62 PU=0V (19) as above, where ¢, = p1N(’U”)‘lpé\I(f"”)e(“1+”2)N2. By
analyzing the above two situations, we can obtain

V(1) < ce PV (19), (35)
where ¢ = max {¢, ¢»}. Similar to Theorem 1, the consensus of MASs was realized.

3.3. Zeno behavior analysis
In this chapter, we will analyze and confirm that Zeno behavior is excluded in the systems under two specific
scenarios. There exists inequality

D*|lei (0l < (D1l + 1% ()]
< [JAx (Ol + 1 (1 + wi) Bui () | + | A%i (1) ] (36)
= lAllle: )1l + Z;,

where Z;i =2[1%; (1) || + |(1 + w;) Bu; (). The proof that follows will be presented in two scenarios.

1. If ||A|| # O, from Equation (36), one can get

les(r)]| < =) (37)
Al ( )
For the designed ETC protocol, the triggering instants ;| satisfies

6’{(0) ~(art i

i

&7 :
(F+ea) DI 2 aier —7e2) | T (1, IIP + —= e, (38)

Then,
| 4 LAl

V(F ez, ) (39)

\/cr,(sl—rgz)HrT(t +l)H20<0> ~(art o,

fo -t > —
k+1 k ” A “

Subsequently, we employ proof by contradiction to demonstrate that Zeno behavior does not occur. First,
we suppose that the Zeno behavior of agent i will occur, indicating that ;2 A} must converge, where A =
tj( " t;'( is a positive sequence, and then lim,, . 27, A’k = limg_eo ., — to = 00, which is divergent. Thus,
Zeno behavior does not occur.

k+1

2.if [|A]| = 0, then ||et.T(t)|| Z’ (r-t ) The proof process for this case is analogous to the first cases and
therefore will not be reiterated here. It can be seen that the Zeno behavior of agent i will be excluded from the
above two situations. If the MASs are subjected to DoS attacks, u;(f) = 0; the Zeno behavior of the agent i also
will not occur.
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3.4. Dual-channel event-triggered consensus

In this part, based on the idea of dual channels, the ETC protocol between the controller and actuator chan-
nel with the communication channel is designed to save resources. The Zeno behavior in the controller and
actuator channel can be eliminated by introducing the exponential parameter, and the ETC protocol in the
controller and actuator channel can still work stably when the input signal is very small. In addition, the ETC
protocol in the controller and actuator channel is designed before the communication channel, and it is de-
signed to depend only on the input signal and does not require neighbor information. First, an equivalent
controller #; (¢) is designed as

~ ui (tk)’ t € Es(t(bt)’
i) = 40
% (1) { 0, t € Bq(to,1). (40)
For t € B (o, 1), the controller update time depends on the following ETC protocol
0 = (1) ¥ € )
(41)

foy = inf {z ot (1)] = 2z i (6)] = e, Ve € (z;,l]},
k

where 9 (1) = u; (1) — ii; (1), 0 < z; < 1 and v; > 0. Then, there exist |&;(r)| < 1 and |B;(r)| < 1. Thus, we
have

ui (1) = Bi (1) e

1+ (1) z (42)

i; (1) =
In that case, the tracking error ;(z) is
Yi(1) = Agi(1) + & (1) BKTi(1) = B; (1) B, (43)
where &; (t) = m,ﬁ[ (1) = ﬁ;’ﬁge(;;; and @; (1) < 1_421 =a;, Bi (1) < 1_#1’_6‘”” = feVi". The tracking error
Y is written in the form as

P(t) = (Iy ® A) (1) + (& (1) H® BK) (¥(1t) +e(1)) — (1) ® B, (44)

where & (1) = diag {&) (1),82(t),...,ax (1)} and B (1) = (B1 (1),B2 (1), ..., By (1). In the context of
Equation (40), the following ETC protocol can be obtained

i_
1, =0,

i . A A A A i 45
foar = i0f {1307 (e, 510)) > 80,91 € (1), 42
k
here £ (e;(2), T} = (€259 L 2 ) IT(0)|? = 67(81 = ko — k1 (82 + )T (O] + 637200, 6:(81 — ko —
where f {e; (1), 1:(t) o T &) GO = 0i(é1 —kaés— k(&2 + 1))“ z(f)H +03e” 1, 0(81 — koéy
ki(é2+61)) > Owith k1, k, > 0, 57 € (0, 1]. Other parameters are designed as follows:

&1 = Amin (FIAI:IT ® P) s
&= Amax (HA® P — 52k, H ® 1),
83 = Doy ((AEH +HTGA) @ W+ 62koly ® I, — A® P) ,

Ao (52HHT ® 1,,) , (46)

&4
8, = Amax (ﬁAZyH ® W) ,

62 (= \2
6v= 2= (BIBI)
= (BuBl

where W = PBBTP, é,’(l) = —Zi,»é,-(t) - f (8,’(1), f,'([)), 217,» > 0 and é,(O) > 0.
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Remark 3 Dual-channel ETC ensures system stability by triggering actions only when necessary and adjusting
parameters based on communication topology and agent dynamics to achieve system security consensus. Dual-
channel ETC enhances the efficiency of the system by separating communication and control channels, reducing
unnecessary communication. It also offers flexible triggering mechanisms, optimizing resource utilization and
boosting overall system performance. Thus, while the dual-channel triggering protocol designed here is similar to
the triggering form of the existing work, the design idea is different and from a practical point of view, the approach
in this section is simpler and does not require additional wiring.

Remark 4 In order to avoid continuous communication and further save communication resources, an estimator
is introduced in this chapter. However, the use of the estimator leads to the inability to exclude Zeno behavior.
A common approach is to use a constant trigger threshold to exclude Zeno behavior. However, this design will
make ii; (t) can not reach u;(t). Inspired by the references*>’!, an exponential threshold e V" is designed to solve
problems caused by the estimator in this section. The designed controller update protocol still works properly when
the input signal is extremely small.

Theorem 2 Considering MASs (3)(4), with the control protocol (45), consensus among the MASs can be achieved
if there exist

ftfo In(pipa)

J= ﬁl - Td Tr 0. (47)
Proof: for t € E,(t9, 1), choose V(1) = V() + Va(t), and we have
Vi) =el (1) (A® P)e(r),
(48)

N
Vo (1) = Z 0;(1).
=1

Then, applying (48), V; () designed as

Vi(r) =297 (1) (A ® P) ¥(r)
=¥ (1) (A® (ATP+ PA) + (A& (t) H+ H & (t) A) ® PBR)¥(1) (49)
+2%7 (1) (Ad (1) H® PBK) e(1) =297 (1) (A® P) (B (1) ® B),

where K = —BT P. The time derivative of V (¢) is

Vi) < =W (1) (A® P) (1) — 297 (1) (A& (1) H® W) e(t) — 2%7 (1) (A® P) (B (1) ® B)
< -V () (A®P)¥() - P (1) (A® P)P(r) - 217 (1) (HAG (1) H @ W) e(t) (50)
+2e7 (1) (Aa () He W) e(r) - 297 (1) (A® P) (B (1) ® B) .

From
—I7(t) (HA& () HO W) e(r) < ||[I7 (1) (HA& (1) H® W) e (1)
< |t @) |Hr&H eW||lle()]] (51)
<6, [E@| e,

2% (1) (A® P) (B (1) ® B) <26, || (1)||||8 (1) ® B||

<25, (%II‘P(t)Ilz " 2—,12”3 (1)@ B||2)

N
< 62k ()17 + 65 ) e,

i=1

(52)
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we obtain

Vi) < 9T (1) (A® P)¥(1) + €T (1) ((AEH +HTaA) ® W) e(t) + 26115 |le()]]

N
+ (52kzeT(t)e(t) + 52k2fT(t) ([:II:IT ® In) f(t) - 252k2fT(t) (FI ® In) e(t) + 63 Z e it

i=1

< -17(y) (FIAHT ® P) (1) = e’ (1) (A® P) e(1)

+207 (1) (HA ® P) e(t) + 26,

POl e+ (1) ((AFH + HTGA) W) e(r)

N
+ 62k2fT(t) (I:I[‘NIT ® In) f(l) + 03 Z e—2v,—t - 252k2fT(t) (I:I ® I,,) e(t) + 62kgeT(t)e(t)
i=1
FO| lle@Il + &3 lle(@)]I + 63 Z e =W (1) (A® P) ¥().
(53)

< (=61 + ko) [P @[] +2(82+ 61)

Applying Young’s inequality, we get

=z

§2+(51)

Vi(t) < (=61 + kaa) [FO| + ki (&2 + 60) |Eo)|| + ( T e + &35 lle(d)|? +53Ze-2vﬂ

i=1

N

. . . . 2 &H+6 R o

< (&1 +kés+ k(B + ) [[E@)| + (% +53) lle(r)]]? + 63 Ze 2uit
i=1

N A
R +0 ;
< (e ks e+ o IO + (s gl ore ).
i=1
(54)
Applying the derivatives of V»(t), then
V() = Vi (1) + V(1)
N N )
<= 2@ -y (1 =508~ kats — ki (&2 + ) [ O]f) (55)
i=1 i=1

< _ﬁlvs(t)~

The subsequent process of proving the consensus is similar to Theorem 1 and is not given to avoid redundancy.
Next, Zeno behavior exclusion is divided into two categories: the actuator channel and the communication
channel. 1. For the controller-actuator channel, we have

ot (0] < zi lia; (1) + 77, (56)
where p¥ (t) = u; (t) — i; (¢) then we have
d u _ d u u 1
LAGIEPACIGRCAOE

= sgn(9y) 9y
< i (1)] .

(57)

Copsidering the event-triggered interval [’2’ t§<+1)’ there exist [ ()| = 0 and lim,;,,, |p¥ (1)| = vilii; (1)] +
e V"; then, we can obtain

o =t > (zla ()] +e7v") /0. (58)
If Zeno behavior exists, it means infinite triggers within alimited time 7, i.e., Y.3o A} =T, where Al =1} 1} .
i oy — 1o =T, indicating limg oo 7, , = T¢.. Thus, we have Y3 A} = co and
limy o £ ,; = 0. This contradicts limy_,« #,; = Tc; thus, Zeno behavior will not occur. For dynamic ETC

protocol in the communication channel, similar to chapter 3.4., Zeno behavior can be excluded. This proof is
finished.

Then, we have 337 A} = limy_, 1}
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°o oy

o‘
0 0

Figure 1. Network topology of MASs.

4. NUMERICAL SIMULATION

The matrix parameters are designed as

-2 1 -1 0 -1
A=]0 -1 0, B=|l1 0
1 1 0 0 1

The adjacency matrices L and M are replaced by L, Ly, L3 and My, M>, M3. The matrices K and Q can also
be calculated by

0.3940 0.4082 0.4082 0.3940 0.2227
K=] 09093 0.3940 [, Q=] 0.3940 0.9093 0.4288
0.4288 0.2227 0.2227 0.4288 0.6308

Choose w; = 0.1, 8;(0) = 90, 6,(0) = 92, 65(0) = 70, 64(0) = 62, 65(0) = 93. Set xo = [3,-1,2]",

= [2.4,2.3,02]", x, = [-3.2,1,1.7]7, x3 = [2,-3,1.5]", x4 = [-1.5,-0.5,-2.8]7, x5 = [1.1,1,-2.2]".
The communication structure of the MASs will switch randomly among the three scenarios depicted in Fig-
ure 1. Figure 2 illustrates the state difference between each follower and the leader. From Figure 2, we can
observe that the state errors between followers and leaders all converge to zero within six seconds. The state
trajectories of the leader and followers are displayed in Figure 3, clearly showing that each agent can follow the
leader. From Figure 2 and Figure 3, we can deduce that the MASs achieve leader-following consensus in finite
time. Figure 4 presents the triggering times of five agents. As the state errors between followers and leader
converge to zero, the increase of triggering times of followers slows down. Lastly, Figure 5 shows the network
topology of the MASs.
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Figure 3. State trajectory of agents.
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Figure 5. Current topology of MASs.

5. CONCLUSIONS

This paper focuses on the consensus problem of MASs. Considering a MAS with a leader and N followers,
a distributed controller is designed. To avoid continuous communication, an estimator is used to estimate
the state of agents during the trigger interval so that the estimated state is used instead of the actual state to
achieve the goal of intermittent communication. In order to further save communication resources, a dual-
channel ETC is designed for the controller-actuator channel and communication channel, respectively. The
continuous validity of the ETC protocol is ensured by introducing an exponential triggering threshold in the
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controller-actuator channel. Finally, it is verified through simulation that consensus control can be achieved
while effectively saving controller resources and communication resources. Furthermore, applying our find-
ings to address security control challenges in mobile robot systems under DoS attacks represents a crucial
research direction. This study will facilitate future research efforts on the consensus of heterogeneous MASs,
the implementation of security controls against hybrid cyber attacks, and the development of self-triggered
protocols.
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