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Abstract

Cross-border data privacy protection often involves personal privacy data from different regions, where cross-border
vehicle identity authentication requires a large amount of sensitive data. The cross-border movement of this sensitive
data poses a significant threat to privacy. A distributed identity management blockchain model for cross-border data
privacy protection is proposed to avoid the cross-border transmission of sensitive data through identity authentication.
The model combines the SM2 and SM9 algorithms and blockchain technology to guarantee the security of stored data
while providing a method to avoid sensitive data crossing borders and realizing cross-border identity authentication.
The model was originally designed for the Northbound Travel for Macao scenario but can still be applied to other
cross-border authentications. The generation speed of a Non-Fungible Token is verified through experiments, and the
generation time and efficiency of Non-Fungible Tokens satisfy the actual needs of Internet of Vehicles authentication.

Keywords: Cross-border Identification, Blockchain, SM9, SM2, NFT

1. INTRODUCTION

Cross-border data transfer refers to any action involving data transfer to another jurisdiction or the intention
to transfer data again after it has been moved to another jurisdiction. Cross-border data privacy collection
often involves gathering data with privacy implications from different regions, making it inherently complex.
Given the potential involvement of overseas laws and regulations due to cross-border factors, conducting thor-
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ough research and assessment should precede cross-border data collection to ensure compliance with various
regional regulations and safeguard the security of personal data.

Take the data exchange in the Guangdong-Hong Kong-Macau Greater Bay Area as an example; personal health
data is restrictively forbidden across the border. That is, if a person takes a nucleic acid test in Mainland China,
they cannot show the result to the health department in Macau S.A.R., and vice versa.

Cross-border data may often encompass sensitive and private information, such as personal and business data.
However, there are situations where a specific need for cross-border data transfer is unavoidable. Whether it is
an emerging economic form, such as the sharing economy, new media, etc., or a traditional e-commerce plat-
form, it is necessary to accumulate user data in business activities to improve business and service capabilities,
which requires companies to gather data on a global scale!').

In integrating the Guangdong-Hong Kong-Macao Greater Bay Area, cross-border vehicle data connectivity
plays a crucial role. However, regarding the vehicle data exchange between Guangdong and Macao, collecting
cross-border vehicle data requires strict compliance with all parties involved in regional cross-border data
regulations. This is particularly crucial when the collected data involves personal and sensitive information,
as obtaining authorization and consent from the data owners becomes necessary. Consequently, the scope of
entities engaged in cross-border data collection activities will be more extensive. Government agencies and
Internet of Vehicles (IoV) service providers in the vehicle industry will collect and utilize various types of data
to regulate the management of Macao motor vehicles entering and exiting the Mainland.

The ubiquitous exchange of data across borders has given rise to concerns by governments and citizens about
some of the adverse effects of so much personal data or personally identifiable information /. The current oV
security protection level cannot meet data security requirements, especially vehicle data analysis and response,
which will further affect the braking choice for the vehicle. Once criminals tamper with or forge relevant data,
it will affect vehicle and user safety and even threaten social security*!. Hence, protecting cross-border data
has become a challenging issue worthy of research, given the security risks associated with such data. It is not
easy to safely manage data transfers since each respective country has separate data protection rules that are
used for the governance of personal data!*).

This study aimed to prevent cross-border sensitive data using identity authentication while securing part of
the non-sensitive cross-border data for privacy protection, mainly for the scenario of Northbound Travel for
Macao (NTM). The model aims to facilitate the identification of Macao vehicles in Guangdong. Upon regis-
tering and driving their truck within Guangdong, the envisioned Macao vehicle owners only need to register
their cell phone number and license plate number and then submit biometric information, such as their iden-
tity card, cell phone number, and license plate number, to the Macao Transport Bureau for registration. It is
not necessary to give out too much personal information, including biometric data. The Guangdong Provincial
Department of Transportation (GDOT) and the Macao Transport Bureau use the designated procedures of the
program to verify user identity and then confirm it with the hash provided by Customs. Through verification
of time locks and issuance of certificates, the private data of the vehicle owner is kept in Macau while achieving
cross-border identity authentication, ensuring security and privacy.

The main issue addressed in this study is protecting the sensitive data of cross-border vehicles in the NTM sys-
tem while simultaneously accomplishing identity authentication for NTM users. The difficulty of this scheme
lies in the need to collect enough personal privacy data for user authentication while minimizing the transfer
of the sensitive data across borders. Ultimately, there is also a necessity to ensure that both the cross-border
and stored data are encrypted to prevent leakage.
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First, we must solve the storage problem to collect user information necessary for completing the authentica-
tion. In the past, cross-border data often used cloud storage to store data, but cloud storage security can be
problematic. Rahman et al. showed the blockchain-less use-case of cross-border data sharing to show the real-
life necessity of blockchain. Data from different IoT devices are stored in the cloud. Such cloud-stored data is
accessed from various regions/countries, but the data transaction information is not stored in the blockchain.
In this case, malicious users may cause harm to the sensitive data'®). Combining the various requirements
above and considering the immutability of blockchain technology, we first identified the use of blockchain for
data storage and querying.

Blockchain is an emerging technology with great potential given its security control mechanism, immutabil-
ity, transparency, traceability, and reconciliation process, which already has created hype in various sectors,
including healthcare, education, supply chain, and especially cross-border payment in the financial sector ®/,
An advantage of blockchain technology is that it can guarantee perfect information while scientifically deal-
ing with problems such as high cost, difficult accountability, and unclear processes!”). To achieve searchable
and tamper-proof data storage during the period, the user’s private data must be encrypted and uplinked to
generate Non-Fungible Tokens (NFTs).

An NFT is a cryptocurrency derived from Ether’s intelligent contracts; it is a unique and non-interchangeable
data encryption token stored on a unique blockchain. NFTs are suitable for uniquely identifying something
or someone *). NFT technology has provided value to the uniqueness and scarcity of blockchain-based digital
assets or real assets to guarantee ownership and trade them °/. Powered by smart contracts deployed in differ-
ent blockchains, NFTs have given content creators more control and power than ever before, giving birth to

the core concept of verifiable digital ownership ).

Although Bitcoin can provide some weak anonymity by using many identities (pseudonyms), the amount of
money transferred in transactions (i.e., confidentiality) is public to everyone. This severe limitation makes
Bitcoin unsuitable for confidential scenarios, such as a second-price auction, which requires confidentiality to
incentivize truthful bidding!'!). Therefore, for privacy protection purposes, after using blockchain technology
to meet the demand for non-comparability and queryability, it is necessary to use encryption algorithms to
protect the cross-border data and the security of the data on the chain and realize the encryption and protection
of the data.

We aim to solve the problem of sensitive data transmission across borders. Our proposed solution is as follows:
after the user crosses the border, only part of their data will be transmitted back to their country of origin. This
transmitted portion will be used to query the complete identity, which will verify the user’s authentication in
their country of origin. This will help us avoid most cross-border transmission of sensitive data. Although
both parties have collected the personal information of vehicles and users, the collected data is stored locally
and does not need to be transmitted in clear text across the border.

The last problem we want to solve is data storage; our model chooses to encrypt using the state cipher algorithm
to prevent data leakage in on-chain data and cross-border transmission. In other regions, the encryption
algorithm of this model can be replaced with different cryptographic algorithms.

Therefore, the basic idea of this scheme is to encrypt users” sensitive data and then upload it to generate an
NFT, utilizing the blockchain platform for data storage and achieving queryability and non-tampering of the
data. After that, the encryption algorithm is used to secure the data in the blockchain and the cross-border
data, passing part of the data across borders to accomplish authentication. Ultimately, the Attribute-Based En-
cryption (ABE) algorithm is utilized to make the cross-border data decryptable only by the Trusted Authorities
(TAs) of both parties.
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The contributions of this study can be summarized as follows:

e The proposed model provides a secure cross-border authentication method to avoid cross-border transmis-
sion of sensitive user data through identity authentication while securely preserving user data.

o A distributed cross-border data privacy-preserving identity management model is proposed to address the
above security challenges of cross-border data transmission security.

e The use of blockchain and NFT technology protects the user’s identity data, which plays the role of authen-
tication while preserving the user’s data, using the state secret algorithm to achieve data encryption and
protection.

2. RELATED WORK

Synthesizing the development and application of NFTs in recent years, our model selects them as the data
storage and query method and generates NFTs for user data to ensure queryability and prevent tampering.
Scholars have gradually emphasized the use of NFTs for authentication and recognition of identity in recent
years; current NFTs are mainly applied to prove the ownership of virtual digital assets, such as videos, games,
and images.

Mohan et al. designed and developed an immutable, decentralized, and transparent module credit manage-
ment system based on the Ethereum blockchain and NFTs. The decentralized application (DApps) fulfilled
the objective of allowing faculties to issue achievements/credits onto the blockchain and for students to view
their achievements through the NFT-Merit system "2/, Tharun proposed a DApp of NFTs for the music in-
dustry based on blockchain smart contracts to maintain music copyright, ownership, and blockchain-based
automated royalty distribution'?). Takahashi et al. proposed a long-term storage node system architecture
named Sustainable Generation Manager (SGM) to solve the problem of high cost consumed when using NFTs
to store data!!*).

In recent years, many scholars have worked to improve the utility of NFTs, address some of their shortcomings,
and apply NFTs to other applications. Chen et al. proposed a new NFT model, a synergy of a new economic
mechanism backed by game theory and two supplementary algorithms, to address the problem of poor copy-
right traceability of out-of-chain data!'*!. Manzoor et al. proposed a novel NFT-based framework to bring
high throughput and excellent scalability to blockchain-based applications using a "Proof-of-Stake” consensus
algorithm based on blockchain technology for data transactions, validation, and resource management !¢/,

Bellagarda1 and Abu-Mahfouz addressed two problems by developing and demonstrating a theoretical work-
flow for a system that incorporates NFTs and verifiable credentials, presenting an academic workflow for the
development of a system that includes NFTs and verifiable credentials in a decentralized manner to store the
underlying NFT digital assets, as well as NFT infringement and fraud, which were discussed and addressed
through the development of a practical application called Connect2NFT "7, Sun et al. proposed a multi-chain
aggregated identity scheme that uses cryptographic accumulators to improve efficiency significantly and pro-
vides a way for VASPs, such as centralized exchanges, to demonstrate Proof of Reserves (PoR) to users!18],
Wang et al. proposed a referable NFT (rNFT) scheme to improve the exposure and enhance the reference

relationship of inclusive NFTs 1%,

However, many scholars have worked on the use of NFTs for identity authentication. Khalil et al. proposed
a decentralized smart city (DSCoT) architecture based on private blockchain to address the security issues of
smart cities. They utilized NFTs to provide authentication functions for devices and users 2°). Neisse et al. pro-
posed a blockchain-based platform using a novel cross-ledger design that addresses some of the main require-
ments of current EU cybersecurity legislation through interledger mechanisms. The advantages of blockchain
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in distributed trust, transparency, and accountability are exploited while dealing with scalability, performance,

[21

and interoperability requirements?'). The idea behind the above studies is to utilize a blockchain platform for

distributed design while accomplishing authentication.

Similarly, some researchers have used NFTs for privacy protection. Peng et al. proposed BlockShare, a blockchain-
based privacy-preserving verifiable data-sharing system. They designed a novel blockchain-based architecture
and developed a zero-knowledge verification scheme. Experimental results show that BlockShare enables the
22l Dang et al. proposed an approach
to smart home data privacy protection based on blockchain technology using experimental scenarios with
Ganache, Remix, and web3. They compared the proposed architecture with existing models. Their proposed
architecture addresses the challenges of data privacy, trust access control, and scalability in smart home envi-

ronments 23],

verifiable sharing of personal data in a privacy-preserving manner!

This article demonstrates the emergence of security solutions that use NFTs for authentication and privacy
protection. It is feasible to leverage a blockchain platform to generate NFTs for authentication and privacy
protection.

3. MODEL IMPLEMENTATION

3.1. System model

The model proposed in this paper is based on the generation and verification of NFTs and signature verification
of data, which utilizes the verifiability and uniqueness of NFTs to authenticate users. The model requires
three participants: the TA, User, and Digital Center (DC). A TA often refers to a widely recognized entity
or organization that possesses credibility and authority and serves to enhance system security and provide
authentication and authorization for both parties. A trusted Data Center often refers to a data center that is
secure and reliable and and has a high degree of trust.

The TA is the authoritative entity that records and maintains user information, which refers to the Transport
Bureau of Macao, the GDOT, and Customs in this study. Macau Transportation Bureau and the Department of
Transport of Guangdong Province also serve as the two DCs in this project. A user is an entity with a Physical
Identity (PID) and Decentralized Identifier (DID), referring to Macau car owners who travel from Macau to
Guangdong Province under the Northbound Travel for Macau.

The cross-border vehicle data privacy collection in this model is a subset of cross-border data privacy collection.
It refers to collecting data related to cross-border vehicles, often involving the personal privacy of vehicle
owners, such as vehicle location, travel history, vehicle performance metrics, and owner identity information.
These data elements can indeed be sensitive, potentially influencing the privacy of vehicle owners. Combining
the various requirements above, we first decided to use the blockchain for the storage and querying of the
data, and out of consideration for the region proposed in the project proposal (Macao-Guangdong), we first
considered the national cryptographic algorithms. In the other areas, SM2 can be replaced with RSA and SM9
with different ABE algorithms to suit given needs.

In the model depicted in the flowchart in Figure 1, users are required to first submit their unique and unforge-
able identity verification, such as personal information or biometric data, to one of the TAs. After this, the
TA utilizes a part of this data to generate a Decentralized Part Identifier (DPID) and create a signature for the
Vehicle Public Key Table (VPKT).

After the user crosses the border, part of the data uploaded to the original TA (part used to generate the DPID)
is uploaded to the cross-border TA by the user themselves. The cross-border TA recalculates the DPID using
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Figure 1. Distributed Identity Management Model Based on Blockchain.

the same encryption method, encrypts the DPID, and broadcasts it back to the original TA to search for the
VPKT and authenticate. The cross-border TA must ensure that the encrypted DPID can be decrypted only
by the original TA. After decrypting the broadcasted information, the original TA decrypts the DPID, further
searches for the user’s VPKT, and then can obtain the user’s DID and finish the next authentication.

The program uses the SM9 algorithm as ABE encryption to ensure the security of cross-border data and uti-
lizes the hash time lock and NFTs to authenticate the identity of both parties; at the same time, taking into
consideration the lightweight use of IoV, the SM2 algorithm of the state secret is used to sign and verify the
data on the NFT to ensure the safety of cross-border data. After successful SM2 verification, the cross-chain
request is forwarded through the cross-chain gateway, and then, an identity audit is performed through the
hash time lock. The clearance credentials are issued after the audit.

The proposed model is based on the NTM. Theoretically, it could be used for other cross-border authentication,
especially for flows between two locations. According to the designed model, the solution can be realized in
four steps.

3.2. Blockchain creation and initialization

The first step is the creation of the blockchain, where the TA first authenticates all blockchain managers and
authorizes them to participate in the consensus process, with the Macau Transportation Bureau creating ap-
plication chain A-Chain and the Department of Transport of Guangdong Province creating application chain
B-Chain.

To start the transactions and verification required by the project, the TA needs to certify all blocks according
to Practical Byzantine Fault Tolerance (PBFT) and authorize them to ensure the security of the blockchain

creation.

After securing the blockchain, the next step for the TA is to activate the federated blockchain in the pre-
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configured network nodes based on the consensus mechanism. A federated blockchain is participated in and
managed by multiple organizations with a certain degree of openness and decentralization and is mainly used
to maintain the blockchain. After the creation of the blockchain, it is necessary to initialize the system and set
up an intermediate account on the application chain A-Chain to realize the data exchange business.

After the initialization of the application chain, the Macao Transportation Bureau and GDOT upload their user
information to the VPKT of the application chain, i.e., A-Chain and B-Chain, respectively, and then verify the
data flow through the hash time lock of Customs. The advantage of using a private chain is that if the encryption
algorithm we chose is cracked in the future, the data stored on the private chain is guaranteed to be read only
by the TA, which does not result in a serious privacy breach.

3.3. Smart contract deployment and initialization

The next step is to deploy the required smart contracts on the established blockchain. A special function
of blockchain technology is a smart contract, which is transparent and unchangeable**/. Smart contracts
are usually user programs, algorithms, or protocols that can be used to verify, validate, or make irreversible
transactions ?°/. Controlling the operation of the blockchain by writing the code for smart contracts allows
the blockchain to run without third-party execution after certain conditions are met, which plays a vital role

in the blockchain.

The smart contract in this project is mainly applied to the TA, which allows the TA to call the VPKTA algorithm
by using the Application Binary Interfaces (ABIs) provided by the smart contract to initialize, add, and delete
VPKTs in the smart contract and similarly to complete the generation of NFTs and uploading of data.

Considering the above requirements, the smart contract needs to invoke the Initialization algorithm in the
VPKT Algorithm (VPKTA) to declare the structure of the VPKT elements in the smart contract and the trans-
actions initialized in the smart contract to specify the query format. In writing intelligent contracts, functions
must be written according to the required algorithm for invocation. Considering that some parts, such as the
generation of NFTs, require the execution of the blockchain, more than one smart contract may be necessary
for the whole project, and the deployment and invocation of intelligent contracts are also required.

For example, the TA uses the call function to realize the use of the updateVPKT algorithm to update the public
key that already exists in the VPKT or uses the revokeVPKT algorithm to revoke the vehicle in the VPKT in
the relevant items to achieve the generation of the NFT, deployed after the call of the NFT contract.

The initialization of the TA is mainly to initialize the content required by the ABE algorithm, including the
generation of the initial parameters of Elliptic Curve Cryptography (ECC) and the age of the master key and
subkeys. In this stage, the TA will carry out the first step using ECC, a kind of asymmetric encryption algorithm
based on the mathematical theory of elliptic curves. ECC is an asymmetric encryption algorithm based on the
mathematical theory of elliptic curves, which can use shorter keys to achieve comparable or higher security
than RSA.

The above is the preparation of the system; after the TA and DC have done the above preparatory work, they
can interact with the user to carry out the actual registration and authentication processes, etc.

3.4. SM9-Based authentication

As the parties involved in this project are situated in Guangdong and Macau, we selected SM9 as the ABE
algorithm to be employed. This choice ensures that the encryption and decryption of data can only be carried
out between the TA parties, providing a secure solution.


http://dx.doi.org/10.20517/jsss.2023.26

Page 8 of 17 Ying et al. J Surveill Secur Saf 2023;4:112-28 | http://dx.doi.org/10.20517/jsss.2023.26

SMo is a class of identity-based cryptography schemes based on pairing published by the State Cryptography
Administration of China in 2016. It includes four parts: digital signature, data encryption, key exchange, and
key encapsulation schemes!>*). The SM9 algorithm is a high-intensity asymmetric encryption algorithm; its
strength on the standard selected reference curve is equivalent to that of RSA-3072 bit security 27,

The SM9 asymmetric algorithm is one of the core algorithms independently mastered in China. Its security
is comparable to that of SM2, RSA, and other algorithms. It plays a vital role in improving the safety perfor-
mance of equipment on the power data collection terminals, such as data gateway machines and monitoring
devices?*). The role of SM9 in this project is to act as an ABE algorithm to protect the privacy of specific
data across borders, using the public key encryption of SM9 to encrypt DPID to generate masked identities to
ensure only the application chain A-Chain (B-Chain) can decrypt them.

Figure 2 shows a flowchart of the encryption and decryption given in the SMo digital signature algorithm >,
where the message to be sent is a bit string M, men (the bit length of M), K1-len (the bit length of the key K1
in the packet cipher algorithm), K2-len (the bit length of the key K2 in the function MAC), and Hv (), which is
a cryptographic hash function used in the bilinear pairwise computation and hash algorithm. The master key
and token encrypt the DPID of the vehicle, and the encrypted data require the ticket and encrypted private
key to complete the decryption, which realizes the requirements of the ABE algorithm in the scheme. The
encrypted private key needs to be generated by KGC based on the combination of the encrypted master key
and token of both parties; in this project, it is realized by the trusted DC of both parties.

After completing public key encryption and decryption, both parties must exchange keys and negotiate, in-
cluding exchanging system parameters and agreeing on a new key. In this process, it needs to be ensured that
only the responding party that has mastered the encryption private key can complete the negotiation. SM9
uses the intractability of bi-directional pairs in the elliptic curve to realize a symbol-based secret key exchange
negotiation, and both parties need to agree on a secret key by using symbols and the encryption private key,
using this process to complete the key exchange. This process completes the critical discussion. The essential
exchange parties in the project are the cross-border TA and original TA, and both parties can negotiate a secret
key for them to use in other algorithms through this process.

A flowchart of key exchanges in SM9 is shown in Figure 3/2°);

The initiating user A and responding user B participating in the critical exchange hold an identification and
corresponding encrypted private key generated by the key generation center through the combination of the
encrypted master secret key and the user’s identification. Users A and B here correspond to the Macao Trans-
portation Affairs Bureau (MTA) and GDOT in the project, respectively. Users A and B agree on a secret key
known only to them through interactive messaging with their identities and respective encrypted private keys,
and both users can optionally realize essential confirmation. This shared secret key is usually used in a sym-
metric cryptographic algorithm. The key exchange protocol can be used for key management and negotiation,
which both parties in the project can accomplish through the gateway.

To ensure the security of the key during transmission, specific encapsulation of the key is also required. The
key encapsulation algorithm requires the encrypting party to use the encrypted master key and identification
of user B; the encapsulating party and the receiving party encrypt and decrypt the key through the user’s
authentication and encrypted private key, respectively, to ensure that only the receiving party can complete the
decryption to get the encapsulated key so that the encrypted master key and encapsulated key can be realized
by the two-party exchange and the encapsulated key can further ensure the security of the information.

The complete flowchart of the SM9 algorithm standard is shown in Figure 4],
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Figure 2. SM9 Public Key Encryption and Decryption Algorithm Flow.png.

Above, we use the SM9 algorithm to allow both data centers to securely exchange masked identities of DPIDs
broadcasted to the outside world to ensure data privacy protection across the blockchain.

3.5. SM2-Based NFT authentication

The SM2 algorithm is based on the elliptic curve cipher mechanism 256-bit cipher with high efficiency and
high security, commonly used in data encryption.

In the flow of the model, the user logs in through password and biometric authentication after crossing the
border to provide the cross-border TA with the data needed to generate the DPID. After authentication, the
TA generates the DPID containing some identity information using the SM2 algorithm and then encrypts
the DPID using the SM9 encryption algorithm to ensure that only the original TA can decrypt the broadcast
information.

At registration, the VPK is generated by signing the DPID and other data using the SM2 encryption algorithm,
and then the SM2 signature is broadcasted through the Trusted Data Center. After the receiver in the carpool
network receives it, the enabling task loads the masked identity into the blockchain, which is decrypted using
the SM9 decryption algorithm, and then further searches for the VPKT that is identified by the DPID, thus
obtaining the user’s VPK and the disseminated information.
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Figure 3. SM9 Key Exchange Protocol Flow.png.

After the cross-border TA obtains the user’s DPID, the user makes a cross-domain request to the trusted data
center, which verifies their identity through the A-Chain (B-Chain) of the application chain, obtains the DPID
provided by the user by using the masked identity learned through broadcasting, searches for the VPKT cor-
responding to the DPID, and then verifies the signatures with the VPKs on the application chain, which has
already ensured that the DPID provided by the user is the same as the VPKs registered in the original TA.
The VPKT will then verify the user’s identity with the VPK in the application chain to ensure that the DPID
provided by the user is the same as that registered in the original TA, thus verifying the authenticity.

In this process, both parties have to carry out SM2 calculations on the user’s cell phone and license plate
numbers to generate the DPID; if the user provides the same cell phone and license plate numbers, then the
DPID calculated by the two TAs is the same and can complete the verification to complete the authentication.

The digital signature in the SM2 algorithm is generated by a signer on the data, which, in the program, is the
cross-border TA signing on the DPID, and then, the TA verifies the signature.

[30]

A flowchart of the SM2 algorithm is shown in Figure 5'°°/, where IDA is the recognizable identity of subscriber
A; M is the message to be signed, M’ is the message to be verified, and G is a base point of the elliptic curve
of prime order. SM2 uses part of the subscriber’s identity private key for signing, and then, the public key is

generated by the cross-border TA and sent for verification of signatures to complete the identity authentication.

Using the SM2 algorithm, on the one hand, can complete the authentication; on the other hand, it can use SM2
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Figure 4. SM9 Key Encapsulation and Decapsulation Algorithm Flow.

to encrypt the user’s DID and DPID and then upload them to the blockchain.

The cross-border user can only provide the same information during registration to get the same DPID in the
cross-border TA to be transmitted back to the original TA. Only when the original TA receives the correct
DPID can it complete the signature verification with VPK and then use the DPID to successfully decrypt the
user’s DID from the VPKT, thus strengthening the security of the data.

The application chain uses the cross-chain gateway to forward cross-chain requests and then conducts identity
authentication audits through hash time locks and releases customs clearance certificates after the audits.

4. EXPERIMENTAL DESIGN

4.1. System architecture
The proposed system mainly implements the signature part of the NFT, the NFT generation on the application
chain, and the verification time.

To implement NFT generation, you need to build and initialize the blockchain and complete operations such
as uploading. To complete the experiment, it is necessary to design further the NFT related to the user to
realize data uploading and recording time.

4.1.1. Blockchain creation

Creating a blockchain starts with choosing a blockchain platform; in the design of this project, the choice was
made to deploy the private chain on the Ether platform. The Ether platform is an open-source blockchain
platform that allows developers to build and deploy smart contracts and DApps. DApps are open-source appli-
cations based on the Ethereum blockchain, where a consensus is maintained between the user and programmer
during the development process. The source code is available for examination, and the application is stored in
the blockchain to ensure trust and transparency *'.
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Figure 5. SM2 Digital Signature Generation and Digital Signature Verification Algorithm Flow.

The experiment used Windows 10, and Ganache was chosen to simulate the local Ethereum network. Ganache,
a personal blockchain simulator and development environment for Ethereum and blockchain development,
allows developers to quickly build a private Ethereum blockchain network in a local environment that contains
one or more virtual nodes and generates virtual accounts for each virtual node, which can be used to simulate
a real Ethereum account. Ganache provides a local and virtual blockchain for testing. It provides ten external
user accounts, each assigned a unique Ethereum address and a private key associated with it. All the accounts
come preloaded with 100 ‘fake’ ethers*2).

After quickly creating an Ethereum network and accounts using Ganache, MetaMask is used to manage Ethereum
and interact with Ethereum smart contracts. MetaMask is a widely used Ethereum wallet and browser plugin
that allows users to create and manage Ethereum wallets, including operations such as generating public/private
key pairs, backing up and restoring wallets, and providing a convenient interface for users to interact with
Ethereum smart contracts. The interaction requires connecting MetaMask and Ganache, entering the RPC
server address of the Ganache network in the MetaMask plugin, selecting an account from the Ganache inter-
face, and entering Ether into MetaMask to complete the creation and preparation of the blockchain; after that,
a written smart contract must be deployed into MetaMask.


http://dx.doi.org/10.20517/jsss.2023.26

Ying et al. J Surveill Secur Saf 2023;4:112-28 | http://dx.doi.org/10.20517/jsss.2023.26 Page 13 of 17

4.1.2. Smart contract initialization

The writing and deployment of smart contracts is a key step in the development of blockchain applications.
The requirements that need to be fulfilled for the project’s smart contracts report are the need to complete
the initialization, addition, and deletion of VPKTs in the smart contracts and the call to the NFT contract to
complete the generation of NFTs for the data.

Truftle is used for innovative contract development, deployment, and testing. Truffle is a popular Ethereum
innovative contract development framework designed to simplify and accelerate the process of developing,
testing, and deploying Ethereum smart contracts. Truffle is scriptable, and extensive deployment and migration
framework Mocha/Chai libraries are used for unit testing the smart contract functionalities'**. It provides
developers with tools and features that make building DApps and smart contracts easier.

Truffle was used to create a new project and check the correct structure before moving on to innovative con-
tract development. Smart contracts need to complete the contents of the provided ABIs to call the VPKTA
algorithm. This involves initializing, adding, deleting, and performing other operations on the VPKT within
the smart contract. Similarly, these smart contracts complete the generation of the NFT and the subsequent
data uploading process.

The ERC-721 standard contract implements the NFT function in the smart contract compilation. ERC-721isa
standard for displaying ownership of distinct NFTs. Moreover, it specifies an API for smart contract tokens >4,

For each NFT created, the smart contract records the generation and minting times of the tokens and triggers
an information storage event. The user can call this function through the token ID to get the generation time,
minting time, and minting execution time of the tokens.

4.1.3. Realization of NFT contract
Implementing the NFT contract is similar to the smart contract implementation described above and requires
Truftle for compilation and deployment and generating an ABI for smart contract calls.

Truffle is used to compile the smart contract, deploy the compiled NFT smart contract after completion of
compilation, transfer the smart contract to Ganache, and generate the contract’s ABI and bytecode file for the
previously mentioned smart contract to run and call.

The next step is to design the user interface for ease of use by creating a new HTML file and adding the required
HTML structure and styles, including buttons, forms, text boxes, and other elements, to realize the interface
for interaction with the smart contract. The smart contract functions are called through the ABI to realize the
interaction with the blockchain.

For example, the user can fill in the NFT attributes in the interface and then trigger the create NFT function in
the smart contract through the interaction button, interact with the smart contract deployed on the Ganache
network through the front-end interface, and test the adding, deleting, and changing of the VPKT elements,
as well as the NFT generating function to add new NFTs to the blockchain, which represents the TA in the
project. The TA collects the user’s identity information for encryption and then uplinks it to generate NFTs.

Web 3.0 is the incoming evolution of the World Wide Web (www). From its predecessor, people are now using
the internet more than ever, not only for entertainment but for other purposes. In this iteration, decentral-
ized networks are taking center stage, highlighting artificial intelligence (AI), blockchain, and other emerging
technologies **).
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Web 3.0 represents an evolution of the centralized and siloed topology of Web 2.0 by focusing on more con-
nected, decentralized, and open technology to democratize data and services between databases, tools, devices,
people, teams, and organizations to provide secure single sources of truth on decentralized trust layers*>). In-
teraction with smart contracts is achieved by writing web3.js API interfaces. The web3.js API was used to send
the user’s input to the Ethereum network after being received through a web interface [*°.

After performing initialization, we load the Web 3.0 library and connect to the Ethernet network, get the
current account, and store it in the component’s state. Then, we create a contract instance using the ABI and
address of the smart contract and store it in the components state. The smart contract is called to get the data
from the NFT and store it in the relevant variables. The blockchain is interacted with via the Web3 library
blockchain, loading the smart contract data and providing an interface to cast and display the NFT.

4.2. Implementation

The experiments in the study focused on the time of NFT generation and validation. To verify these processes,
the smart contract generated by the NFT of blockchain was deployed on a PC, and a time test was conducted to
evaluate their duration. First, we need to determine the experimental parameters to be tested, considering the
cost of the experiment and project requirements. We also need to assess the impact of experimental parameters,
such as data upload speed and transaction cost, on NFT generation time.

To execute a smart contract, a user-controlled account must purchase a certain amount of gas using ether,
the common currency in the Ethereum network. The gas cost is the transaction fee to encourage miners to
include the code execution of the smart contract in the blockchain *”!. Thus, the purpose of the experiment
was twofold: to test the time of NFT generation and to measure the consumption of generating an NFT.

We aimed to design and implement a basic Dapp with data uploading and display functions to measure the
two parameters. The user interaction was realized through Web 3.0. Identical versions of Ganache, Truffle,
and MetaMask were used on the same PC hardware. In addition to the generation of NFTs, the signature and
verification of SM2 are also required, and the code implementation of SM2 and SM9 is in Python, which has
excellent flexibility and operability. Considering that the federated blockchain has no impact on the model
performance and is only used to maintain the blockchain, the federated blockchain was not activated in the
experiments.

To accomplish the experimental generation of NFTs, we wrote two codes: the smart contract and the code
for Web 3.0. First, we want the NFT to store the time spent minting itself, i.e., the signature information. A
dynamic array is created for storing the tokens owned by the caller, a vibrant collection is designed for storing
the generation time of the tokens, and the tokens held by the caller and the corresponding generation time are
returned via a smart contract.

To measure the time required for NFT generation, several experiments are needed to obtain the average gen-
eration time and to minimize the effect of random factors on the results to ensure the reliability and stability
of the results.

This is followed by collaborating with smart contracts through Web 3.0 to provide an interface on the web
page that the user can interact with, giving input boxes and pop-ups to be used as data uploads and identity
signatures and allowing the data to be visible in Web 3.0. From the above steps, we have realized a simple
Dapp, compiled and deployed by Truffle on a virtual chain created by Ganache. Then, we ran it to realize the
functions required to cast NFTs and display the time consumed.

Next, we cast NFTs for different data sizes using identical signatures and observed and recorded the time and
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ether consumed for each NFT from the deployed web page and Metatask. For the accuracy of the data, five
results were averaged for each test.

After testing, the total time for generating each 1024-bit NFT was approximately 6470 ms, and the consumed
ether was 0.0309. Including the time for Metatask confirmation, the total consumed time for developing an
NFT is approximately 10-15 s, basically in line with the IoV. As the data are only uplinked to the locally deployed
blockchain, NFT casting is much faster than Ethernet, consuming only half the time to complete casting but
significantly more ether. Comparable to other NFT generation schemes, it is quicker but consumes more.

5. DISCUSSION

Cross-domain authentication is mainly used in verifying NFT; in constructing a cross-border vehicle monitor-
ing platform, it is necessary to comprehensively consider the cross-border data in different demand scenarios
of data sharing modes and the whole life cycle of privacy protection.

The previous system model proposed the SM2 signature and signature verification method to complete the
NFT authentication. At the same time, SM9 is used for cross-domain transmission of DPID, transforming
the problem of cross-domain authentication into the realization of the SM2 algorithm of digital signature and
signature verification.

Using the SM2 algorithm for signature verification can ensure the authenticity and validity of user identity.
This design guarantees that all cross-border data are encrypted, which significantly improves the security and
reliability of cross-border data interactions, prevents the occurrence of forged identity information, enhances
the credibility of the whole system and data privacy protection, provides encrypted protection of cross-border
vehicle user information, and reasonably manages the shared data to guarantee the user’s data sovereignty and
integrity.

The experiments conducted in this are rather crude and only intended to verify that the NFT’s functionality
can satisfy the model’s needs. There is still much room for modification. This study did not improve the SM2
and SMo algorithms because the main work was focused on the model design and experiments.

6. CONCLUSIONS

In this paper, we proposed a distributed identity management model for the NFT blockchain for cross-border
data privacy protection. The model employs the NFT project scenario to avoid cross-border transfer of sensi-
tive data using identity authentication to protect the privacy of cross-border users. It incorporates state secret
SM2 and SM9 algorithms to complete key transmission and NFT verification, making it suitable for practical
IoV applications. Future work will focus on the practical application of NFTs in identity authentication for
IoV.
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