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Abstract

This paper introduces a novel importance-driven denial of service (IDoS) attack strategy aimed at impairing the qual-
ity of remote estimators for target agents within multi-agent intelligent power systems. The strategy features two key
aspects. Firstly, the IDoS attack strategy concentrates on target agents, enabling attackers to determine the voltage
sensitivity of each agent based on limited information. By utilizing these sensitivities, the proposed strategy selec-
tively targets agents with high sensitivity to amplify disruption on the target agent. Secondly, unlike most existing
denial of service attack strategies that adhere to predefined attack sequences, IDoS attacks can selectively target
important packets on highly sensitive agents, causing further disruption to the target agent. Simulation results on the
|IEEE 39-Bus system demonstrate that, compared to existing denial of service attack strategies, the proposed IDoS
attack strategy significantly diminishes the estimation quality of the target agent, confirming its effectiveness from
an attacker's perspective.
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1. INTRODUCTION

The power system is the backbone of society, directly impacting people’s lives and a nation’s economy '), How-
ever, as digitalization advances, interconnected power systems present more opportunities for attackers!?!,
Among the various types of attacks, denial of service (DoS) attacks and deception attacks are predominant ),
Unlike deception attacks, DoS attacks aim to exhaust network resources, cause congestion, and disrupt user
access by flooding the system with a large volume of meaningless packets!). Despite the apparent simplic-
ity of DoS attacks, their destructive potential poses a significant threat to the stability of the power system,
warranting heightened attention (>4,

In the field of power system security literature, there are generally two main perspectives: the defender’s per-
spective and the attacker’s perspective. The defender’s perspective focuses on developing various methods to
counter increasingly severe cyber attacks, including techniques such as proportional-integral observers!”), con-
sensus control ¥, bandwidth-conscious event-based control!®), and collision-free multi-platoon control %),
In contrast, the attacker’s perspective predominantly explores more destructive attack strategies or seeks to
enhance stealthiness. For instance,['!] optimizes attack scheduling to maximize destructive impact and pro-
poses that continuous attacks can significantly amplify the potency of DoS$ attacks. Building upon this, !
addresses attack scheduling under energy constraints. To counteract remote estimators, studies such as[>-13]
respectively delve into stochastic DoS attack allocation, adaptive dynamic programming approach, and attack
energy management. Furthermore, studies such as['*~'#) explore the complexity of attack scheduling, encom-
passing aspects such as sensors, communication protocols, and cooperation strategies.

In this context, most DoS attacks are typically indiscriminate, meaning the attacker lacks specific knowledge
about the target system and employs random or preset patterns of attack!'!), On the other hand, deception
attacks are based on the attacker having an in-depth understanding of the system '), including detailed knowl-
edge of its structure, parameters, controller gains, and estimator gains. These two types of attackers represent
two extremes: one is completely unaware of the system and relies on random or preset attack strategies, while
the other is well-informed about the system and can leverage detailed information to execute precise attacks.
Typically, certain information about power systems, such as topology and system output, is relatively easy for
attackers to obtain, while other critical details, such as estimator gains, are harder to access. Therefore, from
the attacker’s perspective, devising an attack strategy based on readily accessible system information is crucial,
which is a key motivation for this paper.

Although the aforementioned literature endeavors to increase the destructiveness of attacks, two critical issues
deserve attention. Firstly, most current DoS attack strategies indiscriminately target the entire system in a
predetermined sequence. However, in real-world power systems, certain agents hold greater significance, such
as those serving airports, hospitals, financial centers, and control centers!>°/. Designing a DoS attack strategy
to inflict greater damage on specific agents is one of the primary motivations of this paper. Secondly, certain
information in power systems is easily accessible to attackers, such as packet importance>!), system topology,
and rated parameters. Effectively leveraging this information to amplify the destructiveness of DoS attacks
serves as another motivation for this paper.

To tackle the challenges outlined above, this paper first proposes a method for calculating the sensitivity of
target agent voltages. Secondly, we utilize these sensitivities to develop a novel importance-driven DoS (IDoS)
attack strategy, which integrates agent voltage sensitivity with packet importance. To achieve these objectives,
we pose two questions:

(1) How to design a method to calculate voltage sensitivity using limited information?
(2) How to design the IDoS attack strategy by integrating sensitivity information with packet importance?
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The primary focus of this paper is to address these two inquiries. The key innovations of this paper are sum-
marized as follows:

(1) A new method for computing voltage sensitivity is proposed. Unlike existing sensitivity calculation ap-
proaches?>-24l, this method reduces reliance on system information, including current state values and their
respective rates of change, thereby enabling attackers to implement attacks more practically.

(2) A novel IDoS attack strategy is designed, which integrates both voltage sensitivity and packet importance.
Unlike most DoS attack strategies that target indiscriminately ' »'?), our approach allocates more attack energy
to important packets on sensitive agents, thus resulting in a greater potential for disruption on the target agent
compared to other attack strategies.

The structure of the subsequent sections of this paper is as follows: Section 2 discusses the calculation of voltage
sensitivity. Section 3 presents the design process of the IDoS attack strategy. Section 4 conducts simulations
to assess the destructive capability of the attack strategy. Finally, Section 5 provides a summary of the study.

Notation Let the superscript R indicate the real part of a parameter, the superscript 3 denote the imaginary
part, and the superscript T represent the transpose of a matrix. The notation || - || denotes the Euclidean norm,
A signifies a change in a parameter, and exp(-) refers to the exponential function with base e.

2. SYSTEM AND STATE ESTIMATION

In a multi-agent power system with n agents, the measured values obtained from devices such as phasor mea-
surement units (PMUs) can be represented as z(k) = [z1(k) --- z,(k)]7, where k indicates the discrete time
step, zi(k) = Vi(k) and V; is the voltage of the i(i = 1,---, n)th agent. The system state can be denoted as
x(k) = [x1(k) -+ x,(k)]T, where x; (k) = [V;(k) I;(k) 6:(k)]", in which I; signifies the injected current at the
ith agent and 6; is the phase angle. Therefore, the system model can be expressed as:

z(k) = h(x(k)) + e(k), (1)
where (k) denotes the measurement noise.

Various methods are proposed to estimate the system’s state, with weighted least squares (WLS) being widely
favored, defined as follows:

%(k) = arg H&I;[Z(k) — h(x(k)]"Y ! [z(k) = h(x(k))]. (2)
X
where Y denotes the covariance matrix of measurement errors.

After completing the state estimation process, the detection of faulty data is typically performed to identify
potential measurement errors. Among various methods for detection, the maximum normalized residual test
is the most commonly used. In this method, the residual is defined as:

¥ (k) = [e0) = Ao )

The parameter y (k) serves as a crucial metric for assessing estimation quality. A lower y (k) value indicates
superior estimation performance. Therefore, our study focuses on designing a DoS attack strategy from the
attacker’s perspective to maximize y (k).
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3. IDOS ATTACK STRATEGY DESIGN

In this section, a novel IDoS attack strategy from the attacker’s perspective is introduced. This strategy leverages
the voltage sensitivity of agents and the importance of packets. By allocating more attack energy to the critical
data packets of highly sensitive agents, it maximizes the estimation error of the remote estimator. The design
comprises two main steps: firstly, analyzing the voltage-current relationships of all agents in the system to
determine the voltage sensitivity of the target agent to each agent; secondly, allocating more attack energy to
important packets on highly sensitive agents, thereby inflicting more severe damage on the target agent.

3.1 Voltage sensitivity to powers

To enhance the feasibility and practicality of the proposed IDoS attack, this subsection introduces a new
method for calculating voltage sensitivity. This method minimizes the attacker’s need for extensive system in-
formation, requiring only the power system’s topology and rated parameters to accurately compute the voltage
sensitivity of each agent. The calculation process is as follows: First, the relationship between system voltage
and current is established through power flow analysis. Next, the active and reactive voltage sensitivities of
the target agent are determined from this relationship. Finally, the voltage sensitivity of the target to all other
agents is obtained using an improved entropy method.

In the multi-agent power system, the first agent is designated as the reference agent with its voltage set as the
reference voltage. The relationship between the voltage of each agent and the injected current can be expressed
as follows:

Vi 10 - 01
Vs @y Dy -0 Dy |
=1 . . . (4)
Vi On Pp o Dyl L,
where
(D2n = R2n + jXZm (DnZ = Rn2 + an27
n n—1
Oy == > (Roi+ jXa), @un == > (Rui + jXui),
i=1, i#2 i=1
in which R,; + jX,; (i = 1, ---, n) represents the impedance of the line between the ith agent and the nth

agent, ¢ denotes the scaling constant, and V; and I; refer to the rated voltage and rated injected current of the
ith agent, respectively.

Without loss of generality, we define the £(& = 1, - -+, n)th agent as the target agent. For simplicity, let us
assume that all agents except the ith one have zero injected currents. Based on Equation (4), we obtain the
following outcomes:

(VE+ VHVE = V) = (VE + VIV = VD) = (R + X)) (Pi - jQ), (5)

where V,. = V1, P; and Q; represent the rated active power and rated reactive power of the ith agent, while
R and J denote the real and imaginary parts of the parameters, respectively.

To understand how changes in active power P; affect the voltage Vi of the target agent, we take the partial
derivative of the active power with respect to Equation (5). This operation gives us the voltage-active sensitivity,
which measures the change in voltage at agent ¢ due to a change in active power at agent i. The voltage-active
sensitivity of the £th agent to the ith agent can be expressed as:

epi= —o = — (VR 4 vI &, (6)
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Specifically, when i = ¢, Equation (5) can be updated to:
n n
(VR +JVIIVE =V =VE=( D) Ra+j D Xe)(Pe = jQe). (7)
i=1,i#& i=1,i#l
In this case, by taking the partial derivative of the active power with respect to Equation (7), the self-voltage
sensitivity of the £th agent is:

R NJ
- % 1 v, 58V§

er Ve op; T Ve apy )

ST (®)

This self-sensitivity reflects how changes in the active power of the target agent itself affect its own voltage.
av: vy oavE avy
Parameters ﬁ, («,—If;, ﬁ and ﬁ in Equations (6) and (8) are determined by solving the following system

of equations:
ovE

1 vt ov? vt ov?
— L o (VRR+VR L yyS L yRIL_yITli
oP; Vi ! ¢ 9P, ¥< 9P, Y 9Py ¢ OP;
v oV ovE ov?
_V‘S VS i _V‘R i _VS i +V‘R LX),
P (Ve oP; Y€ 9P, ¢ 9P, ¢ 0P )
vy VR V3 oV
¢ I I i R R i N
(VI V) (VR VB Ly VI Ly X)),
P vi%(( be V) Gy~ Wee =V g Vi G H XD (©)
R Iad I S _ R mR
We 2V P = Vo P ~ Vo P
R J R R 3y’
0P (V)2 + (Vg )2 =2V Ve =2V, Vg
3 3 R gy R
Ve _®f V3oV
OPs VR V3.0P;
Through the aforementioned steps, the voltage-active power sensitivity vector ep = [gp, - - &p,] can be ob-

tained.

Similarly, from Equation (5), we can obtain the voltage-reactive sensitivity of the £th agent to the ith agent as:

R N
€0, = % = L(V‘K—(W‘g +V —(Wé
P00 Ve Y00 ¢ 00 (10)
R N
gQ, _ 6V5 _ L(V‘Ravf . Savf
€00 Ve £ 0Q¢ ¢ 00:”

avg‘ avg av‘j av§ . .
where the unknown parameters 55-, 75- 70¢ and 70, can be solved by the following system of equations:
vt VR V3 vt avI
0Qi Vi P00 00 £ 00 ¢ 00

dvR av? avR av?

N N i R i N i R i
-V - - - R))),
Vi Ve o Vee 90; Ve 90; Ve 90Q; )

vy avx® ove  _ayR
¢ N N i R R i N i

(W v R R 3T Ry,

00; Vi‘R(( ¢ ‘f)ﬁQi (Ve = Ve )an " 00; 2 (11)
R N R IHR R HT

oV, VoePer =2V Ppp =V P

0Qs (VR +(V3)? —2VRVE —2v . vY'
3 R o R R

Ve Vg ovl of

90: VE0Q: VX
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Therefore, the voltage-reactive power sensitivity vector g = [gg, -+ €¢,] can be derived.

After normalizing these vectors, the Pearson correlation coeflicient is introduced. The sliding window for the

ith agent is defined as:
Z{[i,i+¢], ifi <n-y; (12)

[i, n] UL,y —n+i], otherwise,

where the window length is ¢ + 1 and ¢ < n — 1. A shorter window can promptly respond to short-term data
changes but may be susceptible to noise interference. Conversely, a longer window can effectively smooth out
data, reducing the impact of noise, yet it may not be as sensitive to short-term fluctuations. Attackers can tailor
their choice of window length based on the specific characteristics of the data.

As the window moves, the correlation coeflicient can be calculated by:

5 [(eh, ~ &) (), — )]

AR P— , (13)
Z (Spl - ép)z Z (S’QI - é’Q)z
ew-l lei
where
gp, —min(gp) 1 v
gy = — == g,
" max(ep) — min(gp) n&el
o - foi—min(eg) 1 Z":g,
Qi max(gg) — mln(SQ) n Za

i=1

To capture the interrelationships among the elements in the sensitivity vector, we introduce exponential infor-
mation entropy. Therefore, the voltage sensitivity of the target agent to the ith agent is represented as:

wpEp;, + WQEQ,

Nt i Sl 5 % 14
Ej wp + wg (14)
where (e &)
n g (&,
wp = (Z P loge SP)Z P Zm Z Q s
=1 I=1
oo (15)
£0,"m(Zp> £p)
wQ—(Ze eroge Qz)z .
Zl ngz

Remark 1 Current methods for calculating voltage sensitivity necessitate power system topology, parameters,
voltage, and power outputs to derive variations [22-24] 45 demonstrated by:

AVg = AQ,‘SQ{. + APié‘P[,

where AV, denotes the voltage change at the £th agent, and AQ; and AP; represent changes in reactive and
active power at the ith agent, respectively. However, from an attacker’s viewpoint, obtaining the system state
information requires prolonged eavesdropping on the control center, posing significant challenges. Conversely,
our proposed voltage sensitivity calculation method only requires obtaining the power system’s topology and
rated parameters, enhancing practicality and feasibility.

Remark 2 To obtain the sensitive information, an enhanced entropy-based weighting method is employed.

Traditional entropy-based approaches!>?¢) primarily address data uncertainty while disregarding inter-data
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Control command
Control —_—_———— ——

r—-—————-—- center

iy E}

e
“rer |DoS attacl!I
Az,

Figure 1. IDoS attack scheme. IDos: Importance-driven denial of service.

relationships, which can lead to inaccuracies in weighting calculations. To overcome this limitation, this pa-
per introduces exponential entropy and the Pearson correlation coefficient to respectively capture relationships
among data and between active and reactive power, thereby enhancing the efficiency of comprehensive infor-
mation utilization.

3.2 IDoS attack strategy design

By leveraging the sensitivity of each agent obtained previously, this section proposes a novel IDoS attack that
allocates more attack energy to the important packets transmitted by highly sensitive agents, potentially causing
greater disruption.

An experienced attacker targets the network channels between PMUs and control centers [Figure 1]; we can
make the following assumptions about the capabilities of the attacker:

Assumption 1 (1) The attacker can access the topology of the power system to calculate the voltage sensitivity
of the £th agent to each agent, forming a subset S = {g¢,, -+, &, }, where g5y > -++ > gz and 1 <5 < n.
It is evident that the £th agent exhibits the highest sensitivity to the &;th agent; (2) The attacker can eavesdrop
on output packets and retain the latest non-attack packets.

Remark 1 In contrast to2”-2%), the attack strategy proposed in this paper does not require attackers to obtain
hard-to-access information, such as real-time state values or control gains. This enhances the feasibility of
Assumption 1.

Based on the aforementioned assumptions, attackers operate according to the following attack mechanism:

1, ifd(k)>0;
ci(k) = . (16)
0, otherwise,

where
9(k) = |1z (k) — 2 (K| - 5 lzi (k)P 2z € S, (17)

in which p > 0 represents the attack parameter, determined by the attacker to adjust the attack frequency. z; (k)
stands for the output data of the ith agent, and z;(k,) denotes the most recently received non-attack packet.

When ¢;(k) = 1, it indicates that the attacker initiates an attack on the ith agent at time k. As a result, the
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packet z; (k) is attacked, rendering it inaccessible to the estimator. Conversely, when ¢;(k) = 0, it signifies the
absence of attacks, leading to the update of the most recent non-attack packet as z;(k,) = z; (k).

Remark 2 The IDoS attack model Equation (16) distinctly illustrates the correlation between attack behavior
and the output packets z;(k), z;(k,), voltage sensitivity &¢,, and attack parameter p. However, the variables
zi(k), zi(k,), and g, are beyond the attacker’s control. The attacker can adjust the attack frequency by manipu-
lating the attack parameter p. When faced with energy constraints, increasing the attack parameter p enables
the attacker to reduce attack instances, thus lowering energy consumption. Fundamentally, the proposed IDoS
attack model effectively integrates voltage sensitivity, packet importance, and energy constraints.

Remark 3 The proposed IDoS attack strategy is inspired by the event-triggered mechanism, where only sig-
nificant data packets are transmitted. Similarly, the attack model Equation (16) targets only important data
packets. A higher value of 9;(k) indicates that the data packet z;(k) is more important, and attacking this
packet can cause greater harm. Despite these similarities, there are notable differences between the two. The
widely used event-triggered mechanism >/ is defined as:

9() = (z(k) = 2(k) ¥ (y (ko) = y(k)) = pz" (k) Pz(k),

where p is the trigger threshold parameter, and W is the weighting matrix to be designed. In contrast, the IDoS
attack model Equation (16) only requires the attacker to determine the attack parameter p.

Remark 4 In reality, power systems typically encompass numerous agents. When attack energy remains con-
stant, evenly distributing it across each agent leads to energy dispersion, thereby diminishing the attack’s im-
pact. Hence, the attack strategy proposed in this paper concentrates the attack energy on the most sensitive
subset of agents, denoted as S. The size of this subset, denoted by n (1 < 1 < n), is determined by the at-
tacker based on their attack resources and technical proficiency. Specifically, when 7 = 1, the attacker targets
important packets solely on the most sensitive agent, whereas with n = n, the attacker simultaneously targets
important packets across all agents.

4. EXPERIMENTAL SIMULATION RESULTS

To validate the disruptive potential of the proposed IDoS attack strategy, this section conducts simulation
experiments on the IEEE 39-Bus system [Figure 2]. Firstly, the experiment explores the relationship between
the attack parameter p and the number of attacks, enabling attackers to set appropriate attack parameters based
on the available attack energy. Secondly, the proposed IDoS attack strategy is compared with two traditional
DoS attack strategies and DoS attack strategies that consider only partial importance information, thereby
verifying the effectiveness of the proposed IDoS attack.

Without loss of generality, Bus 16 is designated as the target agent. Using Equation (14), we obtain the voltage
sensitivity of each agent as shown in Table 1. Setting n = 4, e(k) = 3exp(—k) sin(k), the four agents with
the highest sensitivity are Bus 16, Bus 19, Bus 21, and Bus 17, i.e., S = {0.4432, 0.1413, 0.1248, 0.1179}. To
better reflect the destructiveness of the attack, we define the cumulative error as J = Y}, y(k).

According to the attack model Equation (16), the relationship between the attack parameter p and the number
of attacks on each sensitive agent can be observed as depicted in Figure 3. It can be inferred that as p increases,
the number of attacks on each sensitive agent decreases. Thus, attackers can adjust p based on the allowable
attack times determined by attack energy. Additionally, agents with higher sensitivity are allocated more attack
energy/times. For the sake of generality, in this experiment, p is set to 0.8. Within the sampling time period
[0, 40], the attack instances and intervals for these four agents are illustrated in Figure 4. From this, the total
number of attacks is calculated to be 95.
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g 3

Figure 2. |[EEE 39-Bus system.

Table 1. Sensitivity for each Bus

Bus1 Bus 2 Bus 3 Bus 4 Bus 5 Bus 6 Bus 7 Bus 8 Bus 9 Bus 10 Bus 11 Bus 12 Bus 13
0.0017 0.0008 0.0012 0.0006 0.0008 0.0008 0.0052 0.0005 0.0013 0.0009 0.0009 0.0069 0.0009

Bus 14 Bus 15 Bus 16 Bus 17 Bus 18 Bus 19 Bus 20 Bus 21 Bus 22 Bus 23 Bus 24 Bus 25 Bus 26
0.0008 0.0589 0.4432 0.1179 0.0037 01413 0.0004 0.1248 0.0009  0.0032 0.0437 0.0035 0.0027

Bus 27 Bus 28 Bus 29 Bus 30 Bus 31 Bus 32 Bus 33 Bus 34 Bus 35 Bus 36 Bus 37 Bus 38 Bus 39
0.0020 0.0208 0.0018  0.0003 0.0002 0.0002 0.0002 0.0002 0.0002 0.0002 0.0002 0.0002 0.0060

40! T T T T T T T T

—¥— Bus 16
35r —6—Bus19]
Bus21
30 F —&— Bus 17|

Attack times
= = N N
o [62] o [63]
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o
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w
w
5
IN

45

Figure 3. The relationship between p and attack times.

To ensure the effectiveness of the comparative experiments, we maintain an equal total number of attacks
launched by different attack models within the same time frame. The attack models being compared are as
follows:

(1) Model 1: The attacker launches IDoS attacks, with the timing of the attacks determined by the proposed
model Equation (16).

(2) Model 2: The attacker employs IDoS attacks without considering voltage sensitivity, with the timing deter-
mined by the proposed model Equation (16), where g¢, = &¢, = &, = g, = 0.25.

(3) Model 3: The attacker executes IDoS attacks without considering packet importance. The attack probabili-
ties for Bus 16, Bus 19, Bus 21, and Bus 17 are set to 0.875, 0.625, 0.45, and 0.425, respectively.

(4) Model 4: The attacker initiates Bernoulli distributed DoS attacks '), with the timing of attacks adhering
to the Bernoulli parameter. The attack probability within the time range [0, 40] is set to 0.5938.

(5) Model 5: The attacker employs uniformly distributed DoS$ attacks('!], with the timing of attacks evenly
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Figure 4. IDoS attack instants and attack intervals. IDoS: Importance-driven denial of service.
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Figure 5. Cumulative error under various attack models.

distributed.

Due to the stochastic nature of the aforementioned attack models, this study conducts 500 experiments for
each model. The average results from these experiments serve as the evaluation standard, ensuring that the
conclusions drawn are statistically significant and reliable.

Under different attack models, the cumulative error of Bus 16 is illustrated in Figure 5. Upon observation,
several trends become apparent: Firstly, the first three IDoS models noticeably outperform the others. This
indicates that even without the full sophistication of considering both voltage sensitivity and packet importance,
IDoS models are more effective at disrupting the system than traditional DoS attacks. Secondly, IDoS attacks
that simultaneously consider voltage sensitivity and packet importance are markedly superior to those that
neglect either voltage sensitivity or packet importance. This superior performance can be attributed to its
comprehensive approach; this dual consideration allows the attacker to maximize the impact by focusing on
the most critical points in the system, thereby causing more substantial disruptions. In contrast, Model 2,
which uses IDoS attacks but disregards voltage sensitivity, and Model 3, which considers voltage sensitivity
but neglects packet importance, both show lower cumulative errors compared to Model 1. This indicates
that while considering voltage sensitivity or packet importance individually can improve attack effectiveness,
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combining both importance yields the most significant impact. Based on Figure 5, we can conclude that the
proposed IDoS attacks comprehensively consider voltage sensitivity and packet importance, allocating more
attack energy to important packets on sensitive agents, thus causing greater disruption.

5. CONCLUSION

The paper has first introduced a new method for calculating voltage sensitivity, which only requires attackers to
have access to the power system’s topology and relevant parameters, thereby enhancing its feasibility. Secondly,
a novel IDoS attack strategy has been proposed, which simultaneously considers the voltage sensitivity of the
target agent to each agent and the importance of packets. This strategy allocates more attack energy to critical
packets on sensitive agents. Finally, simulation results have validated that the proposed IDoS attack strategy is
more destructive to the target agent compared to other DoS attack strategies.

It should be noted that traditional estimators are no longer effective in providing accurate estimates against the
IDoS attack strategy proposed in this paper. Therefore, designing specialized estimators or controllers that can
effectively address IDoS attacks will be a key focus of our future research. Additionally, for defenders, attack
isolation is an effective method to prevent the spread of disruptions, and this will also be a major area of our
future investigation.
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