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Abstract

Aim: The Internet of Things is a disruptive technology that converts physical objects into a constant source of in-
formation. Internet-connected devices bridge the gap between the physical and virtual worlds through their data-
generating set of sensors. Due to the large-scale proliferation of Internet-of-Things systems into practically every
sector of modern life, they have also become the centre of growing cybersecurity threats and attacks. This is exac-
erbated by the connectivity between different kinds of devices and the lack of standardisation to govern them. The
majority of papers on the security of the Internet of Things discuss one attack or threat at a time, which could lead to
a fragmented understanding of their overall security posture. The aim of this paper is to provide a concise review of
attacks on an Internet-of-Things system, their impacts on loT assets and possible countermeasures.

Methods: We review the available layered representation and functional components of the Internet of Things. We
then identify the system'’s assets and review the literature on loT attacks. We categorise these attacks into groups
using common classification criteria and map them against the assets they target. We also identify the possible
impacts that these attacks could have on an loT system. We explore a number of security controls that could be
deployed to detect or prevent the attacks. Finally, we evaluate these countermeasures against the assets they protect
and the impacts they intend to prevent.

Results: To clearly show the security of loT systems, we identify assets, categorise the different attacks and map
them to the different components of an loT system. Further, we identify the different countermeasures and evaluate
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their effectiveness against loT assets and attacks.

Conclusion: The paper provides a clear and concise description of 10T functional components and computational
models. It also presents an anatomy of attacks on such a system. In addition, the main assets of a typical loT sys-
tem are identified and elaborated. The different types of attacks that can be launched in an loT environment are
categorised and mapped against the different functional components. Further, the different assets are identified and
countermeasures are evaluated on their effectiveness to protect them.

Keywords: Internet of Things, attacks, impacts, countermeasures

1. INTRODUCTION

The Internet of Things (IoT) is rapidly closing the gap between physical objects and the cyber-space. It con-
verts any physical object into a constant source of information. For instance, a smart hospital bed equipped
with sensors can constantly monitor a patient’s condition (up to 35 data points including body temperature,
weight, heartbeat, etc.) and update their medical record. This is only one of the potentially endless IoT use
cases that can be deployed to improve the efficiency of existing processes. As more and more information is
processed through this expanding network of devices, the security of IoT systems becomes increasingly impor-
tant. However, securing an IoT system is a complex endeavour. The heterogeneous nature of the connected
devices, as well as the lack of standardisation to govern them, exposes an IoT system to a variety of security
threats, in some cases to attacks that no longer pose a threat to traditional networked systems.

In an IoT environment, security vulnerabilities may occur in one or more of its components including ser-
vices, software, physical devices, communication protocols, and sometimes even the people who use them.
According to the Unit 42 2020 IoT threat report, 83% of medical IoT devices run on an unsupported operating
system due to the decision of Microsoft to declare that the Windows 7 operating system has reached its end of
life['). The consequences of such decisions on the overall security posture of these devices are severe as it opens
them to new attacks, such as Cryptojacking[?!, and brings back long-forgotten attacks, such as Conficker !,
According to the same report, 57% of all IoT devices are vulnerable to medium- or high-severity attacks, mak-
ing them primary targets to attackers. According to another 2021 IoT threat survey, 51% of organisations
indicated that IoT devices are segmented on a separate network from the one they use for primary business
devices and applications (e.g., HR system, email server or finance system), and another 26% of respondents in
the same group said that IoT devices are microsegmented within security zones, an industry best practice to
create tightly controlled security zones on their networks to isolate IoT devices and keep them separated from
IT devices to prevent hackers from moving laterally on a network!*). According to a 2021 security report by
PSA Certified, only 47% of respondents said they carry out threat analysis in the design of new products!®,
All these surveys indicate that IoT systems are vulnerable to a host of threats, and this is further exacerbated
by organisations’ weak security approach in their design and operation.

Security attacks on an IoT system and their corresponding countermeasures have been covered extensively
in the literature but mostly in a fragmented approach. Most of the published works discuss attacks and their
countermeasures in isolation, which could lead to a partial view of the overall security posture of an IoT system.
As with any other system, the IoT is only as strong as its weakest link, and to truly secure it, we have to look at
all of its components and subsystems. The aim of this paper is to provide a holistic view of the security of an IToT
system. To do this, the different functional blocks and system assets need to be identified. The various attacks
must be classified into groups of similar nature based on the skills required, assets they target and impacts they
may have. Similarly, the different countermeasures must also be classified and evaluated against the assets they
protect and attack impacts they intend to prevent or minimise.
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Figure 1. Functional building blocks of an loT system.

The rest of the paper is organised as follows. Section 2 provides a brief description of the layered architecture,
different functional components and computational models of a typical IoT system. Section 3 presents a de-
tailed discussion of IoT system assets, attacks and their impacts. In this section, we identify the primary IoT
system assets and classify the attacks into groups of similar nature using three-point categorisation criteria.
We map these attacks against the primary assets they target. We also classify the various impacts such attacks
can have on the system. Section 4 discusses different countermeasures that can be used to protect the primary
assets. These countermeasures are evaluated against the assets they protect and the impacts they intend to
prevent. Section 5 highlights the open research issues. Finally, Section 6 provides concluding remarks.

2. 10T ARCHITECTURE, COMPONENTS AND COMPUTATION MODELS

An ToT system is a combination of a variety of technologies. Each application use case combines the core
components of an IoT system in a suitable architecture and computational model that enhances its efficiency.
In this section, we provide a brief discussion of the different technological components that make up the
basic building blocks of an IoT system, how these components are integrated, their roles and the different
computational models that determine where and how data are stored and analysed.

2.1. Components

An ToT system comprises multiple functional building blocks. These building blocks can generally be grouped
into four components: things, communication link, gateways and storage and analytics [Figure 1]. Each of
these components represents different domains of technological innovation, and when they are put together,
they form a complex network of connected devices known as the Internet of Things.

2.1.1. Things

AnToT system is based on things (devices) that provide the sensing, actuation and monitoring activities. These
devices collect data through their connected sensors, exchange data with other nearby devices (via wired or
short-range wireless communication technologies), process data locally or send them to the gateway. In some
cases, these devices may also act as local gateways. Generally, an IoT device/thing may consist of the following
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parts:

 1/O interface to sensors;

o interface for network connectivity including the Internet;
o interface to external memory (RAM) and storage;

o audio/video I/O interface;

 I/O interface to signalling systems (such as LEDs).

2.1.2. Communication link

This component performs the data transmission and reception activities between the sensors and their control
devices. Sensor devices may exchange data with other sensors, collect other sensors” data or simply send only
their measurements to the nearest control device. The primary means of communication between the sensors
and their control devices is wireless communication technology, but wired communication could also be used.
These communication protocols generally work in the data link layer, network layer, transport layer or even
application layer.

2.1.3. Gateway

The primary purpose of a gateway is to bridge between different types of communication technologies. It
creates a bridge between the devices and the Internet. An IoT gateway aggregates data from different devices,
translates protocols or ever processes data before sending them. In addition to the above-mentioned features,
an IoT gateway may also have the following key features.

Serve as a data cache, buffer and streaming device.

o Provide offline services and real-time control of the devices.

o Additional intelligence can be loaded to the gateways for some IoT devices and systems.
 Provide additional security measures such as local device authentication or authorisation.
Perform device configuration and change management roles.

2.1.4. Storage and analytics infrastructure

The storage and analytics infrastructure is a set of servers where the IoT generated data are stored and analysed
to provide application-specific services to the users. These servers can be located in different places depending
on the storage and computational requirements of the systems. For instance, some IoT systems might choose
a cloud infrastructure. Others may choose to shift some of the storage and processing needs closer to the field
devices, e.g. a server connected within the gateway or even into the gateway itself. Some may even go further
by placing lightweight data processing capabilities in the control devices themselves.

2.2, Architecture

The IoT provides a fascinating solution to a lot of challenges. The solutions depend on how the aforementioned
components are integrated, including how the devices communicate and how the data are processed to provide
actionable insights. To illustrate how such integration works, several layered architectural representations of
an IoT system are proposed. These layered architectural representations are known as the three-layer, five-layer
and seven-layer 10T architectures. Table 1 illustrates the five-layer architecture of an IoT system and the role of
each layer in the overall system.

2.3. Computation models

The proliferation of IoT into every sector generates a massive volume of data at a rapid pace. An unprece-
dented volume and variety of data are generated by connected devices. This demands an efficient data storage
and computation model. Since the IoT is being deployed almost everywhere, such as in industrial automation,
agriculture, healthcare, intelligent transportation, etc., it is somewhat impractical to develop one general com-
putational model and design architecture that suits all systems. Therefore, the computational model varies
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Table 1. The roles and features of layers in a five-layer loT architecture

Architecture layers

Roles and functional features

Perception/sensing

Transport

Processing

Application

Business

The functional feature of this layer is sensing capability; it collects and gathers
information about the environments in which the loT devices are located

The transport layer's main feature is transferring the information collected by the
perception layer to the processing layer and vice versa through different
available networks such as WiFi, 3G, 4G, etc

The main feature of this layer is to store and process the collected data to allow
various kinds of services

This layer delivers application-specific services to the users based on the processed
data received from the processing layer

This layer manages the entire loT system. All applications of the loT systems will be
managed from this layer

loT Devices <Billions>

1T Devices
and
Sensors

Fog Computing <Millions> Cloud Computing <Thousands>

IoT Gateway

Cloud Servers

Fog Server p—
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Cloud Servers
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Figure 2. loT computational models.

from application to application. Thus far, three different computational models are used by different IoT use
cases: cloud [Section 2.3.1], fog [Section 2.3.2] and edge [Section 2.3.3] computing. Figure 2 illustrates the
different stages of an IoT system where data may be stored and processed depending on the data computation
model.

2.3.1. Cloud computing

Could computing, at its basic level, is a way for business to use the Internet to connect to an off-premise storage
and compute infrastructure. In the context of IoT, the cloud is used to store and process the generated data.
This provides a central platform for storing, processing and managing IoT devices and their data that can be
accessed anywhere, anytime, from any device. Cloud computing allows IoT systems to scale easily without
the need for significant investment in their back-end infrastructure. However, it also comes at its own cost.
Sometimes by the time the data makes its way to the cloud for analysis and decision making, the opportunity
to act on the data might be gone. This could end up causing a disaster, given IoT systems are increasingly being
deployed in systems that can affect the safety of citizens and infrastructures. Cloud computing for IoT systems
is suitable in the following situations:

o When there are only small independent systems that may have few connected devices, cloud offers an
economically viable option to quickly set up and operate an IoT system.

o There are many devices distributed over a large geographic area and it is impractical to connect them to a
local network, e.g. roadside sensors of an urban intelligent transportation network.

o The IoT system does not require time-sensitive and real-time decision making.
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o The connected devices are embedded in third-party OEM devices and it is either impractical or uneconom-
ical to create another local network to connect them.

» when secondary monitoring of devices that are already connected to other local networks and systems is
needed, the cloud can be used to connect these devices and perform analysis on the aggregated data from
all other sub/systems.

2.3.2. Fog computing

As data generation explodes, central cloud systems are being constrained for storage, computation and man-
agement of connected devices. In addition, the cloud servers might take time to act upon the data received
from the IoT devices as they have to work as a centralised infrastructure to store, process and communicate
the data, and often they are located far from the IoT devices. This creates the demand for better and faster tech-
nologies. This demand has contributed to the emergence and popularity of fog computing to take on some of
the burden of cloud servers. In fog computing, the collected data are processed closer to their source, mainly
within the IoT gateway or fog nodes connected to the LAN network. Compared to cloud, fog computing offers
the following advantages!©:

» Fog analyses the most time-sensitive data locally (closer to the source), enabling a real-time response for
the connected device to act upon quickly.

« Fogoptimises the utilization of available bandwidth by sending only selective data to the cloud for archiving
and historical analysis purposes.

« Fog minimises network latency by shortening the path between the data source (IoT devices) to the pro-
cessing location.

According to IDC, in 2015, the amount of data analysed on Fog nodes was estimated to be approaching 40%
of all data generated by IoT systems!”). This number was expected to increase as the trend of shifting data
processing away from cloud servers was on a sharp rise.

2.3.3. Edge computing

Both edge computing and fog computing offer similar functionalities in terms of pushing both intelligence
and data to nearby analytic platforms that are located either on or near the source of data, be it cars, motors
or ICU beds. Edge computing places the computing resources at the edge of the network closer to the edge
devices than fog computing. In edge computing, the data are processed by the sensors or devices to which
the sensors are directly connected. According to!®), edge computing is built on the back of cloudlets, which
were originally proposed in 2009. The idea of cloudlets is to introduce computing “hotspots” similar to WiFi
“hotspots” to provide selected cloud services without an Internet connection.

It is worth mentioning that these computational models are not necessarily deployed separately. Usually, a
large IoT network utilises all three models together. For instance, highly time-sensitive data are processed by
the sensors or devices that are directly connected to the sensors. Less time-sensitive data are then forwarded
to nearby fog nodes for extra processing. Finally, selected data are sent to the cloud for storage and historical
analysis. Another criterion for deciding which data need to be processed locally and which need to be sent
to the centralised servers is the security requirements. Edge devices are highly secure from cybersecurity
threats as data are kept locally. Fog nodes are regarded as more secure than cloud servers as they keep the data
distributed across a number of nodes.

3. OVERVIEW OF IOT ASSETS, ATTACKS AND THEIR IMPACTS

Having discussed the functional components, architecture and computational models of an IoT system, this
section provides a detailed discussion of IoT system’s assets, the attacks they face and their impacts.


http://dx.doi.org/10.20517/jsss.2022.07

Msgna. J Surveill Secur Saf 2022;3:150-73 | http://dx.doi.org/10.20517/jsss.2022.07 Page 156

Table 2. Internet-of-Things system assets

Asset Description

Physical Objects ~ Physical objects refer to the hardware assets of an loT system.
Such assets include sensors, gateways, routers and servers

Data The perception/sensing layer of an loT system converts an
object into a constant source of information. Such information
is stored in edge, fog or cloud servers. Data asset refers to
the information stored in these servers across the loT network

Link/Protocols The link/protocol asset category refers to a set of communication
technologies used to establish connectivity between the sensors,
networking devices, services and applications of a given
loT system

Software A typical loT system consists of various software ranging from
firmware, operating system and applications. These software are
critical to the successful operation of loT networks

3.1. Assets

An asset is any hardware, software, data or other components of an organisation’s system that is valuable.
Understanding and proper classification of assets are paramount to the identification, deployment and oper-
ation of efficient security controls. Asset classification is the process of assigning assets into groups based on
common characteristics. The popular ISO' standard I1SO27001 recommends all information assets to be clas-
sified ). Before we delve into the details of attacks on IoT systems, it is important to classify and define their
assets. Depending on the nature and role, we classify IoT system assets into four categories. These categories
are presented in Table 2.

3.2. Attacks

ToT system attacks are multifaceted. Imran et al. ') discussed the anatomy of the various malware attacks on
IoT systems. However, malware attacks are only one vector of attack on IoT systems. They come in different
forms and have varying consequences. To understand the overall anatomy of attacks on IoT systems, it is
important to classify them into groups of similar nature and discuss each group. For this purpose, we classify
the attacks into six groups using the following criteria:

o The component of an IoT system the attack targets: An IoT system has four main components and an
attack exploits a specific weakness in one or more of these components. For instance, a given attack may
take advantage of a flaw in the communication protocol, a vulnerability in software or a design flaw in the
underlying hardware.

o The knowledge required to carry out the attack: Another criterion in our classification is the knowledge re-
quired to carry out a successful attack. Different attacks require different sets of skills; for example, the skills
needed to launch a successful attack on a hardware platform, a radio frequency communication protocol
or social engineering attack are vastly different.

o The severity of attack impact: Every attack has some impact on the targeted organisation. However, the
severity of an attack may vary from one organisation to another, ranging from minor service disruptions
to permanent data and service destruction. The severity of the impact depends on the system architecture,
the security posture of individual components and the capabilities of an attacker.

3.2.1. Physical attacks

Physical attacks are attacks that require the target device to be exposed and directly attacked through physical
means "', Physical attacks, at least in theory, can compromise the security of any secure processor chip. How-
ever, they require expensive equipment and large investment in terms of time to produce meaningful results.

!International Organization for Standardization, https://www.iso.org/home.html
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Figure 3. Physical attacks on integrated circuit (IC) chips (images taken from[151),

By nature, physical attacks are invasive, and they tend to modify some of the physical properties of the target
device irreversibly('?]. Successful physical attacks involve performing a number of tasks precisely at different
stages during the attack['?]. The goal of a physical attack could be revealing secret information kept inside the
processor (such as cryptographic keys), modifying the original circuit design and/or reverse engineering the
semiconductor chip itself'*]. Common tasks performed during a physical attack are delayering, microprobing
and circuit tracing. The target blocks of such tasks are illustrated in Figure 3.

1. Delayering: An integrated circuit (IC) chip is made up of multiple layers of metal and silicon oxide covered
by a global top layer of epoxy resin. The layer below is made of silicon oxide, which protects the chip from
environmental hazards and ionic contaminations. Delayering is the process of removing each layer, one at
a time, without damaging the chip to gain access to the underlying circuit. It usually involves dry and wet

1] However,

etching and polishing; for instance, the epoxy resin is removed using a fuming nitric acid!
before removing the layers, several scanning methods, such as scanning electron microscopes (SEM)!'7]
and transmission electron microscopes (TEM) 8], are applied to determine the composition and thickness
of each layer "),

2. Microprobing: Probing is the process of attaching microscopic needles onto the internal wiring of a cap-
tured and delayered device to observe the information flow between the different internal components of
the device, such as the processor, memory, IO, etc. Once the probes are attached, the attacker can read out
internally communicated data that may be used to launch other attacks. A microprobing attack requires
tools such as microscope, micro-positioners, probing needles and amplifiers 22!,

3. Circuit tracing: Once external layers of a target IC are successfully removed, an attacker proceeds to trace
the internal circuitry to understand the structure, circuit and functions of the delayered IC. This task re-
quires photographing the exposed chip followed by an analysis of the pictures to identify the components

(such as transistors, coils, resistors and capacitors) and their interconnections. At the end of the analysis, a


http://dx.doi.org/10.20517/jsss.2022.07

Msgna. J Surveill Secur Saf 2022;3:150-73 | http://dx.doi.org/10.20517/jsss.2022.07 Page 158

standard netlist* file may also be created that can then be used to create an identical device to the target. A
practical example of circuit tracing and extraction is described in.

IoT devices are often deployed in hostile environments where an adversary can physically access and tamper
with them. Physical attacks are often used to identify new vulnerabilities in an IoT system by: (1) unsoldering
the target device and reading out contents of flash memory; and (2) attacking the device’s microcontroller chip
using the aforementioned techniques. Physical attacks can be applied to launch a number of attacks on IoT
nodes. The most common ones are the following:

1. Node capture: This involved taking control of an IoT node through physical attacks, e.g. node circuit
modification, reading the contents of internal components via microprobing, etc. Node capture is a serious
attack through which an attacker can perform various operations, such as making arbitrary queries on behalf
of the intruder or providing false data to legitimate users, and can compromise the entire network >/,

2. Node outage: In this attack, an IoT sensor node or parent node is completely stopped. The main purpose
of node outage is to disrupt communication between nodes and/or different clusters of nodes 3.

3. Node malfunction: It is the erroneous operation of a sensor node. This can be due to many different factors:
faulty sensors, energy depletion, circuit modification, etc.

4. Node destruction: This refers to the physical destruction of nodes by any means, such as electrical surge,
physical force and/or ammunition. The aim of this attack is to permanently damage nodes.

5. Node replication: Node replication refers to one or more node(s) illegitimately claiming the identity of
legitimate node(s). Due to the physical exposure of IoT nodes to malicious actors, they can be replaced
with replicated nodes that can communicate with the network >*/. Data collected from captured nodes can
be used to re-program a node or create a replica node.

3.2.2. Side channel analysis

A side channel is immutable information released by a computer device while it performs tasks. The infor-
mation is immutable because it cannot be suppressed. Such information reveals important details about the
internal state of the computer device, such as instructions executed, data processed, states of registers, etc.
Previously, side channel information has been widely utilised to extract cryptographic keys from algorithms
such as AES125-27), DES[28:29] and RSA [3°]. However, there have also been attempts to use the side channel in-
formation of a computer device to reverse engineer embedded applications '), verify embedded application
runtime integrity*>**), identify a device**), detect malware*>*%], etc. Immutable information can also be
used to understand the internal workings of IoT sensors, control devices or any other hardware security com-
ponents. For instance, Jung-Change et al. *”] demonstrated that an attacker can identify Z-wave devices inside
a household by simply analysing the side-channel signal. Another example is the interceptive side-channel at-
tack, where the electromagnetic signal emitted by an IoT device can be correlated with an intercepted wireless

signal to extract a secret 128-bit encryption key[*®].

3.2.3. Cryptanalysis

Cryptanalysis is the study of ciphertexts *, cryptographic algorithms * and cryptosystems ® with the aim of un-
derstanding how they work and finding and improving techniques for defeating or weakening them. The main
objective of cryptanalysis is to find weaknesses in or otherwise defeat cryptographic algorithms. However, the
result of cryptanalysis can also be used to strengthen or replace flawed algorithms. In IoT, cryptanalysis attacks

2 A netlist is a description of the circuit connectivity of an integrated circuit.
*Ciphertexts are the result of an encryption algorithm on plaintext data.

*Cryptographic algorithms are a set of mathematical functions designed to transform data from readable form to protected form and
back.

>Cryptosystems are a suit of cryptographic algorithms designed to implement a particular security service.
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target encrypted communications among sensors, control devices and gateways with the objective of extract-
ing the private information they exchange without the knowledge of the encryption keys. More information
on the cryptanalysis attacks on IoT systems can be found in >,

3.2.4. Network and protocol attacks

Network and protocol attacks are attacks that primarily target the connectivity of an IoT system. They aim to
either disrupt the communication medium or exploit weaknesses in the communication protocol. Below, we
discuss some of the most common network and protocol attacks.

1. Jamming: The communication link is a critical component of IoT systems, and jamming is the deliberate
act of blocking or interfering with authorised wireless communications. In most cases, jamming works by
transmitting radio signals that disrupt communications by decreasing the signal-to-noise ratio. This con-
cept can be used in wireless data networks to disrupt information flow. In IoT networks, jamming can be
used to disrupt the communications between the sensors and their control devices or the gateway. Many
networks, including wireless sensor networks (WSNs), use shared control channels for sending system con-
trol information. For example, in GSM, broadcast channels (BCH) carry the network identity, the structure
of the current control channel and synchronisation information. Without such information, no user can
communicate. However, this also makes the system vulnerable to jamming attacks. An attacker can launch
a denial of service (DoS) attack on the network by jamming BCH instead of jamming the whole frequency
band to stop the communication [,

2. Monitoring and eavesdropping: According to the Unit 42 2020 IoT threat report, 98% of all IoT device
traffic is unencrypted, exposing personal and confidential data on the network ). An adversary can simply
gain access to private information by monitoring communications between IoT devices. A few wireless
receivers placed strategically may be able to monitor the communications between IoT sensors and reveal
detailed information about their communications >, Encrypting communications partly solves the eaves-
dropping problem but requires a robust key exchange and distribution scheme. However, such a scheme
must be simple enough for the network to execute it and feasible for the resource-constrained sensors to
implement it. The sheer number of communicating things in an IoT network makes end-to-end encryp-
tion impractical, since they cannot store a large number of encryption keys. Instead, most networks deploy
hop-by-hop encryption, in which devices only establish a shared key with their neighbors. In such a con-
figuration, capturing an IoT device simply renders encryption useless for any communication through the
compromised device.

3. Traffic analysis: The traffic pattern of a network may be as valuable as the content of data packets for adver-
saries. Important information about the networking topology can be derived by analysing traffic patterns.
The nodes closer to the base station, i.e. the sink, make more transmissions than the other nodes because
they relay more packets than the nodes farther from the base station. Similarly, clustering is an important
tool for scalability, and cluster heads are busier than the other nodes in the network. Detection of the base
station, the nodes close to it or cluster heads may be very useful for adversaries because a denial-of-service
attack against these nodes or eavesdropping on the packets destined for them may have a greater impact. By
analysing the traffic, this kind of valuable information can be derived. Moreover, traffic patterns can pertain
to other confidential information such as actions and intentions. In tactical communications, silence may
indicate preparation for an attack, a tactical move or infiltration. Similarly, a sudden increase in the traffic
rate may indicate the start of a deliberate attack or raid.

4. Routing attacks: Routing attacks are attacks that target the network layer of the IoT infrastructure. Routing
attacks manipulate the flow of information to disturb, deny or compromise the services. The following are
some of the common routing attacks.

o Selective forwarding: In this attack, a corrupted/compromised node within the IoT network drops
data packets selectively or randomly, trying to corrupt the network with respect to packet loss rate.
The node may get compromised through any physical or logical attack technique or methodology. In
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a selective forwarding attack, compromised nodes may be used for different purposes: (a) prohibiting
the flow of information from other authorised devices/nodes, thus denying services; (b) neglecting
to forward information from other devices/nodes and instead only sending its own packets; and/or
(c) delaying the messages flowing through them to mislead the routing of data between other nodes.
More information on selective forwarding attacks can be found in[#448),

+ Bogus routing information: Here, an attacker forwards ongoing messages to the wrong routing path
intentionally. This can be achieved by fabricating bogus routing information advertisements and
causing routing tables of other devices to update with this false information [+,

o DNS tunnelling: DNS tunnelling is an attack that encodes data of other programs into DNS queries
and responses. DNS tunnelling provides an always-available back channel using DNS protocol as a
covert communication channel *'-53], DNS tunnelling can be used for: (1) sneaking data, such as
malware, into a network; (2) sneaking out stolen information, such as customer data, from a private
network; (3) remotely controlling compromised internal hosts; and/or (4) bypassing captive portals
to avoid paying WiFi.

5. Denial of service (DoS): DoS attacks are the most common and easiest to implement on IoT systems[54].
They are defined as attacks that undermine the network of systems’ capacity to perform expected functions
and can come in different forms. They can be launched at different components of the system, including
the physical, data link, transport and application layers. As mentioned above, the main purpose of DoS
is to disable a service or slow it down by consuming its resources such as network bandwidth, memory,
TCP sessions, etc. Traditionally, DoS attacks are used against networks and backend services and systems.
However, according to the authors of °*, DoS$ is one of the most prominent threats to the security of an IoT
system. DoS attack can be realised here by flooding the network with traffic or sending specially formatted
information to trigger a crash (°°). More on DoS attacks on IoT systems can be found in[57%). Another DoS
threat regarding the IoT systems is the use of connected devices as an attack botnet® to launch a distributed
DoS$S attacks on other systems!*>*°l. A high-profile example of such an incident is the Mirai attack that

almost brought the Internet down [¢1],

3.2.5. Software attacks

Software attacks are cybersecurity attacks that target the software components of an IoT system. Mixed de-
ployment of IoT and IT assets without proper network segmentation within an organisation increases the
possibilities of threats in spaces that had never posed cybersecurity risks before. This can have an effect on
critical systems, such as an intranet and database servers. IoT software threats are depicted in Figure 4.

According to Palo Altos Unit 42 2020 IoT threat report[!], software threats are categorised into three groups:
exploits, malware and user practice.

1. Exploits: According to the report, 41% of all threats fall under the category of exploits. Network, IP, port
and vulnerability scans attempting to identify other systems are becoming increasingly frequent!®>-%4l. IoT-
Secker is one such scanning tool available as an open source program[3l. Some of the most common
exploits are remote code execution, command injection, buffer overflow, SQL injection and zero-day vul-
nerabilities.

2. Malware: By definition, malware is maliciously designed software to infiltrate, gain access and/or damage
a computer system. By the end of 2019, malware makes up 33% of all IoT software threats. According to
CNNMoney (), in 2014, nearly 1 million malware threats were released every day. More recent research
indicates that rootkits, ransomware, bots, viruses, worms and trojan horses rank as the most common malware
threats[57%%], More details of the most common IoT security issues and important findings in recent years

¢ A botnet consists of several compromised devices controlled as a group without the consent of the owner.
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Figure 4. Breakdown of loT software attacks. Data taken from the Unit 42 2020 IoT threat report (1,

are provided in (670,

3. User practice: The third category of IoT software threat is user practice, which accounted for about 26% of
all threats in 2019. User practice threats refer to threats caused by the misuse of software features and poli-
cies. Default passwords and poor password security practices are the most common user practice threats.
These threats continue to fuel password-related attacks on IoT devices. One high-profile example of an
attack caused by password-related weakness is the Mirai botnet®'], which exploited CCTV cameras with
default passwords to launch a large-scale DDoS attack. However, with California’s SB-327 IoT law (7! now
prohibiting the use of default credentials, we can expect this trend to change direction.

3.2.6. Social engineering

Social engineering is broadly used to describe a range of malicious activities accomplished through human in-
teractions. It uses psychological manipulation to exploit users into making mistakes that weaken the security
of a system or directly give out sensitive information. Attackers use social engineering techniques to collect
login credentials for computer systems, which they can then use to get access to them. Malicious entities that
use social engineering attacks typically use emails, phone calls or text messages to interact with their targets.
The growing use of Internet-connected devices coupled with their dubious security makes IoT an attractive
prospect for social engineering attacks. For instance, from December 2013 to January 2014, security provider
Proofpoint detected a large number of malicious emails, three times a day in bursts of 100,000 emails, originat-
ing from IoT devices targeting businesses and individuals[7?]. Successful social engineering attacks through
IoT systems could lead to the perception of being surrounded by hostile devices and greatly retard develop-
ment, making the consequences of social engineering attacks in the IoT very significant(”?]. ToT represents a
whole new and fertile territory for social engineering attacks, which blend some of the most effective attacks
from the contemporary Internet with attacks more commonly found in the industrial-control world. Namely,
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they mix attacks that seek to combine attacks intended to capture information with intrinsic value (passwords,
account details and access to vulnerable systems) with those that seek to trick users into executing complex
sequences of commands on the basis of misinformation.

3.3. Impacts

Attacks aim to disable, disrupt, destroy or control computer systems or to alter, block, delete, manipulate or
steal the data held within these systems. An attack can be carried out to achieve one or more of these aims
and their impacts vary from one attack to another as well as from one system to another. In this section, we
categorise the possible impacts of an attack on an IoT system into six categories.

3.3.1. Data theft

Data theft is the act of illegal transfer of digital information stored in computer systems with the intent of
compromising the victim’s privacy or obtaining confidential information, such as personal, medical and/or
financial information. IoT devices collect vast amounts of information about individuals and organisations.
This information is used by organisations to get insights into their customers, deliver targeted advertising and
improve sales. Similarly, such information can also be used by governments to deliver efficient services such as
equitable resource distribution and service provisioning. Unfortunately, such information can also be stolen by
criminals, and the dubious security around IoT systems means the information may easily fall into the wrong
hands.

3.3.2. False data injection

False data injection refers to the undetected introduction of erroneous data into a system, which can influence
future decisions that are based on analysing the collected datasets. False data injection was first introduced in
the smart grid domain but has since attracted interest in other domains such as healthcare, finance, defence,
etc.[7#75] In an ToT environment, false data can be injected into the system through captured and physi-
cally altered devices, gaining access to the backend data storage infrastructure or taking advantage of insecure
communication protocols. For instance, the McAfee research team took advantage of vulnerabilities in the

[76]

RWHAT protocol to inject faked patient data into the central monitoring station!”®!. More information on

false data injection in the healthcare domain is available at[”7).

3.3.3. Data destruction

Data destruction is the process of deleting data stored on electronic media so that it cannot be accessed. Ad-
versaries may destroy data and files on specific systems or in large numbers on a network to interrupt the
availability of systems, services and network resources. Data destruction is likely to render stored data irrecov-
erable by forensic techniques through overwriting files of data on local and remote drives 785,

3.3.4. Data manipulation/modification
Beyond the simple theft or destruction of data, an adversary may also try to use the data in a more clever way.
For instance, the attacker may manipulate and/or modify the acquired data or a subset of them.

o Data manipulation is the act of rearranging data or intentional omission of a subset of data to produce a
predetermined result. For example, in 2016, Russian hackers breached and released data from the world
anti-doping agency, revealing many famous athletes’ medical records. However, by manipulating the data
before their release, they targeted athletes participating in the 2016 games '],

o Data modification is a fraudulent activity wherein an attacker alters, tweaks or modifies valuable digital
assets and critical data. Data modification attacks take a great deal of time to recover from, with outcomes

RWHAT is a proprietary communication protocol used by patient vital monitoring devices that uses unencrypted UDP packets.
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Table 3. Attacks on loT vs. their potential impacts

Attacks Impacts

(Attack categories presented in Section 3.2) (Potential impacts presented in Section 3.3)
Physical attacks Device Malfunction/Destruction

Side channel attacks Data Theft

Cryptanalysis Data Theft

False Data Injection
Data Manipulation/Modification

Network & Protocol Data Theft
False Data Injection
Data Destruction
Data Manipulation/Modification
Service Disruption/Destruction

Software attacks Data Theft
False Data Injection
Data Destruction
Data Manipulation/Modification
Service Disruption/Destruction

Social engineering Data Theft
Service Disruption/Destruction
Device Malfunction/Destruction

potentially including data theft and data destruction. The main reason for this is the difficulty in determin-
ing the extent of data manipulation and exactly how the data were manipulated. In the age of big data, if
an attacker made under-the-radar data modifications, the victim would have to sift through all the data to
check and double-check that every piece of information is accurate.

3.3.5. Service disruption/destruction
Denial and/or disruption of a service is a result of an attack that intends to permanently or temporarily shut
down a machine, service or network, making it inaccessible to its intended users.

o Disruption is shutting down critical components of a service to make it inaccessible or unreliable, usually
temporarily.
 Destruction is making the targeted service inaccessible to the intended users temporarily.

3.3.6. Device malfunction/destruction

Another impact of an attack on an IoT system is the malfunction or destruction of a device. Device malfunction
refers to a device producing erroneous results, while device destruction is permanent damage to the target
device. Device malfunction or destruction can be caused by a variety of attacks (e.g., physical attacks that
modify the device circuit, fault injection attacks, etc.) or accidents (e.g., dropping the device, electric surge,
etc.).

Attacks on an IoT system can have different impacts depending on the objectives of the attacker. Table 3
presents the connection between the different categories of attacks (see Section 3.2) and their potential impacts
(see Section 3.3).

As presented above, physical attacks and side channel attacks lead to device malfunction/destruction and data
theft impacts, respectively. Table 3 also shows that attacks that fall under the same category can have completely
different impacts. For instance, a cryptanalysis attack on an encryption algorithm may lead to data theft (e.g., a
successful cryptanalysis attack on an encryption attack may enable an attacker to successfully extract encrypted
contents without the keys) or a similar attack on a hash function may lead to false data injection and/or data
manipulation/modification (e.g., if the attacker successfully breaks the hash algorithm, it means they can inject
new data or change existing data and recalculate the hash-based integrity value). Similarly, attacks on networks
and communication protocols may lead to one or more of the impacts listed in Table 3. For instance, a jamming
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attack can be launched to disrupt services, a DNS tunnelling attack to sneak data into or out of a network
covertly and selective forwarding to drop (data destruction) information. Similar to network and protocol
attacks, software attacks can also be launched to achieve a wide range of objectives, thus leading to different
impacts. Social engineering attacks on IoT may also be used to get hold of user/corporate data, disrupt services
and/or exploit consumer devices for illicit activity (such as sending out spam emails), thereby leading to device
malfunctioning.

4. COUNTERMEASURES

Security is a multi-layer approach in any system or network, and IoT is no different. In any large system, se-
curity controls are applied at software, operating system, network and hardware levels. The specifics of each
security control are dependent on the security need, system architecture, underlying infrastructure and threat
landscape. To illustrate the threat posed to IoT systems, we map the different attacks against the assets they
primarily target in Figure 5. With this principle, an IoT system is expected to have different security controls at
different levels of the system; for instance, at the network level, it is expected to have firewalls and segmented
network configuration, as well as intrusion detection and prevention at the back-end infrastructure. How-
ever, what makes security in IoT more challenging than in traditional networks is the nature and deployment
of the sensors. Several security countermeasures are proposed addressing specific challenges in the IoT en-

vironment [82-86]

. Discussing every countermeasure separately is practically an impossible task as there are
hundreds, if not thousands, of them. In this paper, we categorise them into groups and discuss the common

techniques that countermeasures employ to protect the underlying asset and infrastructure.

4.1. Encryption

Overall, 98% of all ToT device traffic is unencrypted, exposing personal and confidential data on the network .
Attackers who have successfully bypassed the first line of defense, most frequently via phishing attacks to get
access to the network, are able to listen to unencrypted network traffic and collect personal or confidential
information, and they can exploit that data for profit on the dark web. One of the security controls that can be
deployed to protect data confidentiality is encryption. Encryption needs a shared key among the communicat-
ing nodes. Several encryption algorithms can be applied to protect the data at different points of the system.
For instance, a stream encryption algorithm can be applied to protect the Bluetooth link between the sensors
and the gateway and standard HTTPS to protect the data between the gateway and the back-end services. The
main challenge of encryption in the IoT environment is the security and efficiency of the key sharing algorithm
employed. To address this challenge, several sensor key sharing schemes have been proposed (see, e.g., [¥7-°°).

4.2. Redundant architecture

Redundant architecture refers to the deployment of identical systems to enhance the availability of services
and systems. In large networked systems, such as the IoT, there are various levels of high availability that
can be deployed; hence, organisations need to identify the level they want to achieve. The acquisition and
operational cost of high-availability redundant architectures are other important factors that determine what
level of availability is needed by organisations. In general, there are four redundancy architectures organisations
can choose from:

o Data redundancy: Data redundancy refers to architectures that keep the same data in multiple locations
across the network. This is to preserve important data from attacks that intend to manipulate or destroy
them. However, data redundancy may also lead to data inconsistency if all instances are not synchronised
when a change is applied to one of them.

o Service redundancy: The IoT system comprises a number of back-end services that consume the data gen-
erated by sensors. One way of ensuring the availability of these services from attacks is to deploy multiple
instances of critical service in order to provide high service availability. This is achieved by deploying backup
services to take over critical services in the event of an attack on one or more of them.
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o Link (communication) redundancy: This is the process of adding additional instances of network devices
and lines of communication to help ensure link availability and decrease the risk of failure along the critical
data path. Redundant links in IoT must also support multiple communication protocols between devices
and gateway/control devices, for example, Bluetooth, WiFi or NFC.

o Device redundancy: A high level of device availability effectively means doubling up on devices to ensure
that a backup device can take over in the event of a failed device. With this strategy, no single device
failure should result in a loss of data generated by the sensor devices. Typically, device redundancy and link
redundancy are coupled, which means that if one fails, the other follows.

4.3. Anti-Tamper mechanisms

Anti-tamper mechanisms are a set of controls put in place to detect and respond to physical tampering attacks,
such as delayering and micro-probing, on the security of the target device. The main purpose of anti-tampering
is to prevent unauthorised physical or electronic tampering against the product and is most effective when used
in layers. There are two types of anti-tamper mechanisms: tamper resistance and tamper detection. Tamper re-
sistance refers to the use of specialised materials to make tampering difficult, such as one-way screws and epoxy
encapsulations. Tamper detection enables the hardware device to be aware of tampering in progress. Common
examples of tamper detection are switches (detects the opening of a device or breach of security boundary),
sensors (detect an operational and environmental change such as temperature, voltage and radiation) and cir-
cuitry (detect a puncture, break or attempted modification of a defined security envelope). Another important
aspect of the anti-tamper mechanism is the response to tampering. Tampering response refers to countermea-
sures taken upon the detection of physical attacks, for instance, memory erasure, shutting down/disabling the
device and/or enabling logging. Along with responding to tampering, the anti-tamper mechanism is also often
designed to leave evidence behind, which can then later be used to check for deformity. Examples of tamper
evidence are passive detectors (seals, tapes and glues) and special enclosure finishes. The details of various
physical attacks and anti-tamper mechanisms are available in ('],

4.4. Network security controls

Network security controls protect the network infrastructure and data from breaches, intrusions and other
threats. Securing a network requires a layered security approach. Various controls must work seamlessly to
secure the network in its entirety. Some of the most common network security controls that can be deployed
are as follows:

o Firewall: A firewall is a network security system that monitors and controls the incoming and outgoing
network traffic based on predetermined security rules. A firewall typically establishes a barrier between a
trusted network, such as the organisation’s internal network, and an untrusted network, such as the Internet.
The main purpose of a firewall is to protect the IoT systems, services and data from unauthorised malicious
or unnecessary network traffic.

o Network segmentation: Network segmentation is an architectural approach that divides a network into mul-
tiple subnets, each acting as its own small network. Segmented networks often reflect the organisational
structure and roles of organisational units. Overall, 72% of healthcare VLANs mix IoT and other IT assets,
allowing malware to spread from users computers to vulnerable IoT devices on the same network '),

o Intrusion detection: Intrusion detection is a network device/system that monitors for malicious activities
or policy violations. Any malicious activity or policy violation is then reported to an administrator or is
collected and further processed by security information and management systems.

o Virtual private network (VPN): A VPN is a network device that extends the private network across an un-
trusted public network by applying strong encryption and integrity measures to the data while in transit.

4.5. Access control
Access control is a critical security component that enforces a policy on who is allowed to access and utilise an
organisations data and services. A typical access control system will have two separate modules:
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Table 4. Effectiveness of countermeasures against Internet-of-Things assets

Internet-of-Things assets

Countermeasures Physical Data Link/protocols Software

objects
Encryption X v X X
Data
Redundancy X v X X
Service
Redundancy X X X v
Link
Redundancy X X 4 X
Device
Redundancy v X X X
Anti-Tamper
Mechanisms v X X X
Network Security
Controls X v v v
Access Control v v X v
Secure
Configuration v X X v

o Authentication: Authentication is the process of recognising an entity’s identity. In an IoT environment,
the authentication module verifies the identity of the connected devices and users. A strong IoT device
authentication is required to ensure connected devices on the IoT can be trusted to be what they purport
to be.

o Authorisation: Authorisation is the process of restricting authenticated entities” access to a resource, such
as hardware, software, data or the communication link.

4.6. Secure configuration

System misconfigurations are one of the most common security gaps that attackers look to exploit. According
to a report by Rapid 7, internal penetration tests encounter a network or service misconfiguration more than
96% of the time[°?!. Product manufacturers often set the default configurations of new software and devices
to be as open and multi-functional as possible. In the case of an IoT device, for example, this could be a
predefined password, or in the case of an operating system, it could be the applications that come preinstalled.
It is easier and more convenient to start using new devices or software with their default settings, but it is not
the most secure. Accepting the default settings without reviewing them can create serious security issues and
can allow attackers to gain easy, unauthorised access to your data. Failure to properly configure systems and
services can lead to a wide variety of security problems.

Each of the aforementioned countermeasures protects certain assets against certain attacks. Often a single
countermeasure provides different levels of protection to one or more assets. Table 4 illustrates the effective-
ness of the countermeasures against the assets they are deployed to protect. In Table 4, we can observe that
certain countermeasures protect a single asset while others protect multiple assets. For instance, access con-
trol protects the data, link and software assets but often does so by employing different techniques on each
asset. We can also observe different countermeasures to protect the same asset by employing different tech-
niques. For example, device redundancy, anti-tampering, access control and security configuration protect the
physical objects, but they all provide protection against different threats. Device redundancy ensures services
continue uninterrupted even in the event of device failure by maintaining a backup, while anti-tampering pro-
tects sensitive and secret intellectual property (IP) by detecting and often destroying the device in the event of
physical attacks. Access control and security configuration restrict access and eliminate the threats of default
credentials, respectively.

Similarly, more often than not, multiple countermeasures mitigate the same impact and a single countermea-
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Table 5. Effectiveness of countermeasures against impacts of loT attacks

Attack Impacts
Data Service Device
Data Manipulation/  False Data Disruption/ Malfunction/
Countermeasures Data Theft Destruction Modification Injection Destruction Destruction
Encryption v X 4 v X X
Data
Redundancy X v v v v X
Service
Redundancy X X X X 4 X
Link
Redundancy X X X X 4 X
Device
Redundancy X X X X X v
Anti-Tamper
Mechanisms X X X X X 4
Network Security
Controls v v v v 4 X
Access Control v v v v 4 X
Secure
Configuration v X X X v v

sure mitigats multiple impacts. Table 5 shows the effectiveness of the countermeasures against the possible
impacts of an attack on an IoT system. In this evaluation, data refer to information both in transit (on the net-
work) and at rest (in storage platforms). For instance, encryption is an adequate countermeasure against data
theft, data manipulation/modification and false data injection when applied to protect data in transit. Applying
the same technique to protect data at rest comes at the cost of degrading the overall performance. This, however,
could be mitigated by applying it only to highly sensitive data that is selected at rest. The correct application
of network security and access control countermeasures can mitigate the impacts of attacks such as data theft,
data destruction, data manipulation/modification, false data injection and service disruption/destruction. Sim-
ilarly, device redundancy and anti-tampering mitigate the impacts of attacks that intend to destroy or damage
IoT devices.

5. OPEN RESEARCH ISSUES

IoT is growing in both application areas and complexity. This, however, also means such systems are exposed
to different actors in different environments. The growing complexity also means IoT systems will likely have
more vulnerable points, and it is less likely that security measures will be effective. In the long term, we believe
the following topics will continue to be important research challenges in realising the full potential of IoT
systems.

5.1. Tamper resistance and detection

In many application use case scenarios, IoT sensors and devices are deployed in the field or areas that are easily
accessible by anyone and are exposed to an array of physical tampering attacks. Several physical tamper resis-
tance/detection mechanisms have previously been used to protect embedded devices such as dual-execution
rails, mesh circuit and crystals under the integrated circuit epoxy resins. We believe that cost-effective and
miniaturised tamper resistance/detection countermeasures are critical to the security of IoT networks and
systems.

5.2. Side channel protection

Another critical research area is the side channel protection mechanism. IoT devices store sensitive informa-
tion such as cryptographic keys, and thus can be targeted with side channel analysis attacks. To protect such
sensitive information, it is paramount that IoT devices are equipped with side channel protection mechanisms.
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5.3. Device authentication

One of the most challenging tasks in IoT is verifying the identity of connected devices. Data gathered through
IoT sensors are increasingly being used in making important decisions, and sometimes those decisions are the
difference between life and death. Such decisions can only be trusted if the source of data can also be trusted.
That can only be achieved through a strong device authentication mechanism.

5.4. Re-Imagining the purpose of loT gateway

IoT gateways are used to link IoT sensors/devices with back-end services such as the cloud. They also act as a
communication protocol translator for Bluetooth, WiFI, SigFox, LoRa, NEC, etc. This is important as it enables
them to support a host of heterogeneous IoT devices. However, a gateway can also have a broader purpose in
securing IoT networks. Gateways are ideal for performing certain security functions, such as authenticating
connected devices and authorising access to back-end services, as they are physically closer to the sensors and
are much more computationally capable of performing heavy-duty security functions.

6. CONCLUSION

The IoT, attacks on it and countermeasures have been covered extensively in the literature. However, they
are often discussed in isolation, which leads to a fragmented understanding of the IoT threat landscape. Un-
derstanding the security of an IoT system requires an understanding of the system in its entirety. This paper
provides a holistic view of the security of IoT. A detailed discussion on the anatomy of attacks on Internet of
Things is presented. The different layered architectural representations of an IoT are described along with the
four functional components, which also represent the different technological advancements within the IoT
ecosystem. The various computational models that can be deployed to store and analyse the collected data are
also discussed.

The main assets of a typical IoT system are identified and briefly described. Attacks are categorised into groups
of similar nature. The similarity is based on the components these attacks target, the skills required for a
successful launch and the severity of their impact. The attacks are then mapped against the assets they primarily
target to illustrate the threat landscape of IoT. Finally, possible countermeasures are discussed. Discussing
individual countermeasures is almost impossible as there are too many of them. Hence, similar to the attacks,
the countermeasures are also classified into groups based on the protection they offer and the general technique
they employ. The effectiveness of these countermeasures is then evaluated for the assets they are deployed to
protect and against the attack impacts they intend to prevent or minimise.
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