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Abstract

This paper investigates the robust distributed model predictive control (DMPC) of connected vehicle platoon (CVP)
systems subject to denial-of-service (DoS) attacks. The main objective is to design a DMPC algorithm that enables
the CVP system to achieve exponential tracking performance. First, a switched system model is proposed for the
networked CVP system in the presence of DoS attacks. Then the sufficient conditions for the exponential stability of
tracking the performance of the CVP control system under DoS attacks are obtained by constructing a specific Lya-
punov function and using the topological matrix decoupling technique. In our paper, the DoS attack phenomenon is
handled by introducing the frequency and duration parameters, and a quantitative relationship between the exponen-
tial decay rate of the CVP system and the DoS attacks parameters is established based on the conditions proposed in
the system design, and the critical value of the DoS attack duration ratio is also derived. Finally, the effectiveness of
the proposed algorithm is verified through a simulation of a CVP system consisting of one leading vehicle and three
following vehicles.

Keywords: Distributed model predictive control (DMPC), connected vehicle platoon (CVP), denial-of-service (DoS)
attacks, switched system, linear matrix inequalities (LMIs)
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1. INTRODUCTION

In recent decades, the number of traffic congestions and traffic accidents has significantly increased due to
the rapid growth in the number of vehicles. It has shown that by controlling the spacing among vehicles in
connected vehicle platoons (CVPs), the air resistance of following vehicles during travel could be reduced,
effectively reducing fuel consumption !'!. Moreover, by sharing the state information of surrounding vehicles
in CVPs, the vehicles can be coordinated to achieve the desired trajectory and thus improve the efficiency and
safety of road traffic>*/. As a result, the cooperative control of intelligent CVPs has received considerable
attention.

Intelligent connected vehicles are typical complex cyber-physical systems (CPS) with deep integration of mul-
tiple systems, such as automotive systems, traffic rules, information systems, and communication networks.
As intelligent connected vehicles combine various critical infrastructures through heterogeneous networks,
cyber-attacks on intelligent connected vehicles are becoming more prominent due to the growing openness of
networks (“%), Existing cyber-attacks can be broadly classified into denial-of-service (DoS) attacks!®#), replay
attacks®!, and deception attacks (10-12] Among them, DoS attacks are the most common form of cyber-attacks
and, therefore, receive much attention in current research!">). When Do$ attacks occur, many illegal request
services are sent within a certain period, which causes the CPU and memory of the server to rise so that the sys-
tem cannot handle the normal request services sent by legitimate users'*'*), There have been some research
results reported on DoS attacks. In Ref. [16] "2 scheme that can detect the occurrence of DoS attacks in real
time was designed, and the impact of DoS attacks on CVP systems was evaluated. In Ref.['”), the finite-time
stability of networked control systems in the presence of DoS attacks was investigated, and the number of data
transmissions was reduced by using the event-triggered method. In Ref.!'?), a resilient control strategy for
CVP systems under DoS attacks was proposed and demonstrated to enable cooperative control of vehicles. In
Ref.["), the DoS$ attacks were considered as a continuous packet loss, and a resilient controller was proposed
for CVPs under DoS$S attacks, and the effectiveness of the controller was demonstrated. In Ref.?°), a networked
interconnection system under DoS attacks was studied, and sufficient conditions of the exponential stability
for the system were obtained by using the average dwell time approach. In Ref.[*!), a controller was designed
for a CVP control system under DoS attacks using a switched system approach, and the feasibility of the results
was verified by simulation and experimentation. The occurrence of DoS attacks in CVP control systems can
block the data transmission in the communication channel, which can degrade the performance of CVPs and
even lead to collisions among vehicles?>2?!. Thus, we will focus on the security control issues caused by DoS
attacks in the CVP system in this paper. Although the above results are very effective in solving some typical
cyber-attacks, they do not consider the problem of constraints such as the input and state. Thus, the above
results cannot be applied to such CVP systems as those parameters of the connected vehicles are generally
constrained.

The design of Model Predictive Control (MPC) algorithms has been extensively investigated in order to better
solve the constraint problem in control >,
centralized model predictive control *>/ and distributed model predictive control (DMPC) >?”). Centralized

model predictive control has good optimization capabilities but is usually computationally burdensome if it

Nowadays, the research on MPC can be mainly classified into

is used for large-scale systems. In recent years, the DMPC has received increasing attention as it is suitable to
solve the large-scale system control problem due to its excellent control performance, ability to handle con-
straints, and flexible structure. In large-scale systems, such as CVPs, it is difficult to use centralized model
predictive control because vehicles cannot receive global information from each other. Therefore, DMPC has
been extensively investigated in the field of CVP control systems. In Ref. [>*/, a DMPC algorithm was proposed
for an intelligent CVP system with nonlinear dynamics and unidirectional communication topology, which
considers the constraint problem of the system while ensuring the asymptotic stability of the CVP system. In
Ref.|?”), a DMPC approach was used to solve the input and state constraint problem and finally to achieve the
desired tracking problem for a multi-intelligent system. In Ref.[**), a dual-mode DMPC algorithm was pro-
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posed and demonstrated through simulation to significantly reduce the computational burden. Also, there
are some studies on the DMPC of CVP systems under DoS attacks>*~*'). In Ref. >}, a secure DMPC control
algorithm was proposed in order to make the CVP system eventually stable under DoS attacks, and the effec-
tiveness of the algorithm was demonstrated by simulation. In Ref.[*'!, a DMPC algorithm based on a dynamic
event-triggered method was proposed for CVP systems under DoS attacks, which reduces the amount of data
computation by using the dynamic event-triggered method on the basis of ensuring the stability of the CVP
system in the end. Although the above results can well solve the stabilization problem of the CVP system
in the presence of DoS attacks, the issue of how the DoS attacks affect system performance has not been well
investigated yet. Therefore, the motivation of this work is to study the security control problem of the CVP sys-
tem under DoS attacks, and our attention is focused on the derivation of the quantitative relationship between
system performance and DoS attacks.

Based on the above discussion, this work is concerned with the DMPC of CVP systems under DoS attacks.
The main objective is to investigate how the DoS attacks affect the performance of the CVP system and obtain
sufficient conditions to guarantee the exponential stability of the tracking error of the CVP system under DoS
attacks. It is assumed that all communication channels of the CVP system are jammed when DoS attacks
occur and then models the closed-loop CVP system under DoS attacks as a switched system. A robust DMPC
algorithm is proposed to enable the CVP system to handle optimization problems with input constraints well
while ensuring the exponential stability of the tracking error. In the part of the simulation, the effectiveness of
our proposed algorithm is demonstrated through numerical simulations. The main contributions of this paper
are summarized as follows.

(1) A robust DMPC algorithm is proposed to achieve resilient cooperative control of CVP systems under DoS
attacks.

(2) Sufficient conditions for the exponential stability of the tracking error of the CVP system under DoS attacks
are derived based on the switched system approach. A quantitative relationship between the exponential decay
rate and the frequency and duration of DoS attacks is established. The critical value of the DoS attack duration
ratio (DADR) is also derived.

Notations: In this paper, R denotes the sets of real numbers, R"*"denotes the sets of n X n real matrices, and
R"™"denotes m X n real matrix. We let A denote the set of natural numbers and define N* = N N {0}. Let I,
denote the n-dimensional identity matrix and ® denote the Kronecker product.

2. PRELIMINARIES AND PROBLEM FORMULATION

This section includes four main parts: communication graph, vehicle model, DoS attacks, and problem de-
scription. The structure of a CVP control system is shown in Figure 1. The position, velocity, and acceleration
of the vehicles are sampled at each sampling moment and are transmitted according to the pre-designed com-
munication topology. The communication channel is blocked when DoS§ attacks occur.

2.1. Communication graph

Considering that there is one leading vehicle and N following vehicles. We represent the communication
interactions among vehicles by using an undirected communication graph *?/. For the graph &, the adjacency
matrix Ay is defined as Ay = [a;;] € RYV (i, j = 1,...,N), a;; = 0 denotes the i-th following vehicle cannot

obtain communication from the j-th following vehicle; otherwise, a;; = 1. It is assumed that a;; = 0. The
N
Laplace matrix is defined as £n = [;;] € RVV (i,j = 1,...,N), where [;; = —a;;(i # j)and l; = Y,  aim.
m=1,m#i

We define Pn = diag{by,--- ,by}, b; = 0 denotes the i-th following vehicle cannot obtain communication
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Figure 1. System structure.

from the leading vehicle; otherwise, b; = 1.

2.2. Vehicle model
The longitudinal dynamics model of a vehicle is nonlinear in practice. The vehicle model has been linearized
in many articles by using feedback linearization techniques to simplify the analysis'****/. In this paper, it

is assumed that the longitudinal dynamics of the i-th following vehicle and the leading vehicle are given as
follows [2¢;

%i(1) = Aix;(1) + Bju(1) (1)
Xo(1) = Agxo(2) (2)
where
pi(1) po(t) 0 1 0 0 0 1 0
xi(t)=| vi(t) [,xo(®)=| vo(t) [LAi=|0 0O 1 |,Bi=|0 |,Ag=|0 0 1
a;(t) ao(t) 0 0 -1+ L 0 0 -L

i i g0
with p; (7), vi(t), a; (1), and u; (¢) being the position, velocity, acceleration, and control input of the i-th following
vehicle, respectively. po(?), vo(t), and ao(¢) are the position, velocity, and acceleration of the leading vehicle,
respectively. o; and oy denote the engine inertia time constant for the i-th following vehicle and the leading
vehicle. In this paper, we consider the case that all vehicles have the same mathematical models.

By discretizing systems Equations (1) and (2), we can obtain the following discrete-time systems **]

xi(k + 1) = Ax,(k) + Bu,(k) (3)
xo(k +1) = Axo(k) (4)
1 T 0572 0
A=|0 1 T ,B=1|0
0 0 1-4r ir

where T is the sampling period, and o > 0 is the vehicle engine inertia time constant.
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2.3. DoS attacks

In this paper, it is assumed that all communication channels are blocked, and all following vehicles cannot
receive any real-time data when DoS$S attacks occur. Define {k j}je n+ De the moment when DoS attacks occur,
and 7; is the duration of the j-th DoS attacks, where 7; > 0. Define the activated time interval at j-th DoS

attacks as 7!

H; = {k;} U [k;, k; +75)

Define ¥ (w, k) and T" (w, k) as the time interval sets that the DoS attacks are active and inactive in the time
interval [w, k], respectively. W, (w, k) and Iy, (w, k) represent the lengths of ¥ (w, k) and I (w, k), respec-
tively. Define ¢ as the DADR in the time interval [w, k], where ¢ = % The descriptions corresponding to
this statement are as follows:
Y(w k)= U HiN[w, k], T (w0, k) = [w, k] \¥ (w, k).
JEN*

Then, two assumptions about the frequency and duration of DoS attacks are given. n (w, k) is the number of
DoS attacks occurring in the time interval [w, k].

Assumption 1 (DoS attacks frequency): There exist positive constants k € R>o and 7p € R, satisfying

n(w,k)§K+kT_—D“’

for all w, k € Rsg with k > w.

Assumption 2: For the duration of DoS attacks, there exist positive constants n € R>g and T, € R, satisfying
Wior (0, k) <+ k;_aw

for all w, k € Ry with k > w. We assume that 7 + "T_—‘“ is the maximum total duration of DoS attacks in the
time interval [w, k].

Remark 1: The behavior of Do$ attacks has been studied in many articles*”~*°/. However, in practical ap-
plications, it is difficult to determine the accurate statistical parameters of DoS attacks for controller design.
Considering that the energy of attackers is limited, we model DoS attacks by the frequency and duration pa-
rameters under Assumption 1 and Assumption 2. Such a modeling approach can also be found in Ref.*74),
which can capture a wide range of different types of DoS attacks. Therefore, Assumption 1 and Assumption 2
are physically meaningful.

Remark 2: There are two methods to control the system when Do§ attacks occur. One sets the system control
input to zero, and the other keeps the system input of the last value. When DoS attacks occur, the hold input
method can be used to update the control input with past data in the buffer, but it can also cause the time delay
phenomenon. It is worth noting that both of the above methods are applicable*'). In our work, the zero-input
method is used.

2.4. Problem description
To control the CVP system, the following control protocol is introduced *!):

N

ui(k) =X ajjlkp(pi(k) — p;j(k) = dij) + ky (vi(k) = v;(k)) + ka(ai(k) — a;(k))]
J=1j#i (5)

+bi[kp(pi(k) = po(k) = dio) + ky(vi(k) = vo(k)) + ka(ai(k) = ao(k))]

where k), k,, and k, are the local feedback gains of the system. d;; is the ideal distance between the i-th and
the j-th following vehicle. djo is the ideal distance between the i-th following vehicle and the leading vehicle.
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Define the tracking error as

pi(k) = pi(k) = po(k) — dio

vi(k) = vi(k) = vo(k)

a;(k) = ai(k) = ao(k)
where p;(k), v;(k), and a;(k) represent the position error, velocity error, and acceleration error of the actual
and ideal state of the i-th following vehicle at the sampling time &, respectively. Let K = [k, k,, k,] represent
the controller gain.
Then the protocol Equation (5) can be written as

w(k) = Y ay[K(ei(k) = e;(k)] + biKei(k) 6)

N
j=Lj#i

where e;(k) = | pT(k) (k) a(k) |
The main goal of this paper is to maintain the ideal spacing, speed, and acceleration between the following
vehicle and the leading vehicle. So, the desired state equation of the i-following vehicle is

xo(k +1) + Ax = Axg(k) + Ax (7)

wheresz[dio 0 0].

The actual state equation of the i-th following vehicle is

N
xi(k +1) = Ax;(k) + BK Z a;jj(ei(k) —e;(k))| +biei(k) (8)
joly#i

Through Equation (7) and Equation (8), the tracking error of the i-th following vehicle is obtained as follows:

ei(k+1)=x;(k+1)—xo(k+1)

{ N } (9)

= Ae;(k) + BK 2 aij(ei(k) —ej(k))| +biei(k)

j=1,j#i

Lete(k) = [ e)T(k) e (k) -+ enT(k) | andu(k) = [ (k) wl (k) - unT(k) |, we can get
e(k+1)=[In®A+(Ly+Pn)®BK]le(k) (10)

Due to the fact that no data can be received by those vehicles when the DoS attack occurs, we now introduce
a signal 5(k) € {0, 1} to describe whether the DoS attacks occur or not. Then the system can be described as

{ 0(k)=0:e(k+1)=[In® A+ (Ln+Pn)®BK]e(k) (11)

ok)=1:e(k+1)=(Un®A)e(k)

Let Hy = Ly + Py. It follows from Equation (11) that the system under DoS attacks is essentially a switched
system with two subsystems. Thus, Equation (11) can be written as

e(k+1)=[Iy®A+6(k)Hn ® BK]e(k) (12)

Define T, and T~ as the j-th switching instant of §(k) and the instant immediately before reaching T;. The
following lemma and definition will be used in the derivation of the main results.

Lemma 1%; Since the matrix Hy is a symmetric non-singular matrix, there exists an orthogonal matrix M,
satisfying
MHNMT = diag(Ay, A2, ..., Ax) = A (13)
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where 4;(i = 1,2, ..., N) are the eigenvalues of Hy.

Definition 1!*°/; If there exist constant p € (0,+c0) and ¢ € (0, 1) such that
le(k)] < pstlleO)ll,  k=1,2,... (14)

is true, then the system Equation (12) is said to be exponentially stable, and ¢ is the exponential decay rate.

3. MAIN RESULTS

In this section, we will analyze the exponential stability of the system Equation (12) with the designed controller
Equation (5), and then the main results of the controller design based on the DMPC will be given. Before this,
we construct the Lyapunov function for Equation (12) as

Vo(k),6(k) =0

Vi(k),o6(k) =1 (15)

V(k) = {

where Vo (k) = eT (k) (Iy ® Po)e(k) and Vi (k) = e (k) (Iy ® P1)e(k).

3.1. Stability analysis

The main theorems in this section are given as follows to demonstrate that system Equation (12) can be ex-
ponentially stable with the designed controller Equation (5). Define the total number of switches in the time
interval [0, k] as n = n(0, k) + ny. If the system switches to the case of no DoS attacks in the end, then
ny = n(0, k); otherwise, n; = n(0, k) — 1.

Theorem 1: Considering the parameters of DoS attacks as in Assumption 1 and Assumption 2. For the given
positive scalars @ € (0, 1), B € (0,+), and u € (1, +0), if there exists a positive constant § € (1, +o0) and
symmetric positive definite matrices, Py and Py, such that

1
it <In# (16)
™
In(1 +B) +In(- 1
(1+5) +In(i) < In( )—@In6 (17)
T, 1-a
(A + Amax BK) T Py(A + Amay BK) — (1 — )Py < 0 (18)
ATPIA—(1+B)P; <0 (19)
Py < uPy (20)
Py < uPy (21)

hold, then the system (12) can be ensured to be exponentially stable with an exponential decay rate of 6~ 2 @ >
2, where 4,4y is the maximum eigenvalue of Hy.

Proof: When k € I (w, k), by left- and right-multiplying Equation (18) by e;” (k) and its transposition, respec-
tively, one can see that

ei’ (k)[(A + Amax BK) Po(A + Amax BK) — (1 — @) Pyle; (k) < 0 (22)
Then we have

el [(In® A+ A®BK) (Iy ® Po))(Iy® A+ A® BK) — (1 —a)(Iy ® Py)]e(k) <0 (23)
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Let e(k) = (MT ® Iy)e(k), with the help of Lemma 1, Equation (23) can be written as
e"(k)[(In® A+Hy ® BK) (In ® Po)(Iy ® A+ Hy ® BK) — (1 —a)(Iy ® Po)le(k) <0 (24)
Thus, it is obtained that
(Iy® A+Hy ® BK) (Iy ® Po)(Iy ® A+ Hy ® BK) — (1 —a)(Iy ® Pg) <0 (25)
Now left- and right-multiplying Equation (25) by e’ (k) and its transposition, respectively, yields
el (k) [(Iy ® A+ Hx ® BK) (Iy ® Po)(Iy ® A+ Hy ® BK) — (1 —a)(Iy ® Po)]e(k) <0 (26)
Considering the Lyapunov function Equation (15), Equation (26) can be written as
Volk +1) = Vo(k) < —aVo(k), k € T (w, k) (27)

When k € ¥ (w, k), by left- and right-multiplying Equation (19) by e, (k) and its transposition, respectively,
one can see that
e ()[ATP1A = (1+B)P1]ei(k) <0 (28)

Obviously, Equation (28) can guarantee that
" ()[(Iy ® A) (Iy ® P1)(Iy ® A) = (1 +5)(Iy ® Pp)]e(k) <0 (29)
Similar to the derivation of Equation (27), Equation (29) can be written as
Vilk +1) =Vi(k) < Vo(k),k € ¥ (w, k) (30)

Thus, the conditions Equation (18) and Equation (19) can guarantee that

Vo(k+1) < (1 -a)Vy(k), 5(k)=0 (31)
Vi(k+1) < (1+p)Vi(k), 6(k)=1
Considering the conditions Equation (20) and Equation (21), one has
{ Vo(T;) < uVi(T;7), §(T;7)=1land 5(T;) =0 (32)
\% (Tj) < /.lV()(Tj_), (5(Tj_) =0and (5(Tj) =1

According to Equation (31) and Equation (32) and by applying the iterative method to the time interval [0, k],

we can obtain
Vi (k) < "0 (1 4 gy ¥ror OB (1 — g)Trer 00y, (0)

e 1 k=0_
<20 (A BT ()" V(0 (0)
5 k=0 k. 1 K _
< 2D (1 4y (m)nm *Vs(0)(0) (33)

1
1-«a

o 1+ 2k & A
= P Ly (1 e () 0, (0)

_ #2K(]1 +ﬁ)ne%lnﬂe%]n(l+ﬁ)e(ﬁ—l)kln(ﬁ)vé(o)(0)
-«
The conditions Equation (16) and Equation (17) guarantee that

1+
Vs (k) < ﬂZK(l—'B

I+
— ’u2k( - i)ne(Z—ga)klné)Vé(o) (0) (34)
2K( 1 +B

1-a

)r]e2k In He—gok In 0V6(O) (0)

)70~ Dk, (0)
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Letc = /,12’((}):—5)’7 € R0, Equation (34) can be written as
ale(k)|* < Vs (k) < 0~ 2% blle(0)]” (35)

where a = Anin(Ps(x)) and b = Amax(Ps(0))- Amin(Ps(k)) is the minimum eigenvalue of Ps(xy and Amax (Ps(0))

is the maximum eigenvalue of Py ().
bc _(e-2k
le(b)] < =677 Jle(O)] (36)

Then it yields

From Equation (36) and Definition 1, the system (12) is exponentially stable with an exponential decay rate of
(p-2

g

= . This ends the proof.

It follows from Theorem 1 that for given a, B, u and DoS attacks parameters «, 7p, 17, T,;, we have

le(k)| < \/El(l —Cl)é,uhln(l-"ﬁ
a a

With the help of Definition 1, the exponential decay rate ¢ can be written as

% k
) l le ()] (37)

(38)

1l-a

1
2Ta
g=(1—a)%ﬂzr'p(1+ﬁ)

Remark 3: In the previous section, a quantitative relationship between DoS attack parameters and the expo-
nential decay rate has been established. It can be seen that both the frequency and duration of DoS attacks
have an impact on the exponential decay rate, which affects the performance of the system. For example, as
the duration of DoS attacks increases, the exponential decay rate becomes larger.

3.2. Upper bound of DADR

As it is well known, if the total duration of a DoS attack is infinite, the system cannot be stable. Therefore, it
is necessary to derive the upper bound of DARA for the system (12). To achieve this, we present the stability
theorem as follows based on the DARA:

Theorem 2: For the given positive scalars @ € (0,1), 8 € (0,+0), and p € (1,+00), if the upper bound of
—nE g (1-a)

DARA is ¢ < $mmax = — 2
In

I-a

, and if there exists a positive scalar 8 € (1,+c0) and symmetric positive

definite matrices, P and Py, such that the inequalities Equation (18)-Equation (21) hold, then the system (12)
is exponentially stable.

Proof: Similarly to the analysis in Theorem 1, we can obtain
Vsthy (k) < "0 (1 4 g)Hrer OO0 (1 — @) i @05 (0)
< 121OR) (1 4 B)Yeor O (1 _ g)k=Year Ry 0 0)
2(k+5=0 _
R (14 B (1= @) Vi (0) (39)

2k
2K T

= u*ep lnue¢k 1n(1+,3)e(k—¢k)1n(1—a)V6(0)(0)

SH

2 In p+¢ In( %)Hn(l—a))k

= #2Ke( ™ V5(0) (O)

Similarly to Equation (35), we can obtain

b 12 148 —a k
|e<k>|s\gm(e2[w e )l) le(O)l (40)
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_ 2y —In(1-a)

By substituting ¢ < @dmax = T’IJ(T to Equation (40), we can obtain that % In u+¢ In( ;f—g) +In(1-a) <0
e

and 0 < e%[%lnuﬂpln(%)ﬂn(l—a)]

completes the proof.

< 1. From Definition 1, the system (12) is exponentially stable. This

3.3. Controller design

Based on Theorem 1, we now present the robust model predictive control algorithm. The state feedback control
gain will be obtained by solving an optimization problem in the form of linear matrix inequalities (LMIs) at
each sampling moment. The following theorem gives the design of the controller.

Theorem 3: Considering a CVP system consists of the plant Equation (12) and the controller Equation (5).
Let e(k) = e(k|k) be the state of the system (12) measured at sampling time k. DoS attack parameters satisfy
conditions Equation (16) and Equation (17). For the given constant scalar uy,x and positive scalars 0 < @ < 1,
B>0,u>1,0>1,and ¢ > 2, if there exist matrices, Qo, Q1, and Y, and a positive scalar y > 0 such that

miny (41)
subject to

_1 *
[ e(k) Iy ® (~Q0) ] =0 (42)

—(1-a)Qp * * *
AQo + AmaxBY -0 * *

W20y 0 -y« |50 (43)
AmaxR7Y 0 0 —yI

[ —(b;fnTax)2 _;QO <0 ”

[ A_Q(01+_/12XQ§Y —;0 <0 (45)

[ _(TQ[?QI —*Ql <0 (46)

—gfo —*Ql <0 (47)

_g?l 0, | =° (48)

where Qg = yPo~!, 01 = yP17!,and Y = KQy. If there is a solution to the above linear minimization problem,
then the state feedback matrix K with sampling moment & can be obtained by the following equation:

K=YQ," (49)

(¢-2)
and the system (12) can be ensured to be exponentially stable with an exponential decay rate of 0=~ = .

Proof: We aim to design a state feedback control law at each sampling time that minimizes an infinite horizon
global objective function. First, we define the infinite horizon local objective function for the i-th following

vehicle in the CVP as

Jioo(k) = > ek +t1k) Wer (k +t]k) +ui” (k +]k) Ru; (k +1]k)] (50)
t=0
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where ¢; (k + t|k) and u; (k + t|k) represent the predictions of state and control input at sampling time &, and
W and R are state and control weighting matrices, respectively.

Adding up the infinite horizon local objective function of all following vehicles as the global objective function,
so the global objective function is

D led (e + tlk) Wey (k + tlk) + " (ke +1]k) Ru; (k + k)]
1 =0 (51)

[e" (k+1lk) (Iy @ W) e (k +t|k) +u" (k+1tk) (Iy ® R)u (k +1|k)]

Joo(k) =

M-

1

Ms

1l
f=}

t

Left- and right-multiplying Equation (43) by diag{Qo~", 1,1, 1} and its transposition, respectively. By Schur
complement, one has

~(1=@)Py + (A + Anax BK)T Py (A + Amax BK) + W + Amax’KTRK < 0 (52)
Left- and right-multiplying Equation (52) by e; (k) and its transposition, respectively, yields
el (k)[=(1 = )P+ (A + Amax BK) Py (A + Aax BK) + W + Ao °KT RK ] e; (k) < 0 (53)
Then, it can be derived
e"()[-In® (1 —a)Po+TL" (Iy® P))Ilj + Iy®@ W+ (A® K) (IN® R)(A® K)]e(k) <0 (54)

where IT) = Iy ® A+ A ® BK. Let e(k) = (MT ® Iy)e(k), and with the help of Lemma 1, Equation (54) can
be written as

e (k) [-Iy ® (1 = )Py + T (Iy ® PO, + Iy @ W+ (Hx ® K)' (Iy ® R) (Hn ® K)]e(k) <0 (55)
where Il = Iy ® A + Hn ® BK. Obviously, Equation (55) guarantees that
~Iv® (1 -a)Po+TL" (Iy® P)Tl + Iy ® W + (Hy @ K)' (Iy ® R)(Hx @ K) < 0 (56)
Left- and right-multiplying Equation (56) by e (k + f|k) and its transposition, respectively, yields
e (k+1]k)[-Iy ® (1 - @) Po+TL," (Iy ® Po) Iy + Iy @ W+ (Hx ® K)" (Iy ® R) (Hx ® K) e (k +1]k) < 0 (57)

which leads to

Volk+t+1lk) — (1 —a)Vy (k+tlk) < —(II3 +I1y) (58)
where T3 = e (k + t|k) (Iy ® W) e(k + t|k) and T4 = u” (k +t]k) (Iy ® R) u(k + t|k). Therefore, the condi-
tion Equation (43) can guarantee that Equation (58) hold. Then it can be obtained from Equation (58) that

(I3 +1Iy) < (1—a)Vy (k+tlk) = Vo (k+t+1|k) < Vo (k+tlk) = Vo (k+t+1|k) (59)

Let Equation (59) be an iterative summation from ¢ = 0 to t = oo, one has
Vo (k + oolk) = Vy (k +0lk) < — Z [e" (k+1tk) (In ® W) e(k +1t]k) +u" (k +1|k) (Iy ® R) u(k +1t|k)] (60)
t=0

In order to make the robust performance objective function finite, we define e(k + oo|k) = 0, so Equation (60)
can be written as
Joo (k) < Vo (k +0[k) = Vo (k) = e’ (k) (Iy ® Po)e(k) <y (61)

By Schur complement, Equation (61) can be rewritten as

1 el (k)

<
e(k) Iy ® ’)/P()_l =0 (62)
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By substituting Qg = y Py~ to Equation (62), it can be seen that Equation (42) and Equation (61) are equivalent.

The control input of any following vehicles in CVP control is constrained. For the i-th following vehicle,
satistying ||u,'(k)||2 < (Umax)?

2
N
llus (k)I* < Z a;j[K(ei(k) —e;(k))] + biKe;(k)
j=1.j#i )
2
N . . (63)
= D) ailYQ  (ei(k) = e;())] + by O~ ei (k)
j=1.j#i )
L2
<m HYQ_2 ) < (“max)2
N N N
wherem =max {b; +2% 3, a1j,ba+2% 3 azj, --- ,by+2% Y anj .
J=1 Jj=1 J=1

By using Schur complement, the condition Equation (44) can guarantee that Equation (63) holds.

Left- and right-multiplying Equation (45) by diag{Qo~", I} and its transposition, respectively, it is obtained
that
~(1-a)Q0™" + (A + Ana BK)" Q0™ (A + Amax BK) (64)

By substituting Qo = yP; !into the previous equation, Equation (64) can be written as
—(1 = @)Po + (A + Amax BK) Po(A + Amax BK) < 0 (65)
Left- and right-multiplying Equation (46) by diag{Q;~", I'} and its transposition, respectively, yields
~(1+p)01 ' +AT0 A <0 (66)
By substituting 0 = yPl‘l into the previous equation, Equation (66) can be written as
~(1+p)01 ' +AT0 A <0 (67)
Left- and right-multiplying Equation (47) by diag{Qo ", I'} and its transposition, respectively, yields
~HQ0™' +017' <0 (68)
By substituting Q1 = yP;' and Qp = yP;" into the previous equation, Equation (68) can be written as
—uPy+P; <0 (69)
Left- and right-multiplying Equation (48) by diag{Q;~", I'} and its transposition, respectively, yields
~HQ1™ + Q07 <0 (70)
By substituting Q1 = yP;! and Qp = yP;" into the previous equation, Equation (70) can be written as

—uPi+Py<0 (71)
U

With the help of Theorem 1, one can see that the hold of conditions Equation (45), Equation (46), Equation (47),
Equation (48), Equation (16), and Equation (17) can guarantee that the system (12) is exponentially stable with
an exponential decay rate of 9~z . The controller gain can be obtained by solving an optimization problem

based on the form of LMIs and K = YQ(~!. This completes the proof.
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Figure 2. Communication topology.
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Figure 3. DoS attacks.
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Figure 4. Trajectories of position.

4. SIMULATION

In this section, numerical simulations have been carried out using Matlab to illustrate the main results of this
paper. Assuming that the CVP consists of one leading vehicle and three following vehicles and the communi-
cation topology is shown in Figure 2. We set the initial state of the leading vehicle to xo(0) =[ 15 1 0 ]7.
The initial state of each of the three following vehicles is setto x;(0) =[ 7 0 0 ]7,x(0)=[0 0 0 ]7
and x3(0) = [ =8 0 0 ]7. The maximum input uy,x = 0.7. The ideal vehicle spacing between vehicles to
be d;;-1 = Sm and djp = 5 = im. We set vehicle engine inertia time constant o= = 0.5 and sampling period
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(a) Trajectories of position error when ¢ = 16.875%. (b) Trajectories of position error when ¢ = 45%.

Figure 5. Trajectories of position error.
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Figure 6. Trajectories of velocity error.

T =0.1s, so
1 0.1 0.005 0
A=|0 1 01 |,B=| 0
0 0 08 0.2
1 00
The state and control weighting matrices W =| 0 1 0 |, R =0.1. Moreover, we choose the parameters in
0 01
Theorem 3as k =0, 7p = 80,7 =0, @ = 0.022, 8 = 0.03, u = 1.04, and ¢ = 2.1. The upper bound of DARA

can be calculated as

_2Inp

- —In(l-a)  _2x0L0d_151_0022)
=D = A ~ 0.41.
P = () (2
So T, can be calculated as 7, = ¢m+, ~ 2.44. By calculation, we can obtain

Ing _ Inl.04
Ing > & = L0~ 0,00049
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Figure 7. Trajectories of acceleration error.

_In(lp)n( L) In(1+0.03)+In( T='577)

In(=3) a In(=g5)- :
Ino < — — = —om- . 28 ~ 0.0006

So there must exist a constant & > 1 such that our sufficient condition in Theorem 3 is satisfied. In the
simulation, the DARAs are set to be ¢ = 16.875% and ¢ = 45%, respectively.

The sequence of DoS attacks is shown in Figure 3, where 0 indicates the normal case without DoS attacks and
1 indicates the occurrence of DoS attacks.

The position trajectories and position error trajectories are shown in Figure 4 and Figure 5, respectively, where
ei1* = pi— po—dio. The velocity error trajectories are shown in Figure 6, where ¢;2* = v; —v¢. The acceleration
error trajectories are shown in Figure 7, where ¢;3* = a; — agp. When ¢ = 16.875%, Figure 5 shows that all
vehicles can travel at the desired spacing. Figure 6 and Figure 7 show that all following vehicles can travel at
the same speed and acceleration as the leading vehicle. When ¢ = 45%, it can be observed that the position
errors, velocity errors, and acceleration errors of the following vehicles have not converged to zero in the time
interval [0, 800].

From the simulation results, it is evident that an increase in the DADR results in slower convergence of the
system state error. Figure 8 shows the control input trajectories for the three following vehicles, and we can
see that the control input satisfies the condition of ||u; (k) 11> < (umax)?.

5. CONCLUSION

A robust DMPC problem for a CVP system in the presence of DoS attacks has been investigated in this paper.
A quantitative relationship has been established between the DoS attack parameters and the exponential decay
rate. A distributed state feedback controller was designed by using the DMPC method to enable all following
vehicles to track the velocity and acceleration of the leading vehicle exponentially and maintain the desired
vehicle spacing. Finally, a CVP system consisting of one leading vehicle and three following vehicles was
simulated on Matlab to demonstrate the effectiveness of our proposed control algorithm. However, the current
work does not account for the presence of time delays and disturbances in the communication process. In
future endeavors, attention will be focused on the distributed control of CVP systems with hybrid attacks and
time delays.
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Figure 8. Control input.
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